


"#E S % &
"0(







The Edge appliance is a secure bandwidth management and traffic shaping device.
The Edge’s primary purpose is to provide secure traffic shaping services at the edge
of the network. This includes multi-network connectivity, bandwidth shaping,
application acceleration and prioritization, application filtering and secure site-to-site
connectivity with automatic failover capabilities (see detailed list below).
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How to Connect Your Edge Appliance to the Network

When connecting the Edge platform to the network, you can choose from one of
three deployment options. These options include Static (with or without proxy), NAT
mode, and DMZ mode. The most common method for deployment is static mode.

Static Mode

This is the most common method for connecting the Edge platform to the network.
The Edge can be placed either in front of or behind an existing edge firewall device.

Requirements for Static Mode:

1) Most have control of the WANL1 gateway device (typically the WANL1 router or
LAN firewall), or the ability to easily request changes to this device.

NOTE: Must have an existing subnet block via the WAN1 connection.




When to Deploy Static Mode:

1) Typically this mode is used when you have an existing public network which is
being used by either an exiting firewall or directly by servers on a DMZ
network.

2) When an existing firewall is using proxy mode for a DMZ network.

3) When you have more than one public address that needs to be passed to the
local area network for direct connections.

When NOT to Deploy Static Mode:
1) If you do not have control of the WAN1 gateway device / router.
2) If you do not know how to configure the WAN1 gateway device / router.
3) If you can not use private addressing between the LAN/WAN connection.
NAT Mode

This is the primary recommended method for configuring the Edge appliance in most
network balancing solutions. Although in many circumstances it is impractical due to
administrative restrictions on the existing network devices. The Edge is typically
placed directly in front of the gateway router.

Requirements for NAT Mode:

1) No devices on the LAN side of the Edge device need a direct public IP
address in order to function, i.e. a one-to-one mapping will not work.

NOTE: One-to-one mappings can be easily created for passing through public
addressing from the Internet to privately addressed appliances on the LAN.




When to Deploy NAT Mode:
1) When a single address is provided for the WAN1 connection.

2) When replacing an existing firewall or sitting between an existing firewall and
the WAN routers with minimal inbound configuration changes.

3) When connecting to any bridged Internet service; which is common for
wireless and some DSL modems.

When NOT to Deploy NAT Mode:

1) If you have a large existing WAN1 subnet block which can not be one-to-one
NAT'd or is impractical to manage in that configuration.

2) If you have a large number of inbound services which would require a number
of changes to an existing firewall device.

Static Mode (w/Proxy)

This mode is used when the Edge platform MUST be transparently inserted between
the either, the LAN and LAN gateway device, or between the edge firewall and WAN
routers. Not recommended for most installations due to potential ARP conflicts.

Requirements for Proxy Mode:
1) MUST connect the WANL1 interface of the Edge platform directly into the
gateway device, i.e. either the firewall or the WANL1 router depending on the
placement of the Edge unit.

2) Must have an available IP address for management purposes in the subnet
being proxy'd.




3)

There is a specific procedure for deploying an Edge unit in proxy mode which
requires the rebooting of any directly connected devices in order to clear any
and all ARP cache information. This process is detailed below:

When to Deploy Proxy Mode:

1)

2)

3)

When you do not have the ability to make any changes to the existing network
addressing topology.

When you are able to deploy the appliance in an environment which will not
be prone to ARP conflicts (contact support for details).

When a direct connection from the WANL1 interface to the gateway device is
possible without using any externals hubs / switches / or broadcast devices.

When NOT to Deploy Proxy Mode:

1)

2)

3)

4)

5)

If you can not directly connect the WANL interface to the gateway device.

If you have any other devices on the same LAN/WAN1 segments which are in
proxy mode.

If the WAN1 connection is being bridged in any way, i.e. wireless or DSL
connection.

If there is any chance that the WANL1 interface may be tied into the LAN
broadcast network at any time during normal business operations.

If you are able to use the static or NAT modes of operation.
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XRoads Networks is committed to providing support assistance that is second to
none. Our appliances are ISO9000 certified and come with up to a 2-year limited
hardware warranty. Please use the information below to easily access our many
support services.

GUI Help

The help button, located next to each field & provides field specific assistance. |If
there is a specific question relating to the functionality of a field, click this button for
more information.

Online Support Center (24x7 online help)

Help is always a click away via our http:/AMww.myxroads.com website. The
MYXROADS website provides access to our Knowledge Base, FAQ’s our online
support chat, HowToGuide, firmware documentation, example guides, etc.

Trouble Tickets (24x7 responses)

Whether just asking a question or attempting to solve an important network issue our
ticketing system is the fastest method to obtain support assistance. To open a ticket
visit the MYXROADS website.

Installation Assistance (schedule phone support)

All initial support should be requested through your product distributor. XRoads
Networks provides 90 minutes of schedule installation phone support during the first
30 days after the ship date. Installation support MUST be scheduled 24 hours in
advance; however 72 hours notice is requested.

XOS Configurator (generate your own config files on line)

The XOS Configurator provides a fast an easy method for getting your Edge
appliance up and running quickly with little initial assistance. Simply fill out the
Configurator forms below and visit http://www.myxroads.com/configurator.html.

Edge Platform Training (get to know the many featur  es of the Edge platform)

Use the MYXROADS website to view online streaming tutorials on setting up your
Edge appliance. These tutorials provide information on initial interface configuration,
the creating of NAT rules, and introductory to traffic shaping, DNS setup and
provisioning, and much more.

XRoads Networks also offers on-site professional training services, where a certified
trainer will provide on-site training for up to ten members of your staff. This training is
available world-wide based on availability.
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Our web based graphical user interface (GUI) was designed to be simple to operate
and yet still provide a high degree of configurability.

Sub-Categories

The menu system is designed using top level tabular categories with sub-categories
available through drop-down menus with more detailed configuration options.

EdgeNAT (Load Balancing) EdgeDNS (ActiveDNS Control)

EdgeWALL (Firewall) Tools

EdgeBPR (Traffic Shaping) Reporting




There are two methods for access the Edge appliance, the web GUI, and the CLI
(command line interface) via SSH (port 2022) and the console port.

Accessing the Web GUI

When connecting to a defaulted unit, the primary IP address and login information
are as follows:

IP Address: http://192.168.168.254:8088 or https://192.168.168.254:44380

User Name: admin
Password:  password

NOTE: It is recommended that Microsoft IE Browser 6.0 or above be used when
configuring the Edge appliance. The Opera browser can also be used for Unix/MAC.

To connect: Confirm that your computer is on the same IP subnet as the Edge
appliance. Open your web browser and enter the above URL into the Address field.
The screen below will be displayed. Enter the login information. The HOME page
will be the displayed if the correct User Name and Password are given.

NOTE: The password may be changed via the Tools->Web Access menu.

¥



Accessing the CLI Interface

There are two methods for connecting to the CLI interface. The first is using the
console port and a NULL modem cable between the port and a COM port on your
computer system. The second is via SSH using custom port 2022.

When connecting to the console port use the following settings, and login in with the
admin username and password.

Speed: 9600 bps - Data Bits: 8 - Parity: None - Stop Bits: 1 - Flow: Hardware

When connecting via SSH, use port 2022, 3DES encryption, primary authentication -
password, no secondary authentication, protocol ssh2.

Once connected via either method, the following screen will appear:

D))
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When you first connect to the Edge
appliance, the Home page is displayed.
This page provides a launch point for the
rest of the web GUI and general statistics
as to the current WAN status and
interface usage.

Serial Number

The serial number is required for
firmware/licensing updates.

SAVE Configuration (WARNING)

Used to save the running configuration,
without saving the entire config will be
lost upon reboot.

WAN Status

The WAN status lights indicate whether a
link is UP (green), DOWN (red), or in
BACKUP mode (green/red).

LAN Meter

The LAN meter provides inbound /
outbound traffic totals for the Edge
appliance.

Configuration File

Use this link to download the current
saved configuration file in text format.

File Upload

Used to upload firmware, configuration
files, licensing updates, patches, etc.

Model / Firmware Version

Displays the current model number of the
appliance and firmware version.

(Serial Mumber: EDGE-00F0FBO44070-9360)

wredge_config OO90FBO44070 (Right Click This Link)

Edge2WAN-2100 XRoads Version 3.3.9p7

0
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BPR (Best Path Routing) — This is XRoads Networks next generation, patent pending method for network load balancing and
optimizing application routing. More specifically, BPR allows customers to optimize critical routes between two or more offices with
full path reporting which show the latency, packet loss, and calculated jitter between each location. Only XRoads Networks has
this capability.

Vector Routing — This is the algorithm that is used to determine through which WAN connection network traffic is routed. This
algorithm is affected by the utilization of each link, the previous DNS responses, WAN weighting (as determined by the
administrator), specific application routing rules, and the current condition of each WAN connection.

ActiveDNS (ADNS) — This is the automated updating of Domain Name Service (DNS) information on the Edge appliance. This
updating is performed by the Vector Routing and Best Path Routing modules to ensure that inbound traffic is always directed to the
appropriate WAN address.

EdgeDNS — This is the module responsible for editing and configuring the dynamic DNS system. All adjustments to the inbound
(server) connections are handled via this module. This module is required for any inbound DNS based connectivity, redundancy
and/or load balancing.

Traffic Shaping — A core feature of the Best Path Routing module, intelligent traffic shaping enables a network administrator to rate-
limit traffic based on IP address, TCP/UDP port, network subnet, MAC address, and more. Bandwidth usage can be designated
with a max and min bandwidth setting per policy. Additionally various priorities can be established to create very granular allocation
of network bandwidth to specific applications.

Multi-WAN Aggregation & Network Load Balancing — The ability to balance network traffic over multiple connections. Balancing is
session based, which means that each network session is balanced across the various active WAN connections. The balancing
can be weighted and is adjusted based on utilization and critical path definitions.

Example: When connecting to a web site, multiple sessions are opened to download the text, and images of the site. Each
session is balanced over the active WAN connections, thus decreasing the wait time for a site to be downloaded.

WAN Testing — This is the process in which we determine whether a WAN connection is up or down. Our patent pending method
includes two phases, first we ping the gateway and the remote probe address (or the remote side of the WAN connection), then we
further probe various core routers and core websites on the Internet to determine if an outage has occurred.

Inbound vs Outbound Load Balancing — Outbound load balancing is when LAN traffic is balanced across the various WAN
connections. Inbound load balancing is when inbound server based connections are balanced via the EdgeDNS module. Each
time an inbound request is made, the EdgeDNS module determines which WAN interface address to provide based on the current
usage, and administrative preferences.

VPN Auto-Failover — There are many appliances on the market that provide secure virtual private networks (VPN) capabilities. A
VPN is generally used to connect two or more locations via a secure tunnel so that the data passing between the two or more
connections is highly secure. The problem with normal VPN appliances is that they are incapable of automatically failing over to a
secondary VPN tunnel and WAN interface in the event that the primary VPN fails.

Virtual Technician — This trademarked feature provides the ability to actively and automatically troubleshoot a network failure.
When a failure is detected by the WAN testing module, the Virtual Technician begins a series of tests in an attempt to determine
the cause of the problem in order to assist with its resolution. Only XRoads Networks has this capability.

VirtualNAT — This is the XRoads Networks name for a Virtual Server (when a device proxies connections for another device).
VirtualNAT is essentially a TCP proxy for LAN based servers and makes setting up inbound services a snap. The limitations of
VirtualNAT are that all logging will appear to come from the Edge appliance.

Vector Mapping — The process by which the Edge appliance ensures that inbound and outbound traffic flows are bonded to the
correct WAN connection. If an inbound connection, destine for a server, does not go out the WAN interface which it came in on,
the session could be dropped by either the ISP routers or firewall.

One-To-One vs. One-To-Many NAT — Network Address Translation (NAT) is designed to essentially translate an address on the
WAN to an address on the LAN. For example NAT is commonly used to translate private space on the LAN to public space on the
WAN.

These two specific forms of NAT are designed to allow inbound connections, destine for a WAN address, to be forwarded to
internal LAN addresses. One-To-One is designed translate all the ports of a WAN address to all of the ports of a LAN address,
where One-To-Many only translates a single port on a WAN address to a single port on a LAN address.
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Inbound Server Balancing (TCP Based-Apps)

&6(  # & +H9%'(

&-( #

&+#%,(

3
&"(13 %
#
&, ( & >:1(
13
#
&0(! 3 %
#
&4 & >:(
13
&'2( # o &HHW(
&"( # o &+#%,(
&*(13 %
#
&1 & >:(
&6(8 % &- ('3 #%
&0(!3 "%
&A4(!'3 %

&' # &R

&( #  &+H%(

)¥



)



