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Edge Configuration Series
PPTP Client Overview

XRoads Networks has developed a full featured PPTP Client for easy remote access
from Microsoft platforms. This client allows any Windows PC (NT, 2000, XP) to
connect to an Edge appliance through a secure PPTP tunnel. Configuration of the
PPTP is performed under the EdgeWALL tab of the web interface.
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This is the XRoads EdgeWall control panel, from here you control which packets are allowed in
create rules which XRoads will use to allow andfor deny inbound and outbound service reques
Edgewall firewall if you have another security device you wish to use. Make sure to Save any changes n
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PPTP Client Overview (Network Diagram)

The typical method for setting up a PPTP client tunnel is between an Edge appliance
acting as a hub and a remote client using a Microsoft OS. The hub may have either
a static or dynamic IP address; the client may also have a dynamic address as it
initiates the PPTP connection.
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The next sections detail the setup and configuration of a PPTP client and how to
setup PPTP failover.




Setting Up The PPTP Client (Example Configuration)

This section provides a step-by-step overview of how to setup the PPTP client on a
Windows platform.

Setting Up The PPTP Client

The first step is to create a VPN connection on the Windows PC. This can be done
via Microsoft’s built-in “New Connection Wizard”.

Before getting started, here is a list of the information required:
- What will be the name of the connection?
- Whatis the WAN IP addresses of the Edge appliance?
- What LAN IP will be used by each PPTP client?
- Whatis the username / password for the PPTP connection?
Starting the Wizard
1) Click the Start button on the taskbar.

2) Click on the Control Panel menu item.

3) Double-click the Network Connections option, then double-click on the New
Connection Wizard icon.
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Step A — Network Connection Wizard

Once started the New Connection Wizard will show the following screen.

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps pou:
* Connect to the Intermet.

* Connect to a private netwaork, such as wour warkplace
nietwork,

* Set up a home or small office netwark.

To continue, click Hest.

I Mext > ][ Cancel ]

Click the “Next” button to display the following screen.

New Connection Wizard
Network Connection Type
YWhat do pou want to do?

() Connect to the Internet
Connect to the Intermet =0 you can browse the Web and read email

(*) Connect to the network at my workplace
Connect to a businezs network, [uzing dialup or WPM] 20 you can work from home,
a field office, or another location.

() Set up a home or small office network
Connect to an exizting home or small office network o get up a new one.

() Set up an advanced connection

Connect directly to another computer uging your serial, parallel, or infrared port, or
zet up thiz computer so that other computers can conhect ta it

I < Back “ Mest » l[ Cancel ‘

Select the “Connect to the network at my workplace” to create the new PPTP
connection.




Click the “Next” button to display the following screen.

New Connection Wizard
Metwork Connection
How do pou want to connect to the netwark, at your workplace?

Create the following connection:

() Dial-up connection

Connect using & madem and a regular phone line or an Integrated Services Digital
Metwork, [ISDM] phone line.

(3) Virtual Private Network connection

Connect to the netwark uging a virtual private network, [WPN] connection over the
Irternet,

[_ < Back ” Mest > ]’_ Cancel ]

Select the “Virtual Private Network connection” to create the new PPTP connection.

Click the “Next” button to display the following screen.

New Connection Wizard

Connection Mame
Specify a name for thiz connection to pour warkplace. :

Type a name for thiz connection in the following bosx.

Company Mame

| Remate1

For example, you could tppe the name of pour workplace or the name of a server pou
will conmect bo.

[ < Back ][ [RI=r ]’ Cancel ]

Now enter the connection name that you defined for this user.

Click the “Next” button to display the following screen.




Enter the IP address of the remote Edge appliance (a URL may also be used as long
as it can be properly resolved). NOTE: Ping to test URL.

Click the “Next” button to display the following screen.

New Connection Wizard
¥PM Server Selection
Wwhat iz the name or addrezs of the YPM zerver?

Tupe the host name or Internet Protocol [IF) addrezs of the computer to which you are
cohnecting,

Hozt name or IP address [for example, microsoft.com or 157.54.0.1 );

A R L R

[ < Back ][ Mext > ][ Cancel ]

Click the “Next” button to display the following screen.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

Remotel
* Share with all uzers of this computer

The connection will be zaved in the Hetwork,
Connections folder.

[ &dd a shortcut to this connection to my desktop

To create the connection and close thiz wizard, click Finish.

[ < Back H Finish ][ Cancel

That completes the first stage of the configuration.

Click the “Finish” button to return to the Control Panel->Network Connections screen.




Step B — PPTP Properties

Now that the PPTP tunnel has been created, several minor modifications need to be
made to get everything to work correctly with the Edge appliance.

Uzer name; | |

FPazsword: || |

[] Save this user name and passward for the fallawing users:

M anly

Anyane who uzes thiz compiter

[ Connect ][ Cancel Froperties Help ]

Step 1) Click the Properties button and click the “Advanced (custom settings) radio
button, then click the “Settings” button as seen below.

# Remotel Properties

| General || Dptinnsl Security | MHetwarking || .-’-‘«dvancedl

Securty options
() Tupical [recommended settings)

Validate my identity as follows

Automatically uze my Windows logon rame and
pazsword [and domain if any]

Require data encription [dizconnect if nong]

(%) Advanced [custom settings)
|Jzing these settings requires a knowledg -
of zecurity protocols, Settings...

IPSec Settings...

[ 0K ][ Cancel ]




Step 2) Select “Optional encryption” from the dropdown menu, then click the “Allow
these protocols radio button and make sure that ONLY the “Microsoft CHAP Version
2" is selected to ensure the highest authentication possible.

Advanced Security Settings

Data encryption:

Logan security
) Use Extensible Awthentication Protocol (EAP)

Froperties
() &llow these protocols
[ Unencrypted password [PAP)
[ Shiva Passward Authentication Pratocal (SPAP)
[ Challenge Handshake Authentication Protacal [CHAP)
Microsoft CHAP [MS-CHAF]
[[] Allow older M5-CHAP wersion for Windows 95 servers
Microzoft CHAP Version 2 [MS-CHAP w2)

[] For MS-CHAP bazed pratacals, automatically use my
Windows logon name and passzword [and domain if any]

[ oK ][ Cancel l

Step 3) Now click OK to return back to the login screen.

Uzer name; | |

FPazsword: || |

[] Save this user name and passward for the fallawing users:

M anly
Anyone who uses this computer
[ Connect ] [ Cancel Froperties Help

Configuring the Edge Appliance (Example Configuration)

Now that the client has been configured, it is time to create the PPTP tunnel on the
Edge appliance. The following steps outline that process.




Tunnel Creation

Access the web GUI interface for the Edge appliance and select the EdgeWALL tab.
Then select the ‘Virtual Private Networking (PPTP)’ selection from the drop-down
menu. Then click the “Add Tunnel” button and use the steps below to create a new
client tunnel.

e ; 9 Select Username Description
unnels
o] Johndoe This is John Doe

The following steps outline how to create a new client tunnel. This process should
work for all remote PPTP clients.

LELRLLI AN 2 8 | virtual Private Netwarking (PPTP) v/

PPTP Address Range: 9 192.168.168. -|:11D

PPTP Configuration: @) REFTYeers

|Username [Exarmple: johndoe or userl)

|Th|5 i John Doe Dezcription (Enter a description for thiz user)

|....... | Password [Enter this users password)

|"""'| | Confirm Password (Confirm this users password)

’ Reset Serer H Add [/ Update ]

Step 1) Enter a user name (should contain no spaces or non-numeric characters).
Step 2) Enter the connection name that was assigned during the client setup.
Step 3) Enter and re-enter the users password.

Step 4) The IP address will automatically be assigned from the pool designated in the
Address Range.

Step 5) Click the “Add / Update” button to create the tunnel information.

WARNING: Make sure to create a firewall rule to al low the PPTP addresses to
access the LAN network. The default is to block th iS access.
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Firewall Settings

When creating PPTP clients, it is critical that you create a firewall rule to allow PPTP
connections to access the rest of the LAN network.

By default, PPTP clients can only communicate with the Edge appliance and each
other. By creating the firewall rule, as defined below, PPTP clients can access the
rest of the LAN.

NOTE: This is a security feature designed to prevent unauthorized access to the
LAN network from PPTP clients.

This example shows a LAN network, 192.168.168.0 with a subnet mask of
255.255.255.0 setup to provide PPTP client connectivity.

The rule allows the PPTP LAN addresses to communicate with the rest of the LAN
network. If you are having any problems, make sure that the rule is configured
similar to that which is defined below:

Group Name: Test ¥| < select A Firewall Group OR Create A Mew One -= | |

Inbound Interface: LAM W

Source Definition: |‘]92 | : |1 G | : |1 ki | : |U | [Source Address OR Select Lan - ANY)

255255 2550 Y| (Source Metwork / Mask)

Destination Definition: |192 | .|153 | .|153 | .|U | (Destination Address OR Selsct LAN - ANY)

2652552550 ¥ | [Destination Metwork / Default All LAN Addresses)

[ANY—sANY | (specis A service)

CR

[Define A Mew Service)
ACCEPT
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PPTP Client Failover

In the event the primary PPTP tunnel fails, it should be able to re-establish itself using
the URL, if a URL was used when creating the PPTP client configuration on the
Windows system.

If a URL was not used, then a secondary PPTP tunnel would need to be configured
to provide failover via the secondary WAN IP address on the Edge appliance.

If a URL was used, for automated failover to work properly the DNS for that record
would need to be handled by the Edge appliance.

Setting up record failover via DNS is covered under the HowToGuide-EdgeDNS.
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