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The Edge appliance provides the ability to configure a secure IPSec VPN tunnel 
between two Edge devices, the Edge IPSec client, or any standards based IPSec 
product.  Configuration of the IPSec VPN is performed under the EdgeWALL tab of 
the web interface. 
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The typical method for setting up an IPSec tunnel is either between an Edge 
appliance acting as a hub and a remote IPSec software client, or between two Edge 
appliances, with one acting as a hub and the other as a client.   The hub must always 
have a static IP address; the client may have a dynamic address as it initiates the 
IPSec connection.  NOTE: Dynamic clients can’t be used when load balancing. 

 

The next sections detail the setup and configuration of an IPSec tunnel and how to 
setup IPSec failover.  IPSec failover only works with other IPSec clients that comply 
with our IPSec failover specifications, manual restart is required otherwise. 
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This section provides a step-by-step overview of our IPSec VPN tunneling 
capabilities, including how to create an IPSec tunnel, Start/Stop a tunnel, reset the 
IPSec VPN engine, View IPSec VPN debug information, and delete IPSec VPN 
tunnels from the Edge appliance. 

Create An IPSec Tunnel 

The following is an example IPSec tunnel being configured between two end-points, 
a main office hub location, and a remote office client location.  The following diagram 
provides the IP addressing information. 

 

This example shows how to connect two locations that have static IP addressing.  
For dynamic addressing, review this section, then review the dynamic addressing 
section for more details on non-static client addressing. 

The image below demonstrates what the IPSec tunnel configuration should look like 
using the parameters in the example above. 
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The procedure for creating an IPSec tunnel is fairly simple; here is a list of the 
information required: 

- What will be the name of the connection? 

- What key type will you use? (Shared Secret is recommended) 

- If Shared Secret, what is the key? (letters/numbers only) 

- What are the WAN IP addresses of each side of the IPSec VPN? 

- What are the LAN IP addresses/networks of each site? 

The next step is to begin configuring the HUB end of the IPSec VPN tunnel.  To do 
this, go to the EdgeWALL->Virtual Private Networking (IPSec) menu and begin the 
configuration. 

Step 1) Enable the IPSec Tunnel 

Step 2) Enter the name of the IPSec Tunnel 

Step 3) Select Shared Secret or RSA Key and enter a key 

NOTE:  If you have a key randomly generated, you must COPY that key for each of 
the IPSec VPN clients which will connect.  As the random key is rather long, it is 
sometimes easier to generate your own. 

Step 4) Select which WAN interface the IPSec tunnel will use 

 

PART TWO: With the general parameters entered, it is now time to enter the actual 
IP addressing. 

Step 5) “Tunnel Local Network” Enter the network/subnet to be tunneled.  By default 
this is the network attached to the LAN interface, however if your network is behind a 
firewall, you may enter that network here. 

Step 6) “Remote VPN Device” Enter the WAN IP address of the remote IPSec VPN 
client/appliance. 
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Step 7) “Remote VPN Network” Enter the network/subnet to be tunneled on the client 
side of the connection. 

Step 8) “Failover VPN” Is not to be configured until both a primary and secondary 
IPSec VPN tunnels have been created.  Once both tunnels are configured, you can 
select the tunnel and enter the Failover IPSec VPN information. 

Step 9) “Failover Probe Address” This should be a LAN address within the remote 
IPSec VPN network.  In the example 192.168.0.1 could be used. 

Step 10) “VPN Hub/Client” Select which side of the tunnel is currently being 
configured. 

 

Client Side Configuration 

The client side of the configuration is exactly the same for PART ONE.  PART TWO 
(above) is simply the reverse of the hub configuration.  Where the remote VPN 
device would be 10.20.30.1 and the remote VPN network would be 192.168.100.0 
255.255.255.0.  The process is just reversed from the hub side. 

Failover IPSec VPN Settings 

The reason the “Failover VPN” field should not be entered is to ensure that the VPN 
can be established prior to creating a failover connection. 
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Start/Stop Tunnels 

By default, when an IPSec tunnel is created it is not activated to ensure that no 
problems are caused on the network.  To activate a tunnel, first select the tunnel to 
be activated and click the “Start” button.   

Similarly to de-activate a tunnel, select the tunnel to be de-activated and click the 
“Stop” button.  This will turn down the selected IPSec tunnel.   

The “Restart All” button will stop ALL tunnels are restart them.  This is useful when 
debugging a connection. 

NOTE:  The STATUS parameter only provides whether the IPSec tunnel has been 
started, it does not guarantee that a connection has been made. 

 

Client vs Hub Display 

When starting a client tunnel you should see Activated change to “Yes” and Status 
change up “UP”, however a hub tunnel will show a Status of “HUB”.  This is always 
the case as the HUB side of the connection is always up. 

 

 

Delete Tunnels 

Once a tunnel has been deleted, it will be stopped, removed from the IPSec tunnel 
list and deleted from the IPSec policies.   

NOTE: Be sure to save the configuration after all adds/updates and deletions. 
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When creating a failover or backup tunnel ALWAYS start by shutting down the 
primary tunnel.  To do this, select the primary tunnel and select the STOP button. 

Create The Failover Tunnel 

Following the same steps as before, create the backup tunnel.  The differences 
include: 

1) The WAN Interface should be different. 

 

2) The Remote VPN Device should be different. 

3) The Failover VPN name should be equal to the connection name of the 
primary tunnel. 
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Re-Configuring The Primary Tunnel For Failover 

Once the backup tunnel has been created, the primary tunnel must be associated 
with the backup tunnel via its connection name.  To do this, select the primary tunnel 
from the tunnel listing and edit its configuration. 

Change the Failover VPN name to that of the backup tunnel.  Once this is done, 
update the tunnel information, you should see something similar to the following: 

�
�

Activating The Failover IPSec Service 

An IMPORTANT NOTE is to make sure NOT to start both tunnels.  When configuring 
a backup tunnel scenario, ONLY the primary tunnel should be active.  The secondary 
or backup tunnel should remain inactive. 

When a failover condition is detected, the IPSec tunnel will automatically start the 
backup tunnel.  Again, the administrator should NEVER start the backup tunnel. 

 

This image shows the correct status for a backup or failover configuration. 

�
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When the client side of the IPSec VPN has a dynamic IP address and can not be 
configured statically, the “Dynamic Tunnel” option can be enabled. 

This option MUST be enabled on both ends of the IPSec tunnel; however the hub 
side of the connection does not need the “Remote VPN Device” address to be 
entered. 

NOTE: The client end MUST ALWAYS have the “Remote VPN Device” address 
information entered. 

WARNING: Dynamic addressing can not be used with either side in a load balanced 
mode.  Load balancing requires static routes be added for each connection and this 
can not be accomplished when using a dynamic IP address. 

 

NOTE:  When using the “Dynamic Tunnel” option, both sides MUST have the same 
Remote ID or the IPSec tunnel will not authenticate. 
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The following is a typical gateway-to-gateway IPSec VPN that uses a preshared 
secret for authentication: 

  

Gateway A and Gateway B connects their internal LAN to the internet 
respectively.  

Here we want to set up an IPSec connection using the Sonicwall with the 
following connection parameters:  

IKE Phase 1 Parameters:  

·  Main mode  

·  3des-md5  

·  Pre-Shared secret  

IKE Phase 2 Parameters:  

·  3des-md5  

·  ESP tunnel mode  

·  Perfect Forward Secrecy (PFS) for rekeying  

Steps for setting up XRoads Router  

Setting up the XRoads IPSec module is quite simple. First let’s start by going 
over a few steps:  

1. EdgeWALL->Virtual Private Networking (Create a new Tunnel)  

o select "VPN Tunnel Enabled" Radio Button.  
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o enter "xroads" under connection name.  

o select "Shared Secret" Radio button.  

o select "MD-5" Radio Button.  

o enter preshared key in "Shared Secret Key" edit box.  

o select "WAN1" for VPN Interface  

  

·  enter remote ip address in "Remote VPN Device"  

·  enter remote network in "Remote VPN Network" (leave this option blank if 
dynamic)  

·  select "Client Side" radio button  
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 2) "Add/Update" then "View Tunnels >>"  

·  select the "Add/Update" button  

·  select "View Tunnels >>" button  

Steps for setting up the Sonicwall  

In this scenario, we assume that the Sonicwall is Gateway A and that the subnet 
behind our gateway is "192.168.0.0/24" as depicted in the graph.  

All commands are given in the web-based User Interface provided by the 
Sonicwall.In this document, "Foo->Bar" indicates that you select the "Foo" button 
on the left side of the window, and in the resulting screen, select the "Bar" tab or 
Button from the form in the right side of the window.  

1. VPN->Add (Add a new VPN Tunnel)  

o select "VPN" link  

o select "Settings" Sub Link  

o select "Add" Button on Right Form  
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2) General Tab (General Tab on Popup Window)  

·  select "IKE using Preshared Secret" in drop down menu.  

·  enter "XRoadsSonicwallVPN" for the connection name.  

·  enter "216.237.18.42" for the IP address.  

·  enter pre-shared key in "Shared Secret".  

·  select "Specify destination networks below" radio button.  

·  select "Add" button to add network.  
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3) VPN Network Popup Window (Add Destination Network)  

·  enter Network IP address Under Network, i.e "192.168.0.0"  

·  enter Subnet Mask of Remote Network under "Subnet Mask".  

·  select the "OK" button to save.  

·  select the "Proposals" Tab  
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4) Proposals Tab (Proposals Tab on Popup Window)  

·  Under IKE (Phase 1) Proposal  

o select "Main Mode" for "Exchange"  

o select "Group 2" under "DH Gorup"  

o select "3DES" under "Encryption"  

o select "MD5" under "Authentication"  

o enter "28800" in "Life Time"  

·  Under Ipsec (Phase 2) Proposal  

o select "ESP" under "Protocol"  

o select "3DES" under "Encryption"  

o select "MD5" under "Authentication"  

o Check "Enable Perfect Forward Secrecy"  

o select "Group 2" under "DH Group"  

o enter "28800" in "Life Time"  



�

�19191919

o select the "OK" button to save  

 

5) If the IPSec tunnel was configured correctly, you should see a green circle 
next to the Policy under the VPN Policies chart as depicted in the next Figure.  

  
 



�

�1-1-1-1-

"�� !&����7���#�����&
)�&��
�
�/���
���

The following is a typical gateway-to-gateway IPSec VPN that uses a preshared 
secret for authentication: 

  

Gateway A and Gateway B connects their internal LAN to the internet 
respectively.  

Here we want to set up an IPSec VPN connection using the Netscreen 5(XP) 
with the following connection parameters:  

IKE Phase 1 Parameters:  

·  Main mode  

·  3des-md5  

·  Pre-Shared secret  

IKE Phase 2 Parameters:  

·  3des-md5  

·  ESP tunnel mode  

·  Perfect Forward Secrecy (PFS) for rekeying  

Steps for setting up XRoads Router  

Setting up the XRoads IPSec VPN module is quite simple. First let’s start by 
going over a few steps:  

1. EdgeWALL->Virtual Private Networking (Create a new Tunnel)  

o select "VPN Tunnel Enabled" Radio Button.  
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o enter "xroads" under connection name.  

o select "Shared Secret" Radio button.  

o select "MD-5" Radio Button.  

o enter preshared key in "Shared Secret Key" edit box.  

o select "WAN1" for VPN Interface  

  

·  enter remote ip address in "Remote VPN Device"  

·  enter remote network in "Remote VPN Network" (leave this option blank if 
dynamic)  

·  select "Client Side" radio button  
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2) "Add/Update" then "View Tunnels >>"  

·  select the "Add/Update" button  

·  select "View Tunnels >>" button  

Steps for setting up the Netscreen 5(XP)  

In this scenario, we assume that the netscreen is Gateway A and that the subnet 
behind our gateway is 192.168.1.0/24 as depicted in the graph.  

All commands are given in the web-based User Interface provided by the 
Netscreen.In this document, "Foo->Bar" indicates that you select the "Foo" 
button on the left side of the window, and in the resulting screen, select the "Bar" 
tab from the form in the right side of the window.  

1. Address->Trusted (Define addresses for the network behind Gateway A)  

o select "New Address" link  

o enter "LAN A" for the address name  

o enter "192.168.1.0" for the IP address  

o enter "255.255.255.0" for the netmask  

o select "Trust" for the location  

o select the "OK" button to save  
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2) Address->Untrusted (Define addresses for the network behind Gateway B)  

·  select "New Address" link  

·  enter "LAN B" for the address name  
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·  enter "192.168.2.0" for the IP address  

·  enter "255.255.255.0" for the netmask  

·  select "Untrust" for the location  

·  select the "OK" button to save  
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3) IPSec VPN->Gateway (Specify Phase 1 for Gateway B)  

·  select "New Remote Tunnel Gateway" link  

·  enter "Gateway B Phase 1" for the gateway name  

·  select "Static IP address" for the address type  

·  enter "192.168.168.153" for the IP address  

·  select "Main (ID protection)" for the Mode (Initiator)  

·  select "pre-g2-3des-md5" for the first Phase 1 proposal  

·  leave the other Phase 1 proposals set to "none"  

·  enter your preshared key  

·  select the "OK" button to save  
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4) IPSec VPN->AutoKey (Specify Phase 2 for Gateway B)  

·  select "New AutoKey IKE Entry" link  
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·  enter "Gateway B Phase 2" for the gateway name  

·  select "Gateway B Phase 1" for the remote gateway tunnel  

·  select "g2-esp-3des-md5" for the Phase 2 proposal  

·  leave the other Phase 2 proposals set to "none"  

·  select the "OK" button to save  
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5) Policy->Outgoing (Create a new pair of policies to link the LANs)  

·  select the "New Policy" link  

·  enter "LAN B Policy" for the name  

·  select "LAN A" for the source address  

·  select "LAN B" for the destination address  

·  select "ANY" for the service  

·  choose "Off" for NAT  

·  select "Tunnel" for the action  

·  select "Gateway B Phase 2" for the VPN tunnel  

·  check "Modify matching incoming VPN policy" to create the policy in both 
directions  

·  select the "OK" button to save  
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Note: These new policies must be above other non-VPN policies (such as the 
default outgoing policy) in the policy lists. In Policy->Outgoing, click on the 
double-arrow icon in the first column under Configure for the policy you just 
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created (it will have an icon of a lock with two arrows on it in the Action column). 
In the dialog box, specify the position for this policy, namely above the policy for 
"Inside Any" to "Outside Any". If you had any non-VPN policies in Policy-
>Incoming, you will have to move the new IPSec VPN policy above them as well.  

To view the IPSec connections made, look at the entries in Log->Event Log. To 
debug connections, telnet to the system's command line interface (CLI) and give 
the "debug ike detail" command during IKE negotiations.  

If everything has been configured correctly, your netscreen should be ready to 
receive an IPSec tunnel connection.  
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The following is a typical gateway-to-gateway IPSec VPN that uses a preshared 
secret for authentication: 

In this example: 

Local Subnet = 10.1.1.0 

Remote Subnet = 10.1.15.0 

Edge Device = 24.199.188.194 

ZyXEL Device = 24.199.254.26 

DES/SHA1 Protocol Setting 

Shared Secret = ashleys 

 

Simple Configuration 
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Many IPSec VPN devices, including the ZyXEL support non-subnet addressing 
where a single, or range of addresses, is allowed.  The Edge appliance does not 
allow non-subnet ranges as this is not a recommended method for networking. 

Always make sure that the IPSec VPN tunnel falls within subnet boundaries. 

 

Advanced Configuration 
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Please reference the VPN Client HowToGuide. 
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Most VPN problems are due to configuration issues.   

Most Common VPN Setup Errors 

1) The first thing to check for is that the “Remote VPN Device” address matches 
that of the remote devices WAN interface, and vice versa.  This is one of the 
most common mistakes, particularly when both a primary and backup tunnel 
are configured. 

2) Another common error is that the “Remote Probe Address” is not pingable by 
the Edge appliance when the VPN is enabled.  This can be due to a number 
of reasons, including: the device is not able to respond to pings, a firewall rule, 
or a NAT/Vector Map rule which only allows the probe address to respond 
through the WAN interface (not the VPN interface). 

NOTE: The probe address should never be a device that has any NAT/Vector 
Map translations. 

3) The Shared Secret key does not match at each end of the VPN tunnel.  This 
is an obvious one, but very common. 

4) The “Remote Network Address” is either incorrect, or a static route has not 
been properly added to either side of the VPN.  If you are routing VPN traffic 
through an existing firewall to the LAN network, static routes MUST be added 
to ensure that the unencrypted traffic coming out of the tunnel knows how to 
get to the LAN network. 

5) If a primary and backup tunnel are created, the backup tunnel was also 
started, which will not work. 

VPN Stops Working 

There are a host of issues that could cause a VPN to stop working. Including: 

1) High latency between remote sites which causes the VPN probes to fail 

2) The flapping of the WAN interface(s) 

3) Packet loss between remote sites which could stop the VPN from receiving 
keep-alive packets in a timely fashion. 

Most of these issues can be addressed using the VPN Parameters section to offset 
high latency and packet loss issues. 

Tools->VPN Parameters 
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The above image shows the default settings for the VPN, however they may be 
changed in order to accommodate various network environments. 

Increasing the Heartbeat information is generally the most useful way of allowing for 
higher latency and packet loss.  

Resetting The VPNs 

If a VPN failure occurs and does not come back up automatically, you may need to 
manually reset the tunnels.  The process for resetting the tunnels is as follows: 

1) Stop ALL associated VPN tunnels. 

2) Start only the primary tunnel for the connection. 

3) Make sure that any backup tunnels are stopped. 

 

NOTE:  If you only have a single tunnel, the Restart All  button should be clicked at 
both ends of the tunnel, starting with the HUB and then the client. 


