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Edge Configuration Series
EdgeDNS Overview

The EdgeDNS module BPR portion of the Edge appliance provides a host of
bandwidth management and traffic shaping features. These features include: Traffic
Shaping, Route Optimization,

= Vector Routing —_——
Interfaces EdgaDNS EdgaNAT EdgeWALL EdgeBPR

This is the XRoads EdgeBPR (Best Path Routing) control panel, from here you control how critici
nodes, etc) are routed using real-time metrics obtained from each of the possible WAN connec
critical services, which enable you to determine which WAN interface a particular protocolfser
section or they will be lost upon reboot.

EdgeBPR

How DNS Works

An initial request (A) is sent from a web browser to the root servers. The root servers
respond (B) with the authoritative DNS servers for the requested domain. The web
browser sends a request (C) to the authoritative DNS servers, which responds (D)
with the web server address. The web browser then sends a web request (E) to the
web servers IP address.
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Dynamic DNS (Failover & Balancing)

The EdgeDNS module works by dynamically changing how its domain name system
responds to DNS queries directed to the Edge appliance.

Unlike with standard DNS, dynamic DNS can adjust how it responds to incoming
DNS requests on the fly. The EdgeDNS goes one step further by adding various
metrics to determine what influences each response. The EdgeDNS takes into
account administrative settings, the current load on each WAN interface, and ether
any other rules (such as Best Path Routing and application shaping policies) apply.

Step 2) Workstation requests 'www' record
mformation from Edge appliance. Tha
EdgeDN5 module dynamically dacidss which
recosd to provide using Its smart balancing
technology, and in this case provides the (P
adidress record bed to WANZ,

Step 1) Workstation makes
DS raguest ko rool Sarsers.
Root servars respond with the
primary and secondary sarers
for Ihe prowvided domain (he
W1 and WANZ addressas of
tha Edge applianca)

Stap 4} Workstation
places HTTP gueary 1o .
2 the WANZ IP addrass
s e End User
RS ISP B EdgeDNS modue
-
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Web Server

This diagram shows a client opening a web browser, attempting to connect to the
server located behind the Edge appliance.

The entire process occurs in a matter of milliseconds.
DNS Auto-Failover

Whenever a WAN interface has failed the Vector Routing module informs the
EdgeDNS module that the interface is no longer available, and thus the EdgeDNS
module will no longer provide associated addresses in DNS responses.

DNS Load Balancing

Whenever a WAN interface is active, the EdgeDNS module will provide those
associated records based on the administratively set load balancing metric and the
current load associated with the interface (if smart load balancing is enabled).




Creating a Domain

The first step in configuring EdgeDNS is to create a domain name. The domain
name can be any level in the domain hierarchy (i.e. abc.com, sales.abc.com,
zoneA.sales.abc.com, etc).

(Inbound DNS Resolution: 9 Damain Settings |L!

| (Enter A Dornain Marne, Example: abecom)

Authoritative Domains:

MOTE: The root servers must be redirected to the Edge router in order to enable the DNS functionality.
Zone Transfer: (O Enable @ Disable [Enable zones transfers for this domain.)

Domain Parameters: 30 [TTL - The number of seconds that this zone may be cached, '0' means no cache)

Ell | (Refresh - The number of seconds after which nameservers should check to see if this zane has changed)

86400 (Expire - If the Edge cannot be reached, all information is invalidated after 'expire’ seconds)

[Reset][ Add { Update ” List Damains H Eestart DNS ]

The domain could also be a fully qualified URL in those cases where delegation is
being used. For more information on delegation, see the HowToGuide on DNS
Delegation.

NOTE: The EdgeDNS module WILL ONLY respond to those domains configured in
this section. Internal clients should NOT point to the Edge appliance to resolve
external domains (i.e. yahoo.com, google.com, etc).

Domain Name

Enter the domain for which you want the Edge appliance to answer. Make sure not
add a ‘.’ dot at the beginning or ending of the domain.

NOTE: The root name server will need to be redirected to Edge appliance for proper
domain resolution to occur. See “Changing Registrar Records” section in this guide.

[Enter & Dornain Marme, Example: abccom)

Authoritative Domains: 9

MOTE: The root servers must be redirected to the Edge router in order to enable the DNE fundionality,

Zone Transfer

This field determines whether external DNS servers can obtain and/or transfer
domain information from the Edge appliance. Generally this option should be left off.

Zone Transfer: 9 (JEnable & Disable (Enable zones transfers for this domain.)




Domain Parameters

These parameters determine how the domain will be handled by external DNS
servers and DNS caches when they proxy requests for other clients.

INFO: Some service providers setup DNS caching servers to minimize the amount
of DNS traffic which originates from their networks. By doing this, the provider
essentially transfers the responsibility for storing the DNS information from the
individual clients, to the DNS cache servers, located at the service providers facilities.

The settings below assist the DNS cache servers in determining how long they will
store the DNS information obtained from the Edge appliance and how often that the
information should be updated in order to stay current.

Domain Parameters: 9 30

[TTL - The number of seconds that this zone may be cached, '0' means no cache)
30 [Refresh - The number of seconds after which narmeservers should check to see if this zone has changed)

GE400 [Expire - If the Edge cannot be reached, all informmation iz invalidated after '2xpire’ seconds)

The default numbers, seen above, are the recommended values for any given
domain. However some customers may prefer to lower or raise these values
depending on their internal environment.

Creating Records

Once a domain has been created, the next step is to populate the domains “zone
records” or the individual references to actual servers, etc. EdgeDNS supports
various record types, including: A, NS, MX, PTR, and CNAME.

Inbound DNS Resolution: (&) [FEFIST-UeTpw

Authoritative Domain: 9 I'SEIE':I' |_:_| [Crormain name associated with the host)

Host Name:

IWAN1 |v (Enter host name [example: www] and bound to an interface)

Host Address / URL: | [Erter an ip address or cnarme for this host, cnarme rust end with '.')
OR Click for dynarmic WwAN addrezzing D

Internal Address:

Record Type: |A |vl (Host Type)

Time-To-Live: [30

[Emter the LAM IP addrass for this record, 'A' records anly)

| [TTL deterrnines how long this record is cached by DS cliznts)

Load Balam:mg. _1 (Used for load balancing server records, lower numbers are provided first more often [1 - 9992])

@Disabled OEnabIed (Enables SMART Load Balancing for this DNS entry, only enable for 'a' records)

| Reset || Add/Update || ViewHosts>>




Select a Domain

The first step when adding a host records is to select a domain to which the record
will be bound. Select the appropriate domain from the drop-down menu.

S8 it e G i 9 .___S_'?_l_?_'_::t' |v| [Dormain name associated with the haost)

Host Name

The next step is to enter the actual host name. This is equivalent to the server name
or the first part of the URL. Example: For the URL www.abc.com, you would enter
the www as the host name in this field.

NOTE: To create a global record which responds when no other record is matched,
leave the host name blank.

Host Name: 9 WAN‘Iqu [Enter host name [example: www] and bound to an interface)

Host Address

An IP address should only be entered for ‘A’ and ‘PTR’ records, when entering ‘MX’
and ‘NS’ records, leaving this field blank. A ‘CNAME’ record may also be created by
entering the alias name in this field, however make sure to add a ‘.’ at the end.
Finally, instead of entering an IP address, you may click the dynamic checkbox,
which would automatically use the actual WAN address for this record.

Host Address / URL: | (Enter an ip address or cname for this host, cname must end with "'
OR Click for dynaric WwaN addressing D

l

Internal Address
This field is used to assist in resolving internal DNS lookups. When a DNS request is

made from the LAN network, the Edge appliance will provide this address instead of
the external WAN address. This ensures proper connectivity for internal clients.

Internal Address: e

[Enter the L&N IP address for this record, 'A' recards only)

Record Type

This is selection field determines the type of the record being created. The options
are ‘A, ‘NS, ‘MX’, ‘PTR’ and are used to determine how the Edge appliance
responds to queries. The ‘NS’ and ‘MX’ records are general “global” records, where
as the ‘A’ and ‘PTR’ records point to a specific address and/or server.

Record Type: 9 A .i.v.i (Host Tupe)




Time-To-Live

This setting is used to determine how long a DNS cache will hold this information
prior to refreshing its information. The default for this field is 30 seconds.

Time-To-Live: G an [TTL deterrnines how long this record iz cached by DNS clients)

Load Balancing

This setting is used to determine how the record is weighted when multiple Host
Name of the same name are created (when there are several ‘www' records), or
when an ‘MX’ record is created.

NOTE: The higher the number, the less often this record is provided.

When the SMART load balancing is enabled, this record will be included when
weight changes are automatically updated based on the current traffic utilization.

Load Balancing: e 1

(Used for load balancing server records, lower nurmbers are provided first more often [1 - 2993])

@Disabled C?Enabled [Enables SMART Load Balancing for this DNS entry, only enable for 'A' records)

Active / Inactive

Determines whether the record is ACTIVE or in backup mode.

. I_ACTl\/E IV’I (Hast Status)

Listing Records

The VIEW HOSTS button actually shows a list of the current records/domains.

[abe.com [v] A B
Selact Host Name Type Address LE Interface  Status Internal
& @ abc.com NS ‘,(9 ns1.abc.com. B wan &
b m abc.com S ‘,@ mail1.abc.com BaGR wan 1 .
ﬁﬁ» maill.abc.com A 10.20.20.50 ety wan 0 dbe ibast
© ﬁi ns1.abc.com. A D BHEREE wan Q

<< Add H Select H Delete ][ Werlfy ][ Save ]
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EdgeDNS Verification

When creating and changing the DNS records it is important to ensure that the DNS
has been setup properly. If the DNS is not setup properly the domain information
will not be provided by the EdgeDNS module.

Verify Records

The easiest method to determine the status of the DNS information is to click the
‘Verify’ button. Doing this will produce a response, the response will be either:
“XRoads Edge DNS Verified” or “A problem(s) has been found, please review
configuration”. If the later message appears then there is a problem with how the
DNS records have been configured.

XRoads Edge DNS Verified.

Hast Records o

abc.com :v “iew Dornain (Salect A Damain)
Select Host Mame Type Address LE Interface Status Internal

& &
© m v abc.com A 10.20.20.40 BRI wian : L2 105 1baat

—
<< Add l[ Select ][ Delete I][ Werify ][I Save ]

Potential Problems

When a problem is found with the DNS records, here are a few places to check and
confirm that the information provided is correct:

- Host addresses are generally the primary cause for a problem. If an
address is entered incorrectly, it will need to be corrected.

- Name server records, or ‘NS’ records, are not configured or configured
incorrectly. Name record host address fields should be blank.

- Malil server records, or ‘MX’ records, are not configured or configured
incorrectly. Mail record host address fields should be blank.

- CNAME’s are sometimes used incorrectly, where the CNAME does not
end with a period.

- Sub-domains are sometimes used incorrectly, again where they are not
terminated properly with a period.




Testing Your DNS Records

Once you have created the domains and records, and verified that the DNS is setup
correctly, the next step is to test the DNS service by performing DNS queries directly
to the EdgeDNS module.

NOTE: This testing should ALWAYS be done from the WAN side of the Edge
appliance, as internal based requests will respond differently depending on the
addressing provided during the setup process.

NSLOOKUP

One of the easiest tools to use to confirm the information provided by the EdgeDNS
module is called NSLOOKUP. It is a software package which is installed by default
on most Windows and UNIX systems.

It works by generating a DNS query to a directed DNS server. The commands are
as follows:

» nslookup (starts the application)

> server XxXxX.XxXX.xXxx.xxx (directs the requests, the WAN address of the Edge
appliance should be entered here)

> set type = (this can be set to ‘any’, ‘ns’, ‘mx’, or ‘ptr' and will respond
accordingly)

» URL (enter the server/host name you wish to lookup, or the IP address in the
case of a PTR record)

10



Here is an example using the XROADSNETWORKS.COM domain, which runs
through an Edge appliance at XRoads Networks.

»2>ns lookup
Default Server: vnsc—hak.sys.gtei.net
iddress: 4.2.2.2

[ server 216.73.107._49
Default Server: 216—73-167-49.o0c
fiddress:  216.73.187.49

[ set type=any

> xroadsnetworks.con
Eerver: 216-73-187-47.oc
iddress: 216.73.187.49

beroadsnetworks .com
primary name server = nzl.xroadsnetworks _com.xroadsnetworks.com
responsible mail addr = mui.net
serial 1857431897
refrech 366868 <1 hourd
retry 86480 (1 day>
expire = B64868 <1 day)
default TTL = B <8 secs?
beroadsnetworks .com M preference = 18, mail exchanger = HXROADSHETWORKS . COM

kroadsnetworks .com nameserver = nsl.xroadsnetworks.com
beroadsnetworks .com nameserver = ns2.xroadsnetworks.com
beroadsnetworks .com internet address = 216.73.18
broadsnetworks .com internet address 217.168.2
sl .xroadsnetvorks.com internet address 216.73.18
g2 .xroadsnetworks.com internet address 217 .168.2

> v xproadznetworks . com
Bevver: 216—-73-1607-49.oc
iddress:  216.73.187_49

sy xproadsnetworks .com  internet address 217 .168_2
s xproadsnetworks.com  internet address 216.73 .1
kroadsnetworks .com nameserver = nsl.xroadsnetworks.com
kroadsnetworks .com nameserver = nsZ.xroadsnetworks.com
21 .xroadsnetworks.com internet address 216.73 .11
z2 .xroadsnetuvorks.com internet address 217 .168.:

[* set type=ns

[ xroadsnetworks.com
Eerver: 216-73-1687-47.0c
iddress: 216.73.187_49

beroadsnetworks .com namezerver = nzl.xroadsnetworks.com
beroadsnetworks .com namezerver = nzZ.xroadsnetworks . com
2zl .xproadznetworks.com internet address 216 .73 .1¢
22 .xpoadsnetworks .com internet address 217.168_:

[* zet type=nx

> xroadsnetworks.com
Fevver: 216-73-107-49.0c
Address: 216.73.187.49

broadsnetworks .com M preference = 18, mail exchanger = HXROADSHETWORKS . COM

beroadsnetworks .com nameserver nsl.xroadsnetworks.com
beroadsnetworks .com nameserver ns2.xroadsnetworks .com
sl .xroadsnetworks.com internet address = 216.73.11
g2 .xroadsnetvorks.com internet address 217 .168.:
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Changing Registrar Records

Determining whether it is easier to move the primary and secondary DNS servers for
your domain to the Edge appliance over delegating the DNS from your existing zone
files depends on many variables, too many to list here, so it is really up to each
administrator to determine which is the best method to use.

NOTE: In general, if you have a smaller domain, with only a handful of servers, it is
usually easier to perform a registrar change, then having to submit delegation
change requests to your DNS zone maintainer.

Who Is A Registrar?

A registrar is an organization which submits and management domain information to
and for the Internet root servers. The ROOT servers are the primary servers
contacted by all workstations on the Internet when a DNS lookup is performed. The
root servers respond with the primary and secondary name servers that are
authoritative for the domain in question.

Network Solution, among many others, is a registrar of domain names.

= CUSTOMER

H 2 LEARNING = PRODUCTS &
NetworkSolutions SUPPORT

CENTER SERVICES

Web Hosting, Professional Web Design,
Domain Names and More... i

How Can Wo Holp You Today? [

Not Sure Where to Start?
Go | Tell us aoutyour needs and
we'll recommend the bestieb
site package for you,

package for y

» See all Products and Services » See All Featured Solutions

299 97g] 2| ASpecial Messag
bl EARNATRLINE MILES Champ Mitchell

Reseller Programs  WHOIS  Free Offers  Anout Network Soltions @ SteMap © Poleies @ Service Agresment : Lagai Notics

e from CEQ

Secure Your ate
@ Capyright 2005 Network Solutions. All rights rese nved

How to Make That Change?

The process is different from registrar to registrar, but in general, it requires that the
owner of the domain contact and/or submit a change request for the domain in
guestion.

The change request says, change my primary and secondary name server to the
following IP addresses:

- PRIMARY SERVER = xxx.xxx.xxx.xxx (WAN1 of the Edge appliance)
- SECONDARY SERVER =yyy.yyy.yyy.yyy (WAN2 of the Edge appliance)

- etc

12



Example NS Record Creation

The following is a two step procedure for creating an NS record. Keep in mind that

the NS record actually requires two record entries.

Generally an NS record is

required for WAN1 and WAN2+, so at least four (4) records will need to be created.

NOTE:

If the WAN ports are active at the time of DOMAIN configuration, the NS

records will be generated automatically by the Edge appliance.

Example:

This first screen shows how to create the NS record.

Inbound DNS Resolution:

Authoritative Domain:

Host Name:

Host Address / URL:

Internal Address:

Record Type:

Time-To-Live:

Load Balancing:

HostRecords | v |
abc.com | ¥ | (Domain name associsted with the host)
nsl |\"\"IAN‘I |v| (Enter host name [example: www] and bound to an interface)

[Enter an ip address or cname for this host, cname must end with ')

OR Click for dynamic WAN addressing O

[Enter the LAM IP address for this record, 'A' recards anly)
NS |E (Host Type)
3 _. [TTL determines how lang this record is cached by DNS clients)

_1 | [Used for load balancing server records, lower nurnbers are provided first more often [1 - 9999])

® Disabled O Enabled (Enables SMART Load Balancing for this DNS entry, only enable for 'A' records)

ACTIVE [ % | (Host status

[ Reset || Add/Update  |[  ViewHosts>> |

This screen shows how to create the A record portion of the NS record.

Inbound DNS Resolution:

Authoritative Domain:

Host Name:

Host Address / URL:

Internal Address:

Record Type:

Time-To-Live:

Load Balancing:

IHDSt Fecords | v

abc.com | vl [Cornain name assodated with the host)
nsl WANT | D I (Enter host name [example: www] and bound to an interface)

| (Emter an ip address or cname for this host, cname must end with 1"

.OR Click for dynamic WaAN addressing

| [Enter the LaM IP address for this record, ‘A’ records only)
!A E\ (Hast Type)
3” [TTL determines how long this record is cached by DNS clients)

1 | iUsed for load balandng server records, lower nurnbers are provided first rmore often [1 - 9993])

® Disabled C Enabled [Enables SMART Load Balancing for this DNS entry, only enable for 'A' records)

[ACTVE [ (Host status)

| Reset |[_ Add/Update || ViewHasts>>
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Example MX Record Creation

When creating an MX record, two EdgeDNS records are actually required. These
records include the MX record and a matching A record.

NOTE: When entering the MX record, make sure to enter the appropriate load
balancing number for this record, generally MX records are balanced using 10, 20,
30, etc, for each mail server.

Example:

This first screen shows how to create the MX record, balancing can be 1 or 10.

Inbound DNS Resolution: 9 Host Records |v|
Authoritative Domain: 9 abec.com | "I (Domain name associsted with the host)

Host Name: ns1 |WAN1 |"| (Enter host name [example: wew] and bound ta an interface)

Host Address / URL: [Enter an ip address o cname for this host, cnare rust end with ')
OR Click far dynamic WAN addressing [

Internal Address:

(Enter the LAM IP address far this recard, 'A' records anly)

Record Type: NS |3 (Host Type)

Time.To-Live: 30 | (TTL deterrnines how long this record is cachad by DNS dlients)

Load Balancing: |1 {Used for load balandng server records, lower numbers are provided first mare often [1 - 9559])

@ Disabled O Enabled (Enables SMART Load Balancing for this DNS entry, only enable for 'A' records)

ACTIVE [ % (Host status)

[ Reset ]I Add / Update ][ Wiew Hosts >> ]

This screen shows how to create the A record portion of the MX record.

|Et Records |

ahc.com | Vl (Domnain name assodated with the host)

ns WWANT | v (Enter host name [example: www] and bound to an interface]

Inbound DNS Resolution:
Authoritative Domain:

Host Name:

| [Enter an ip address or cname for this host, cname must end with "

Host Address / URL: 1
OR Click for dynamic WaAN addressing

Internal Address: | (Enter the LaN 1P address for this record, 'a' records only)

Record Type: [a E T

Time-ToLive: 130 (TTL determines how long this record is cachad by DNS clients)

Load Balancing:

O OO0 O © © © 0O

1 | [Used for load balandng server records, lower numbers are provided first more often [1 - 9923])

® Disahled (O Enabled (Enables SMART Load Balancing for this DHS entry, only enable far ‘4" recards)

|ACTIVE || (Host status)

I Feset ][ Add { Update H iew Hosts >>
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Example PTR Record Creation

The purpose of a PTR record, or a reverse record, is to result the IP address into a
name. Generally this is only used if your service provider has made you responsible
for your own IP space. In most cases, PTR records do not apply.

Example:

The first step is to create an ‘IN-ADDR.ARPA" domain name, then enter the
corresponding record information.

Inbound DNS Resolution: 9
Authoritative Domains: 9 168.168.1 92.in—addr.arpf (Enter & Domain Mame, Example: abocorm)

MOTE: The root servers must be redirected to the Edge router in order to enable the DMS fundcionality,
Zone Transfer: 9 (O Enable @ Disable (Enable zones transfers for this dormain,)

Domain Parameters: 9 (TTL - The number of seconds that thiz zone may be cached, '0' means no cache)

(Refresh - The number of zeconds after which nameservers should check to see if thiz zone has changed)

86400 (Expire - If the Edge cannot be reached, all information is invalidated after 'expire’ seconds)

[Reset” Add/ Update ][ List Domains ][ Festart DNS ]

This is a screen shot of a PTR record being created. Notice that both the name and
the address are entered in on the same screen, no secondary ‘A’ records are
required for PTR records to work properly.

Inbound DNS Resolution

Authoritative Domain:

| 168.168.192.in-addr.arpa v| (Dormain narme associated with the host)

Host Name: |1 | |E><T

v| [Enter host name [exarmple: www] and bound to an interface]

Host Address / URL: |WWW-tBST-CDm- | (Enter an ip address or a cname, THT, or SRV record, see '?' help for more)

OR Click for dynaric WAN addressing D

Internal Address: | | [Enter the LAM IPF address for this record, 'A' records only)

Record Type: FTR ¥ (Host Type)
Time-To-Live: (TTL determines how long this record is cached by DN clients)
Load Balancmg: [Used for load balancing server recards, lower numbers are provided first more often [1 - 999910

@ Disabled OEnabIed [Enables SMART Load Balancing for this DMS entry, only enable for 'A' records)

ACTIWE [Host Status)

[ Reset || Add/Update || ViewHasts >
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