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How To Configure Site2Site Using DMZ Mode (no default gateway) 

This document provides an overview as to how you configure Site2Site tunnels using DMZ 

mode to void making the EdgeXOS appliance the default Internet gateway. 

The purpose of DMZ mode is to prevent an interface from becoming used as a default 

gateway.  There are two common reasons for using DMZ mode with S2S tunnels, 1) If the 

EdgeXOS appliance is being used as a gateway device for network users but a 0.0.0.0/0 

static routes must be added to point to another device via the local area network., 2) If the 

customer wants all Internet based traffic to go through the appliance.  This requires adding 

a 0.0.0.0’/0 pointing to the opposite side of the tunnel. 

Creating  a Site2Site Tunnel Using DMZ Interfaces 

As shown in the example network below, DMZ interfaces can be used for both private 

and public connections.  When connecting a private end-to-end link the configuration 

is simple, just specify the gateway as the remote EdgeXOS appliance (if it is an MPLS 

network or private IP network with multiple hops, the configuration would be similar 

to the ISP B example).  When connecting two Internet connections, the configuration 

requires some additional static routes. 

 

Once the two connections are configured, the next step is to add the tunnels.  The tunnels 

can be bound to each other for balancing sessions between the sites and automated 

failover.  The final step is to create a default route from the remote office directing Internet 

bound traffic to the opposite LAN side of the tunnel (optionally the default route can be 

pointed to any other local device). 

NOTE:  The purpose of the DMZ is interface is to prevent the default gateway’s from being 

added automatically as they are when the interfaces are setup in Active mode. 



 

How To Configure A DMZ Port 

The following shows how a DMZ port would be configured when a Site2Site tunnel is 

being used.  When a Site2Site tunnel is being used across a DMZ link, it is required that a 

gateway address be provided.  The gateway address is either the local router gateway, or 

(as in the case above) the IP address of the remote EdgeXOS appliance. 

 

NOTE:  It is also possible to use a DMZ interface with a non-private link (i.e. over the 

Internet).  This may be required for an EdgeXOS deployment where a Site2Site tunnel is 

required, however the customer does NOT want to use the Internet connection attached 

to the EdgeXOS appliance as their default gateway. 

Once the DMZ port is setup, routes must be added via the Interfaces tab (Static Routes 

menu option) for any Internet-based connections.  These routes establish the connectivity 

between the two EdgeXOS appliances so that tunnels can be configured. 

 

This screen shot provides an example of the route that must be added for the scenario 

outlined in the diagram above. 

Once the routes are in place, make sure you can ping either end from the EdgeXOS 

appliances via the Tools tab (Ping menu option).  

Once connectivity is confirmed, the process for setting up the tunnels is the same any 

other Site2Site configuration. 

Once the tunnels are setup (and you are forcing all default traffic through the tunnels) add 

one ore static route directing 0.0.0.0/0 via the remote devices LAN interface, in the example 

above it would be 192.168.100.1. 


