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Site2Site Introduction

Use this guide as a step-by-step manual for configuring the EdgeXOS platform for site-
to-site connectivity between two EdgeXOS appliances. The examples provided herein
are designed as a template which can translate to your organizations network
environment. The three primary configuration steps are 1) Primary hub side tunnel
configuration, 2) Primary client side tunnel configuration, and 3) Secondary hub and
client side tunnel configuration (for failover and/or load balancing).
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Site2Site Overview

Our Site2Site technology is designed to provide improved connectivity between two or
more offices where at least one office has two or more WAN connections. One of the
core capabilities of the Site2Site technology is the ability to quickly failover connectivity
between two sites when the primary connection is a point-to-point or MPLS connection.
In these situations the EdgeXOS platform can provide instant and immediate failover for
remote sites using an inexpensive broadband Internet connection via one or more

secure encrypted tunnel(s)
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Site2Site WAN Optimization

XRoads Networks offers a new method to deliver increased through-
put between sites. Most WAN Optimization technologies utilize

caching and various types of data compression to improve speeds.
Existing WAN Optimization Problems

The primary problems with existing WAN optimization techniques is that they are expen-
sive to scale, and are lacking in their ability to optimize small packet bi-directional traffic
(applications like Citrix, RDP, VolIP, etc). Most WAN optimization devices rely on two tech-
nigues, data caching, which only works for short-term retransmissions, and TCP window

scaling, which is usually slow to adjust to small packet traffic.

Site25ite WAN Optimization Solution

XRoads Networks has chosen a "different path” in regards to WAN optimization. Instead of
simply caching traffic and trying to guess what is in a packet the Edge appliance actually

increases the amount of bandwidth available using inexpensive broadband links.

The advantages to using multiple broadband links are numerous, and the cost is still

less than most scalable WAN optimization solutions. Most WAN optimization solutions
become oversaturated within several years and become obsolete. The Edge continues its
ROl beyond most WAN optimization appliances by allowing the connection of additional
inexpensive broadband connections in order to easily increase throughput as needed, a
step-up approach which works well with most [T budgets. The Edge's scalability makes

this process easy and affordable.

The most unigue aspect of the Sitez5ite tunneling system developed by ¥Roads Networks
is that unlike any other WAN optimization solution, the Sitea5ite tunnels are 100% network
outage resistant. By connecting multiple WAN links on each end of the tunnel, the Edge
can achieve over 99.9599% uptime between sites. No other independent WAN optimiza-

tion solution can make this claim.

Site2Site Data Compression Statistics

Based on tunnel testing using un-compressed text files, the Edge platform was able to
achieve a 511 increase on download speed and a 321 increase in overall download time,
Example: A normal download over the Internet took 35 seconds and max'd out at gokbps,
the same download over our X05 tunnel took 8-g seconds and max'd out at g5okbps.

If you multiply that across the multi-WAN capability of our Edge platform you get an over-
all network throughput increase of up to 301 (or 571 x 6 load balanced WAN ports). Based
on real-world tests XRoads Networks has found a max increase in network throughput of
over 2100% for un-compressed data files.



Example Network

This example network is provided as a template which can be used to determine
how to best configure your Edge appliance. In the example network environment,
each Edge appliance is connected to two WAN interfaces. The WAN interfaces are
statically routed in this case, but the method of WAN connection does not matter
when configuring the tunnels. The only requirement is that the interfaces being

configured are active.
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Network Overview

This example network shows two Edge devices connected via two WAN links at
each site. The goal is to create two optimization tunnels between the sites and
bind them for increase speed via tunnel load balancing with the ability to auto-
matically failover in the event of a WAN outage.

The primary tunnel will be called mz2b_tun (b2m_tun1), and the secondary tunnel
will be called mzb_tunz (bam_tunz). The secondary tunnel will be bound to the

primary tunnel.



Site2Site Step-By-Step

The following pages show a step-by-step example of how to
configure the Edge router based on the network environment

in the example scenario.

The following screen will be displayed whenever changes
are made to the tunnel rules,

Make sure to save your settings.

Fease walt while te KOS5 polides are being updated...

Step One

The following screen demonstrates how TUNMNEL 1 on the HUB device is configurad.

Tunnel Name: @ [Used to define this site-to-site ¥OS tunnel)
Tunnel ID: @ . (Select 5 unique tunnel 1D)

@ Primary

Tunnel Type: @] Backup l:l [Enter the prirmary tunnel name)

O Bind To (Select an existing tunnel for binding, see '?' for details)
Weight: (Ratio Of Tunnel Utilization)
Protocol Selection: ® Tcp O UDP (Enable UDP to improve responsiveness for certain applications)

® Disabled O Enabled [Enable file data comnpression for this tunnel)

[Compression Windowing Adjustrment)
Shared Secret Key: thisisrmykey1 2345

(Thiz key rust be 16 characatars using only numbers and letters)

Data Compression:

Encryption Type: | 3DES {Industry Standard) V| (Select an encryption type, if any)

WAN Interface: WANT % | (select the outhound interface)

Virtual Address: [10 | o [ [t RE | tLocal virtual addressy |10 | [o [ . [

| [(Rernote Virtual Address)

® static O Dynamic (Is the rermote address dynamic or static?)

Remote Edge Device:

|1D | . |65 | . |35 | . |2 | (Enter the WAM addresz of the rermote Edge device)

Remote Network: @ [NIEFIN NI BRI | o

| (Enter the network address of the remote netwsrk)

2552552550 % | (Remote network mask)

CliertHub: O cClient Side @ Hub Side (select this tunnel type)

On Failure: ® Disabled O Enabled (select to enable tunnel only if failure detected - optional)

Fail Method: @® Probe address O WanN1 (Select to either use WaANL status or probe address below - optional)




Step Two

This screen demonstrates how TUMNNEL 1 on the CLIENT device is configured.

Tunnel Name:

Tunnel ID:

Tunnel Type:

Weight:

Protocol Selection:

Data Compression:

Shared Secret Key:

Encryption Type:

WAN Interface:

Virtual Address:

Remote Edge Device:

Remote Network:

ClientHub:

0On Failure:

Fail Method:

m2h_tun1 [Used to define this site-ta-site KOS tunnel)
- [Select & unique tunnel ID)

@ Primary

acku Enter the primary tunnel name
O Back h [

O Bind To --- NONE --- % (Select an existing tunnel for binding, see '?' for details)
(Ratio Of Tunnel Utilization)

@ TCP O UDP  (Enable UDP to improve responsiveness for certain applications]

® Disabled O Enabled [Enable file data compression for this tunnel)

(Compression Windowing Adjustrment)
thisismykeyl 2345

[This key rmust be 16 characeters using only numbers and letters)

| 3DES (Industry Standard) V| (Select an encryption type, if anyl

WANT | (Select the outbound interface)

fo_J.b_J.f ]I

| (Local Virtual Address) |1D | . |D | . |1

e

| [Rernote Virual Address)

® static O Dynamic (Is the rerncte address dynamic or static?)

|1D | . |45 | . |20 | . |2 | [Enter the WAN address of the remote Edge device)

[tez | [1e8 | [1e8 | o

| [Enter the netwark address of the remote network)

255.255.255.0 ¥ | (Remote network rmask)

@ client Side O Hub Side (select this tunnal type)

@ Disabled O Enabled (Szlect to enable tunnel anly if failure datected - optianal)

® Probe Address (O WaN1 (Select to either use WANL status or probe address below - optional)



Step Three

The following screen demonstrates how TUNNEL z on the HUE device is configured.

Tunnel Name: @ [RVIRTLY: (Used to define this site-to-site XOS tunnel)

Tunnel ID: @

[Select & unique tunnel ID)

O Primary

Tunnel Type: ® @] Backup l:l [Enter the primary tunnel name)

® Bind Ta |m2h_tun2 [Select an existing tunnel far binding, see '?' for details)
Weight: @ (Ratic OF Tunnel Utilization)

Protocol Selection: @ @ TCP O UUDP  (Enable UDP to improve responsiveness for certain applications]

® Disabled O Enabled [Enzble file data cormnpression for this tunnel)

[Cornpression Windowing Adjustrment)
Shared Secret Key: ® thisismykey12345

[This key rust be 16 characeters using only numbers and letters)

Data Compression: &

Encryption Type: & | 3DES {Industry Standard) V| (Select an encryption typa, if any)

WAN Interface: @& WANZ % (select the outbound interface)

Virtual Address: @ |1D | . |D | . |2 | . |2 | (Local Wirtual Address) |‘1D | . |D | . |2 | . |1 | (Fermote Virtual Address)

® static O Dynamic (Is the remote address dynamic or static?)

Remote Edge Device: ®

|1D | . |:I'5 | . |32 | . |2 | (Enter the WAN address of the rermote Edge device)

Remote Networl: @ [EEFINERIT I | [o

| [Enter the network address of the rermote network)

255.255.265.0 ¥ | (Rermote network mask]

BT O Client Side @ Hub Side (select this tunnel fype)

On Failure: @ @ Disabled O Enabled [Select to enable tunnel anly if failure deteced - optional)

Fail Method: @ ® Probe address O waNl (Select to either use WANL statuz or probe addrezz below - optional)



Step Four

This screen democnstrates how TUMMNEL 2 on the CLIENT device is configurad.

Tunnel Name: (Used to define this site-to-site KOS tunnel)
Tunnel ID: - [Select 2 unique tunnel ID)
O Primary
Tunnel Type: O Backup I:I [Enter the primary tunnel name)
@® Bind To [Select an existing tunnel for binding, see '?' for details)

Weight: (Ratie Of Tunnel Utilization)
Protocol Selection: @ TCcP O UDP (Enable UDP to improve responsiveness for certain applications)

@ Disahled O Enabled (Enable file data cormpression for this tunnal)

(Compression Windowing Adjustrnent)
thisismykey12345

[This key must be 16 characeters using only numbers and letters)

Data Compression:

Shared Secret Key:

Encryption Type: | 3DES {(Industry Standard) V| (Select an encryption type, if any)

WANZ | (select the outbound interface)

(I Y O N Y

®
®
WAN Interface: @
®

Virtual Address:

| (Local Wirtual Addressz) |1D | . |D | . |2 | . |2 | [Rernote Virtual Addresz)

@® static O Dynamic (Isthe rermote address dynamic or static?)
Remote Edge Device: &

|1 a | . |68 | . |1D | . |2 | (Enter the WAHN address of the rermote Edge dewice]

Remote Network: @ [T TN URIT I BT AT

| [Enter the network addressz of the rermote network)

255.255.255.0 M| (Remote network rmask)

ClienttHub: O client Side @& Hub Side (select this tunnel type)

On Failure: @ Disabled O Enahled [Select to enable tunnel only if failure detected - optional)

Fail Method: @ Frobe Address O WANL  (Select to either uze WANL status or probe address below - optional)

Step Five

Once the tunnels have been created they must be ENABLED. This is done by selecting
a tunnel and dlicking the "5tart” button. This will change the State of the tunnel to EM-

ABLED and the tunnel will attempt to make a connection to the remote Edge device.

%05 Tunnels are listed by Connecdon Name.

Remate Remats
Select Connection WAN Port CBent'Hub Davicd AddrMask Binding Sesslon  State Activated  Status
- I 1
] m2h_fund 1c;:n{| o Chord 1045202 192.188.188 0/24 Mane 1 Daablad L DoAY
- mdo tund wanz Chont 10.66.10.2 102188180 024 midh_tuni 2 Dzablod Mo DO

=< Add Tunnel | Add Route Stop | 525Log | Save |

Select I Delete | Restart All | Refresh View | Params J




The following screen is displayed during the starting or stopping of a tunnel.

Please walt while the Edge attempts to start VPN Optimization Tunnel 'm2b_tund’

Both tunnels should be ENABLED to enable tunnel binding.

Remate Remote
Select  Connectlon  WAN Port CllentHub o0 AddriMask Binding Besslon  Stale Activated  Status
' mdb_fund . E;‘;"ﬂ‘ s Chent 0AEI02  1D21E01E0.0124 Mo 1 Enablod Mo DO
© mZh_fun2 wn Chent 1088402 1E2AGAABEOR4  m2h_tun 2 Enabled ha DN

<< Add Tunnel | Add Route | Sta | Stop | S25Leg | Save |

Select | Delete | Restart All | Refresh View | Params |

Step Six

The dient turnels must alsc be started as the hul tunnels were

in order to bring the tunnels to an UP and activated mode.

Select Connection  WAN Port ChenyHup homote  Remots Binding  Session  State  Activated  Status
1
i mlb_tunl “::"u a Chort 1045202 102 158 158 0/24 Mong 1 Enzhled Yes (sl ]
L mih_tun wand Charit 10.58.90.2 102 168 158 0124 mizh_tun 1 Enzbled Yes DA
<< Add Tunnel | Add Houte I Start I Stop | 525Log I Save |
Select | Delete | Restart All | Refresh View | Params |
Step Seven
This screen shows the tunnels UP and activated. Both tunnels are now in a load balanced
state able to pass traffic between the two sites with full optimization, data compression,
error checking, and redundancy.
Select Comnection WANPort GhentHun hRomow  Remots Binding  Session  State Activated  Status
"~ mdn_tunl w:‘:";ﬂ Chort 10.45.20.2 LEER =S R T Mono 1 Enzhled Yes Lp
L miln_funi wand Charit 10.68.10.2 162 150 168 0124 mizh_fun1 1 Enabled Yes up

<= Add Tunnel | Add Route I Start I Stop | 525Leg I Save |

Select | Delete | Restart All | Refresh View | Params |




Activation / Status Definitions

The *Status” column is used to provide Information regarding the availability of
the tunnel. If the tunnel s in a working state, the *Status” colurnn will show as

LB Ifthe tunnel is not in a working state, due to either a WAN failure, route failure,
disabled or stopped tunnel the *Status” column will show the tunnel as DOWN.

The "Activated” column is used to determine whether the tunnel is being actively
routed, meaning whether network traffic is actually being routed through that
particular tunnel. If the “Activated” colurnn equals -Yes- than traffic is being routed
over this tunnel. If the *Activated” column equals -No- than traffic Is not being
routed over this tunnel.

Activated Status

Yes up This state shows both tunnels UP in load balanced

rmode,
Yes LUF

Activated Status

This state shows the primary tunnel UP and the sec-

ves up ondary tunnel DOWN, most likely from a WAN fallure

or if the tunnel was disabled.

Activated  Status This state show the primary tunnel UP and routing

traffic. The secondary tunnel is also UP (meaning

Yes UP avallable) however It is not routing traffic. This s most

likely because the tunnel is in Backup mode.
Yes DOWMN



Site2Site Encryption

Built-in to each Site2Site tunnel is the ability to encapsulate data using a highly secure
encryption algorithm called 3DES. 3DES encryption has long been a standard in the
industry and is widely used by the government and banking sector. When setting up a
tunnel which will traverse the Internet it is a good idea to enable 3DES encryption in
order to provide for some level of protection for the site-to-site data. No encryption is
required for tunnels established over a private point-to-point or MPLS connection.

Encryption Type: @& ADES (Industry Standard) % | (sclect an encryption type, if any)
Mone

|3DES {Industry Standard)

Site2Site Compression

If a majority of the data going through the tunnel is non-compressed, i.e. plain text or
large database transfers then data compression could be used to increase the transfer
rates across the tunnel(s). Data compression is ONLY useful if the data has not already
been compressed as the compression aspect does add some latency and if the data is

already compressed it actually increases transit times.

G} Disahled O Enabled (Enable file data carmpression for this tunnel)

Data Compression: ®

Level 1 | (compression windowing Adjiustrnent)

COMPRESSION SPECIFICATIONS: We have completed a number of site-to-site tests betwean multiple of-
fices. Based on this testing we have confirmed the following comprassion ratios.

The EdgeX05 platform can achieve a 5:1 increase on download speed and a 3:1increase in overall down-
load time for non-comprassed files. Baample: A nommal download over the Internet took 35 seconds and
max'd out at eoKbps, the same download over our Sitez5te tunnel with compression enabled took 8-g
seconds and max'd out at 450Kbps.

However files that are PRE-compressed, meaning that it was zipped or compressed by another applica-
tion prior to being downloaded, it will almost always take the same amount of time to download, Le.
no increase in speed or throughput. In fact, under some conditions it may take a bit longer due to the
tunnels added overhead.

Tunnel compression is not recommended for use with database applications, Windows remote file access,
or real-time streaming applications as it does not provide an increasa in speed for those applications.



Site2Site Secondary Network Routing

Some customers may have multiple networks on each end of a Site25ite tunnel.
When multiple subnets are required, the Site2Site routing table is used to setup

balanced routing for secondary routes.

Remaote Remaote

Select Connection  WAN Port  ClientHub Device AddrMask Binding Sassion Sti
wan | - .

[ m2b_funi iEa004 Chont A0.45.20.2 1021658 .158.0124 L] 1 1

r midh_lund wan 2 Chant 10.88.10.2 182 168 1680724 miEh_lund 2 |

<« Add Tunnel start | Stop | 525log | Save |

Selecl:J Delete I Restart All | Refresh View | Params ]

Simply enter the subnet and select which tunnel to use when routing this subnet. If this
subnet should be balanced between multiple tunnels, simply enter the subnet for each

tunnelwhich should be used for balancing.

Insart Routa: & |2|:I|:I . |2|:|'|:|' .|1f.'| h ! [ET (Must Be A Mebsork Sodress)

mab_tunl

mzb_tung sert Route | Delete Route

Administrators may also choose to use a specific tunnel for routing one subnet and using
another tunnel for routing ancther subnet. This could be used for separating application
traffic (VolP, etc) based on subnets.



Site2Site Parameters

The parameters below can be used to adjust how the Edge platform automatically
manipulates its TCP window sizing and performs tunnel testing. It is generally
advised to not make changes to these settings.

Caution: Do not change unless wou ane fire af what you are dolig

525 Parametars: {§

20 (TCP ‘Window Scaling [l=tency ms] - default A0)

100  [TCP Window Scaling [Mbits per secand] - dafaut 100)

E] (TCP Retrles - default 3]
5 (TCP Timeout - default 5)

1500 [rce MTU/MSS Size - defaull 1500)
1450 [PMTU Discovery Threshold - defait 1950
30 (Tunnel Aoldume - defadlr 307

E (Tunnel Test Timing - default 8)




