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Edge Configuration Series
Shaping Overview

The shaping menu is where one can control the bandwidth resource management
capabilities of the EdgeXOS platform. This document provides an overview of the traffic
shaping and QoS features of this appliance. All of the shaping modules are controlled

by under the “Shaping” menu option.

XRoads Networks

Home Interfaces Shaping NetBalancing Firewall Site2Site Tools Reporting

Policy Traversal

It is important to note here the process by which policies traverse the EdgeX0OS
appliance and which policies take precedence over others. The following is an ordering

of the modules with a last to match order, i.e. the last module to match is applied.

URL / Application Shaping
Network / Scope Shaping
Dynamic Bandwidth Management

Policy Based Shaping

Session Limits always apply and are not over written by any other module. Policy Based

Shaping rules have the final say on how packets are shaped.



Shaping Control: Use this menu option to turn on/off the various shaping modules.
The EdgeXOS platform incorporates a number of different techniques in order to shape
traffic and prioritize applications.

Edge Routing: Shaping Contral hd
Policy Shaping: ) Enabled & Disabled (Enable Individual Shaping/Scope Rules)
Session Limiting: () Enabled @ Disabled (Limit Maximum Sessions Par User)
Streaming Control: O Lower Latency & More Bandwidth (optirmize for Low Latency vs More Bandwidth)
Application Shaping: ) Enabled & Disabled rEnable Application-bazed Shaping)

URL Shaping: ) Enabled @ Disabled (Enable URL-based Shaping)

Update [Update Traffic Shaping Features)

These methods include:

- Policy Shaping: This is the primary method recommended to guarantee
bandwidth for certain applications. This tool provides for the creation of SPECIFIC
shaping rules which gives granular control over nodes and applications. Using this
tool one can carve out bandwidth resources to ensure responsiveness and
availability or lock down users so that they can only utilize ‘X’ amount of bandwidth.

- Session Limiting: This tool should be used to limit the number of sessions that
end-users can initiate within a second. If you have many P2P users and wish to limit
the number of sessions that they are using, this is a good tool to use.

- Application Shaping: This module is used to create general rules for prioritizing
different types of applications, i.e. web(http) may have a higher priority than
email(smtp), or VolIP traffic may have the highest priority. Conversely you can set a
lower priority for P2P or non-critical applications.

- URL Shaping: This module can be used to set a higher priority for specific

websites like Google.com or set with a lower priority for websites like YouTube.com.



Dynamic Bandwidth Management: Use this menu option to determine whether the
EdgeXOS platform will automatically control bandwidth hogs by limiting upload speeds
and lowering priority for those IP addresses when network usage is above high.

Edge Routing: & Dynamic Bandwidth Management
O Enahled @ Disabled (Dynamic Bandwidth Managerment - This does use additional systern resources)
Level 1 % | (select the severity of throttling, with the raxinurn theottling at Level 53

) Enabled @& Disahled [Autarnated Escalation Of Throttling Level)

Bandwidth Management: @&

) Enabled & Disabled (Equalization ©nly During High Utilization)
100MbpS % | [setthe maximumn throughput speed)

Usage 80% % | (select the utilization level)

Update (Update dynamic bandwidth management settings)

[ Bypass Policies

l (Add policies for bypassing specific sessions)

The severity levels set the initial priority and bandwidth setting that a top user will be
throttled to during periods of high utilization (as long as equalization during high
utilization is enabled). The higher the level, the more those top users will be affected
when throttling is initiated (as long as automated escalation is enabled). No matter what
the initial level is set to the longer the top user remains a top user the more sever the
throttling will become for that user (see Application Shaping for more details).

If the user drops out of the top user group during the throttling then that user will no
longer be throttled. If the user becomes part of the top user group once again throttling

will be re-initiated. All throttling is done based on session and IP address.

The maximum throughput speed is the fastest possible speed that a throttled user can

achieve, this does not guarantee that bandwidth it simply sets a maximum speed.

If DBM is used with equalization during high utilization enabled then the administrator

can set the percentage of utilization that determines when throttling is performed.



Policy Based Shaping: The module provides network administrators with granular
control over bandwidth resources and allows for the carving out of bandwidth for specific
applications and the throttling of users or groups of users to specific levels.

Use this module to guarantee bandwidth for mission critical servers or to prevent
users from flooding the network with low priority traffic and thus cause slow response
times for those mission critical servers.

Use this module to force end-users to be throttled when they attempt to use more
bandwidth than is allocated to them.

Use this module to set priority and bandwidth levels for specific websites.

How Does Policy Shaping Work?

As data packets go through the appliance they are examined by the XRoads Operating
System (XOS) to see if any of the applied shaping policies match the packets traversing
the appliance. If a match is made, stats regarding the packet are collected and stored.
If the stats reach the threshold created by the policy then an action is performed, this
action could be to redirect the packet to a lower priority queue or the packet is sent to a

gueue which has already begun to overflow, which means that the packet is dropped.
All packets must match in order to be shaped; else they are allowed to traverse the
appliance without any manipulation by the XOS. The direction that packets are traveling

does not matter, what does matter is whether the packets match the policy settings.

How Does One Setup Policy Shaping?

The first step when creating policy based shaping rules is to create bandwidth groups. It
is always recommended to first create a “default” group, which is the shaping of last
resort. This means that if the no other rules match the packet the packet will always

match something.

The following is an example of a common configuration where there is a default group, a
high priority group and a low priority group. This is just an example, many groups can

be created with many different levels of priority and rate limit settings.



Group Hame BURST (Khps) Priority Shared

1-Default 10 1z YES
HighP riarity 1000 1 YES
Lo riiority S00 r HO

When creating a new bandwidth group there are several rates that should be entered.
The maximum and burst rate fields determine the highest possible sustained throughput
rate for a policy and what the maximum burst level is for a specific policy. The burst rate
is designed to only allow for quick bursts of bandwidth when utilization is low.

The priority level determines the outbound queue to use, some of which are faster and
accessed more often than others. There are 12 levels of prioritization.

CreateModify Group: @ (Enter a name for this traffic shaping group)
[Erter the per interface burst amount in [in Kbps] when bandwidth iz available)
[Enter the maxirnurm amount of bandwidth [in Kbps] allowed per interface far this group)

[Enter the minimurm amount of bandwidth [in Kbps] allowed per interface for this group)
Prioritization: @ Priority 12 » [Enter the priority level in relation to other groups)

Allocation: @ Sinole (How is this bandwidth to be allocated to policies)

[ == Add Policy ][ Add Group ][ View Groups =» ]

The “Allocation” option is used to determine what happens when multiple policies are
assigned to the same group. Either each policy will get its own single allocation of the
bandwidth specified in the group, or all of the policies will share the bandwidth specified

in the group.

The Default Policy: The purpose of the default group is to throttle all packets which do
not match one of the other policies. This ensures that the policies created cover all of
the services that are expected and that no unexpected traffic is able to use bandwidth

resources.



The following is an example of common policies that can be created.

Policy Name Bandwidth Group  User ﬁﬁﬁlgssg (es) ﬁ!::gﬂllllgtw i
Cefault 1-Drafault SRC 10.0.0.0/24
Default_rewerse 1-Drefault SR 10.0.0.0/24
Critical_Senrer HighPriarity bET 10.0.0. 145 INGLE HOST
Critical_Senver_rewverse HighPriarity SR 10.0.0A05IMGLE HOST
Users LawraP riiarity SR 10.0.0 428025
Users_rewverse LawnP riiarity SR 10.0.0 428425

These policies are the first item listed under the Policy Based Shaping menu.

ZECEETTEO) | Policy Based Shaping 4

Shaping rules are applied in 3 "last to match” order, based on policy name,
SRCDST Shaping

Select Policy Name Bandwidth Group  User ki e=163) o N work SRC/DST Port(s)  Shaping Port(s) oS BusHowrs Remaove
o] Default 1-Default RE 1000024 ane Ay Mo Change Ho O
o] Default_reverse 1-Default SRE 1000024 ANy ANY Ne Changs Ho O

Shaping Definition List: @ o] Critical_Seer HighPriarity ST 10.0.0.104SINGLE HOST SRC a0 Ha Changs o O
o] Critical_Senver_reverse HighPriaity SRE 10.0.010SINGLE HOST bsT a0 Ha Change Ha O
o] Users LowPrifority RE 100.0.128:25 anv Any Mo Change Mo O
Q Users_rewerse LowPriierity SRC 10.0.0.128:25 ANY ANY No Change Ho O

[_==AddPolicy ] [ Select | [ Delete | [ Remova
Anply Policies (Palicy Shaping must be enabled under Shaping Gontral)

When adding a new policy the following screen is provided in order to enter the policy
name, URL/IP information, address range or subnet sizing (or single host), and the
direction the packet is traveling when matched, with the address and port information in

the source or destination portion of the packet.



Edge Routing: & |POIicy Based Shaping v|

SELUCENIE Y [ 1-Default | v| [ Banduwidth Groups

] (Select an existing, or create a new bandwidth group)

| [Policy Marne]

End User: @ -~ Mone Selected - [Select a user from Tools-#EndUser Managernent)

http:.l".l"| | (Enter a web site or URL address)

Web Site / URL:

| . | | . | | . | | - | | (Enter an address or a range of addreszes)

Layer Three Shaping:

OR selec 'ANY" frorm Metwork Mask to specify any host address

SINGLE HOST % | (Metwark Mask)
(Define a Source or Destination for the address/network)

|ANY v| [ Mew Senice

Source ¥ | (Define the Source or Destination for the part)

(Wwhen checked both an inbound and outbound rule will be created for non-range entries)

Class Of Service: | Mo Change ' (DiffSery DSCR/ToS 802, 1p packet marking for this shaping policy)

(ptional, maximum bandwidth usage per day)

11

(ptional, maximum bandwidth usage per month]

D (Select to only apply this palicy during normal business hours)

[Reset | [ Add/Update | [ View Policies ==

NOTE: Selecting the correct “source” and “destination” information is critical to making
the policies work as intended. Keep in mind that when traffic originates on the LAN the
source address is a LAN address and the destination address is a WAN address. When
traffic is coming back from the WAN to the LAN, the source is the WAN and the

destination is the LAN. The opposite is true for the application port information.

When trying to match outbound HTTP traffic the key is to match the SOURCE address
and the DESTINATION port. Example: If the LAN addressing was 10.0.0.0/24, then the
policy would be as follows (10.0.0.0/24 SRC, HTTP 80 DST), and the reverse is true for
HTTP response traffic (10.0.0.0/24 DST, HTTP 80 SRC). Remember when applications
make an outbound query, they place the port designation information in the DST portion
of the packet and the responding server places the port designation in the SRC portion

of the packet.

To use an end-users name over their IP address simply confirm that a user has been

created and then select that user from the drop-down.



To use a URL over an IP address simply enter the URL instead of the IP address and/or
range or subnet. In this case the subnet will be equal to “single-host”. This will cause
the EdgeXOS to perform a lookup for that URL and add rules for all DNS responses.

There are sixteen levels of Classification which provide the administrator with the ability
to setup QoS based on standard Diffserv packet tagging. Keep in mind that this
functionality is ONLY useful if all devices in the packets path support ToS tagging.

To limit the maximum amount of cumulative bandwidth that a policy can support during a
given day or month enter those values when adding a policy.

If this rule is ONLY to be applied during normal business hours click the radio button to
enable. Business hours 9am to 5pm and are determined by the local clock setting.

Network / Scope Shaping: If the goal is to set a fast general rule for a range of
addresses this module is the best choice. Simply enter a range of addresses to which

the rule will apply and select the throttle level.

Edge Routing: Metwark f Scope Shaping b
Scope Description: {Enter a description for thiz shaping scope)
Scope Range: . . . - [Enter a range of addresses for this scopel

Scope Throttle: Level & » [Select the severity of throtting, with the maxinum throttling at Level 5]

[ Scope List == ][ Add §f Update ]

The throttle level determines the shaping priority for the address range specified.
This module could be used to quickly set everyone in one department to one level, and
everyone in another department to a higher or lower level. These are the same levels

used in the other modules (see Application Shaping).



Session Limiting: This module provides the ability to limit the number of new sessions
initiated by the addresses specified per second. This tool is helpful in slowing down
network traffic specifically when uses are opening many new sessions quickly, like many

P2P applications.

AT P G) | Session Limiting v
Session Limiting: @ , . . - (Enter a range of addresses to limit)
30 (Limit Max Sessions Per Second - Default '30")
[ Add Range ] [ Range List== ]

The default ‘30’ sessions per second has been found to be a good average number,

however this may need to be modified based on unique network requirements.

Application Shaping: To quickly set the general priority of one application over another
use this module. Prioritization of applications is only useful during high traffic periods,
but it does ensure that those applications with the higher prioritization gain access to

bandwidth resources first over other applications.

SNLATVON | Application Shaping v

(click here to request 3 new default | rule.)

Update | (update all select rules) Apply Rules (Apply updated settings)

(Select a categary to list) |~ View Enabled - | og (Search for a spesific application) List/Search

Select Status Name Description Category Enable Level

O @ #p FTP (File Transfer Protacoll [top] Intemet Enabled v Leveld

An application must first be enabled; this is done under the Application Management
section. Once enabled the throttle level can be set for the application. Applications with
a higher throttle level will have a LOWER priority then applications with a lower throttle
level. Level 1 is the highest priority while Level 5 is the lowest. Each level has

additional built-in throttling so the degree of difference does matter.

Name Description Category Enable Lewel

ftp FTF (File Transfer Frotocol) [top] Internet Enabled |+ Leveld




Default Throttle Levels

The EdgeXOS platform includes five default levels of throttling. Each level provides an
incremental increase in the overall throttling which means that if there are two
applications that are being throttled and one is a level 1 and the other is at level 5, there
is a significant difference between the priority of each application.

Leveld

There are no specific bandwidth limits set to these levels, nor do these levels match the
priority levels set under the Policy Shaping groups. The EdgeXOS platform uses
dynamic metrics to determine how to best apply these various throttling levels based on

current system usage, available bandwidth, and other factors.

Application Mgmt: This menu option is used in conjunction with the Application
Shaping module to enable applications for throttling/prioritization. By default the
EdgeXOS platform comes with pre-loaded applications. Additional applications can be
created by the network administrator. To create a new application simply obtain the
TCP/UDP port information and determine whether any string information is required, ask

support for assistance if necessary.

Edge Routing: @ P IE Cn g d -
LIS RSO  (This ic = listing of applications's which ara baing shapedfthrottizd bazed on administrative requirermants)
Select Delete Create | (selectto modify, Delete ta remave, Greate to add new application rules:

Select App Name Status Description Ports. Protocol Category String Primary Shaping Level

o] AN aff ANY 0:86000 [ ANY aft Lewel O

[o) Avail off Avall B aaziaaz Tcp Badwp aft Lewel 0
Software

RepliStor
Replist o 137137 TCR B3da ot Lewel 0
o eplistor Backup Softare sokup .

Retrospect
(o] Retrospect o Badup Seftmare ag714a7 TCRADE Backup ot Lewel 0

o] Veristas aff Weritas Ulility 13724113724 TCRAUDF Badwp aft Lewel O

[o) Veritas off VE”‘:;?‘*”" 352746101+6106+10000+ 127 20+13721+12782 Tcp Badwp aft Laval 0

AOL Instant
O AOL off Messaging £180:5183 ToP Client Gerver ot Lewel 0
Semvice




URL Shaping: To quickly set the general priority of one website and/or URL over
another use this module. Prioritization of websites is only useful during high traffic
periods, but it does ensure that those websites with the higher prioritization gain access
to bandwidth resources first over other websites.

Edge Routing: @ EEETCTREEr hd

(Click here to request s new default URL ruls.)

Undate | (11ndate all select rules) Apply Rules (Apply updated settings)

(Select a categary to list) |- ViewAl-— v op (S=arch for a specific URL) List/ Search
Select Status URL Description Category Enable
O ()] o srin.om New site Hews Enabled ~
O [} . gaogle.com Search engine Search Disabled +
O (@] s yahoo. com Sesrch site Sesrch Disabled ~

Level

Levels -~

Leveld ~

Level2 »

A website must first be created; this is done under the URL Management section. Once
created the throttle level can be set for the website. The example above shows how
chn.com can be set for high throttling while google.com is given priority access when
enabled. Websites with a higher throttle level will have a LOWER priority. Level 1 is the
highest priority while Level 5 is the lowest. Each level has additional built-in throttling so

the degree of difference does matter.

URL Mgmt: This menu option is used in conjunction with the URL Shaping module to
enable websites for throttling/prioritization. To create a new website simply enter the
URL for the website (using the fully qualified name) and determine what the default
throttle level will be for this site. Keep in mind that setting a website to level 1 will most

likely not have any affect unless under high traffic conditions.

Edge Routing: @& VTR 3
VRIS PO  (7his is s listing of URL's which sre being shaped/fthrottled based on administrative requirements)
(Select to modify, Delete to remeve, Create to add new URL rules)
Select URL Name Status Description Category Shaping Level
O wanaw.cnn.com on Newsite Mews. Leve

Select Delete Creale | (caled to modify, Delate to remous, Create to add new URL rules)

(e} . google.com off Search engine Search Leve

Q wwonn.yahoo.com off Search site Search Leve




