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Edge Configuration Series Reporting Overview

The Reporting portion of the Edge appliance provides a number of enhanced network
monitoring and reporting capabilities.

WAN Reporting - Provides detailed usage reporting for WAN links.

SLA Reporting - Provides service level statistics for remote networks.

XFlow Reporting — Shows top users, applications and pairs.

Shaping Policy Statistics — Useful for determining per user bandwidth access.

Server Monitoring - Alert when a node is down, monitor latency.

Syslog Server — Send syslog messages for outages or when thresholds are exceeded.
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WAN Reporting

Our WAN reporting module provides complete traffic statistics for the Edge appliance.
Both inbound and outbound usage is displayed on a continuous graph. Statistics are
available on a daily / weekly / monthly and yearly basis.

Graphs can be cleared by clicking the ‘Reset Graphs’ button. Statistical information is
updated every fifteen minutes. All statistics are provided in BITS PER SECOND
measurements. The bottom of the graph also displays the MAX/AVG/CIRRENT bps
throughput.

The WAN reporting displays each interface separately so that comparisons can be made of
the utilization of each link. These graphs are helpful in determining how application traffic
should be routed to achieve the best overall usage of bandwidth.
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SLA Reporting

Our SLA reporting module can confirm service level agreements and show which network
paths are providing the best path to a remote destination.
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The statistics produced by the SLA reporting provide detailed analysis of each WAN
connection to a remote destination, as defined in the Best Path Routing module.

Display Critical Networks (Latency, Packet Loss, Responsiveness)

When using Best Path Routing™ these graphs are available via the Reporting module.
These graphs provide detailed network path information based on the critical network
defined in the Best Path Routing menu option.

These graphs provide useful SLA (Service Level Agreement) information and have been
proven effective in obtaining rebates from service providers when SLAs are not met.
Additionally, these graphs are helpful in determining which WAN interface a critical
application should be routed.

These graphs are also helpful in identifying poor performing WAN link. When a link is
under performing there will be gaps in the report (as seen above) or the color of the
reports will be green/yellow/orange or red. The higher the packet loss, the more critical
the color becomes on the graph.

SLA reports which consistently show yellow to red graphs show that the link is not
operating very well and the customer should consider changing providers.



XFlow Reporting

XFlow is a technology developed by XRoads Networks to track network connections and
gather network statistics which can be used to generate 3D graphs for easy viewing. The
following reports were generated by using XFlow reporting.

IPSessionReporting
These reports provide high level network usage information. They show how much traffic

is inbound vs outbound and which protocols are being used.

Inbound / Outbound Usage
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B nbound 137%

Pratocol Statistics
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W Odhor 0%

PerUser ApplicationReporting
The network administrator can then drillkdown on a per user basis to see which
applications are being used most often by individual end-users.



Top Applications (per user)
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Top SessionReporting
This reports shows which peer-to-peer connections are using the most bandwidth. This
report is helpful for identifying high traffic usage and to see which servers / remote

networks are used most often. In the graph below we see that port 5060 is the top session,
thisis a VolP PBX located at 192.168.167.7.
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TopUsageReporting

These are the most used reports, they show who the top talkers. Once a network
administrator understands who the top talkers are, they can more easily determine how to
shape the bandwidth. In this graph we see that 192.168.168.51 is using 4x the amount of
bandwidth as the other nodes. In the graph below we can see exactly how much
bandwidth each of these devices is using.
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Top Applications

In order to quickly see whether any unauthorized applications are using a large amount of
bandwidth use the top applications graph. With this report network administrators can
quickly see whether any unwanted applications are being used, and if they are how much
bandwidth they are using.

With this report in hand the network administrator can create shaping policies to limit
access to those applications which are unauthorized and thus remove them from this list.
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Web Content Reporting

When web content filtering is enabled via the Firewall menu these reports become active.
The network administrator may view Live Requests, search the web usage log, or generate
high level reports for top allowed and denied sites.
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These graphs shows the top allowed and denied sites accessed by end-users on the
network. These graphs are helpful to see where most of the web traffic is going within the
network and which denied sites are being attempted.
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Live Requests — The live requests report show the live “real-time” URL requests being made
through the web filter. This report is useful for troubleshooting web related issues and to
get a quick look at who is going where.
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Defined Application Reports

In order to monitor a specific end-user, server or application you can create a “user defined
report” which will begin monitoring a specific set of criteria as defined below.

Simply enter the name of the report, whether you are monitoring an inbound service,
whether you wish this data to be included as part of the application pie chart, and then
define the IP address and/or service to be monitored.

Reporting: ® Defined App Reporting »

User Defined Reports: & Test8l j» Daily s Generate Report (Salect Bapast)

Select a report and click the Generate Report button
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Once a report has been created it will begin monitoring the define device/application.
After five minutes the follow graph will be created and will continue to show utilization on
a per port or per user basis. This report can be generated on a Daily, Week, Monthly or

Yearly basis.

YWebh-HTTFE | |Daily [ Generate Report ](SelectRepu:ur‘tj

Web-HTTP-Traffic

Wi 1
lhlllt ! ! | E i

14; 00 1E; 00 1800 20; 00 2200 oo oo 0z; 00 04; oo 0 00 0z 00 10; 00 12,00

bits/sec

W Jutgoing Max: 275 Avg: 2 Current: 0 bits/sec
O Incoming Max: 288 Avg: 20 CUPPERT: 1 bits/sec
Last Update: Thu Mar 25 12:47:33 PST 2007

Shaping Policy Statistics
When using our policy based shaping module to create individual shaping policies for end-

users and/or network nodes, a set of statistics is generated for each policy. These statistics
are updated every five minutes and are provided in both a standard and graphical output.

Additionally, total monthly usage, peak usage and usage during the past hour / day and
week are also stored for easy reference. Full statistics are also downloadable via a comma

delimited CSVfile.



IDS Reporting

This report can be used to see the latest intrusion detection vulnerabilities found by the
built-in IDS technology from SourceFire. Further this report is searchable so that one can
look for logs for specific devices or signature types.
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Server Monitoring

This feature provides the ability to monitor internal and external servers to determine there
availability. This is an add-on feature as it does not tie into the actual routing table at this
time. Server monitoring can be accomplished via either ICMP or HTTP testing.
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Steps for settings up server monitoring:
Step 1) Enter a server name.

Step 2) Select the test type (ICMP/HTTP) and enter the appropriate address to test.



Step 3) Enable alerting and make sure to add an Outage email alert (if required).
Server Reporting

Within 5 minutes the new server will be tested for accessibility. Once active an alert will be
sent whenever an outage is detected. The graph below provides the last outage time and
the ICMP statistics if available.
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System Logging

The appliance provides a fully functional system logging utility to allow network
administrators examine configuration changes, system alerts, or even all new connection
attempts. Outage alerts, route changes, and firewall updates are all logged to this utility.

Syslog Server

All logged information can be sent to an external syslog server by entering its IP address in
the field provided.

NOTE: All logs are dated using the current system time.
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