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Edge Configuration Series
NetBalancing Overview

One of the core functions of the EdgeXOS appliance is its ability to utilize multiple WAN
interfaces at the same time, commonly known as link load balancing. The difference
between the EdgeXOS appliance and other link load balancers is its ability to provide
more granular and detailed control over specific sessions, including the ability to “bond”
certain types of session traffic in order to accelerate downloads and dramatically

improve performance
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NetBalancing Modules

These modules provide the network administrator with complete control over their
multiple ISP links along with the ability to determine how the additional bandwidth from

each link is utilized.

NetBalancing includes several sections, the first section deals with how overall traffic is
handled by the appliance. The MultiLink Vector Routing, Application Acceleration, and
Enhanced Session Persistence are used to set global preferences. The “Outbound”,
“In/Out”, and “Inbound” sections provide for control over specific sessions based on
either routing and/or application information. This is where inbound server
balancing/failover is configured and where preferences can be setup for routing
applications out one link or the other. Next is the “DNS” section which controls the
ActiveDNS module (see our specific HowToGuide on ActiveDNS). Finally our latest
feature is our simple Server Load Balancing module which provides customers the
ability to not only balance traffic between WAN links but also across multiple internal

servers as well.



MultiLink Vector Routing

Vector Routing is the technology developed by XRoads Networks to balance traffic
between multiple WAN interfaces. The latest generation of this technology incorporates
new intelligence which distributes traffic base on administrative weights while still

ensuring proper session persistence is maintained.

NetBalancing Selection: & |ru1|_||tiLink vector Routing w

Select Balance Method
IVRA [Intelligent Wectar Routing Algarithm) {f-::' Weighted {::' Spill-Cver {::' Found Raobin {:}

Select Default Interface [(Change On Support Recomrnendation]
wani @& wanz O wanz O wang O

App Load Balancing: @

Balanced Applications (Change ©On Support Recormmmendation)
web (HTTE:20/HTTPS:443)

Ernail (SMTP:25/POP3 113/ IMAP:143)

Dormain (DNS:53)

File Transfer (FTP:20/21]

Ping [ICMP)

Enhanced Session Persistence
Enabled '@} Dizabled O
Strict Contorl - on () Strict Control - off (&)

Advanced Web Balancing: ® ® Enzbled ' Dizabled [Turm on advanaced web balancing services)

| Update | [Save]

Balance Methods

The default balance method is IVRA which is a proprietary algorithm which automatically
determine which WAN link is best for which sessions. It does this by testing each WAN
link and automatically tunes the routing so that traffic is balanced based on the weights
assigned to each individual interface by the EdgeXOS administrator (see Session
Persistence below). Additional options are also available, including Weighted (which
only attempts to use the administrative weights and not actual session usage, Spill-Over
(which directs more traffic over the secondary links when the primary is full), and Round

Robin (which is similar to weighted but is performed in more of a 50/50 manner.



We do not recommend changing the Default Interface or App Load Balancing
parameters, these should only be changed if support recommends to do so.

Enhanced Session Persistence

When two or more WAN links are used for routing network traffic, session persistence is
paramount. Without excellent session persistence certain applications will not work,
others will only work some of the time, and still others will stop working in the middle of a
session. Due to the high priority that the EdgeXOS appliance assigns to session
persistence it may appear that at times the interfaces are not weighted as configured,
this is most likely due to the fact that some session use more bandwidth than others,
and while over the long term the WAN interfaces will be balanced as the administrative
weights are configured, it may not always appear that way.

Strict Control: Should be used if certain applications are not working correctly or are
getting cut off in the middle of sessions. Strict Control provides a higher degree of
session persistence but may reduce the amount of balancing that is performed. This is
a trade-off but it is generally better to have sessions that work with some balancing then

sessions that do not work with equal balancing.

Advanced Web Balancing
This feature can be enabled to spread web-sessions across the WAN links more evenly.
Seeing as web traffic is typically over 80% of an organizations traffic, balancing this

traffic more effectively means better overall performance.



Application Acceleration

Unique to the EdgeXOS appliance is our Multi-Session Acceleration (MSA) technology.
This technology enables the EdgeXOS appliance to significantly and dramatically speed
up web-based session downloads.

NetBalancing Selection: @ EEFR IR EIYREERNE

Multi-Session Acceleration [Advanaced Web Bonding Contral)
Enahklad @ Dizahlad O

Bonded Content
Adobe / P2 Files
Executable / Data Files

Multi-Session: @

Cormpressed Files
Office Files

Irmage Files

EREREER

Media Files

other Files
MSA DNS Resohvers: & |}€ | . |}€ | . |" | . |’€ | (WA COne ISP DNS Server)
|\‘ | . |3‘ | . |3‘ | . |3’ | [WAN Twa ISP DNS Seruer)

Add URL: @ | | [Enter a URL, like www. google.com)

Bypass URLs: @ Sellach

[ Add URL ][ Delete URL ]

Bonded Content

The file types are used to determine which types of content will be bonded during a web
session. Some customers may find that certain downloads do not work for some types
of content. If that is the case, then the network administrator can simply disable that

content type and it should continue to work without any further issues.

MSA DNS Resolvers

When MSA is enabled the EdgeXOS appliance will perform DNS queries for each
session that is initiated in order to determine the best method to download the data. It is
critical that the DNS servers provided are highly responsive otherwise it will slow down
network connections. These are the same DNS servers which are configured under the
LAN Interface section of the appliance. Try to enter DNS servers from two different

service providers.



Bypass

There may be times when a certain website is just not working with MSA enabled, if that
is the case simply enter the URL that is having an issue and it will bypass the bonding
service without having to disable all MSA functions.

Application Routing

In some instances it makes sense to “offload” traffic across one WAN link over another.
For example to send all email traffic over the slow DSL link rather than the T1
connection. On the EdgeXOS platform this is done using the application routing.

NetBalancing Selection: Application Routing b

Service: Py N ——y v | MNewSerwice |

Source Address: Optional - [Foute Based On Address)

Route Method: a WART [ [During a WaM failure condition, the service will be autormatically redirected]

[ Reset ] [ Add 1 Update ] [ Yiew Serices ==

Services

This is a listing of services which have been predefined, the EdgeXOS administrator can
add new services if they are not already available. This service would be the application

that is going to be forced across a specific WAN link.

Source Address

If a source address is specified than ONLY the address specified is affected by this rule.
So it is possible to setup specific routing for a single device. An example would be a
server which should only use a specific WAN interface when making a specific outbound

connection using the specified application.

Route Method
This is simply the WAN link that should be used when forcing the traffic out. If the link
that is being used fails then the rule will automatically be removed and the application

traffic will be routed however the global balancing settings are configured



EdgeXOS Best Path Routing™ (BPR)

One of the more advanced features of the EdgeXOS appliance is our Best Path Routing
technology. Use this feature to create policy-routes based on network metrics for
specific remote networks and/or services. The EdgeXOS BPR is an enhancement to
standard policy-based routing techniques in that instead of simply perform standard
network tests to determine how routing is performed, it does these tests automatically
and intelligently in order to determine the best route when multiple routes are available,
in addition the EdgeXOS BPR includes built-in SLA reporting.

NetBalancing Selection: ® |ElestF'ath Routing (SLAS) V|

Uze BPR to monitor Service Level Agreermnents [SLAs) and to ensure
the fastest path routing to critical rermote locations acroszs the netwark,

Route Description: ®

| [Metwork Marme]

| [URL Address - exarmple: www.xyz,com)

MOTE: Must be pingable, and should not be the zarme az 2 link Control website,

Define Network: @

| . | | . | | . | | [Metwork Address Or Subnet)

| SIMGLE HOST Y| [Subnet Mask)

| . | | . | | . | | [This iz the address that will be pinged]
MOTE: Created autornatically if a URL is entered above,

Test Node: @

Latency: @

an rms [Round Trip Time Threshald - Default 207

Packet Loss: @

iI

0 %% [Packet Loss Percentage - Default 2]

Jitter: 'm a00 rmz [Latency Difference Between Tests - Default S0)

SLA Reporting: 'm |:| [Emable SLA Reports)

Route Method: & WIANT % | (sclect the default WwaN interface)

MOTE: If persistence iz an issue for thiz route, do not select best path,

[ Reset ] [ Add i Update ] [ View Routes ==




Define Network

When setting up any routing policy, the first step is to identify the route that will be
manipulated. Here either a specific network/subnet or a URL can be used. Make sure
that the test address is associated with the route/URL provided and is pingable using
ICMP. If the test node is not pingable the metrics will not work correctly.

Parameters

These are the metrics used to determine the status of a particular remote network and if
the status meets preconditions needed to change how those remote networks are
routed. The defaults are typically fine, the higher the metrics the less sensitive the
testing, the lower the more sensitive. To reduce routing changes and threshold alerts

increase the metrics.

SLA Reporting

These are graphical reports produced by the EdgeXOS appliance when BPR rules are
setup with SLA enabled. These reports are found under the Reporting tab and are very
useful in identifying what exactly is happening across each of the WAN links and
whether each service provider is maintaining their required service level agreements.
The graphical report includes both packet loss and RTT information. The higher the

round trip time, the worst that particular path is for routing critical network traffic.
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Additional metrics are also collected over time, including jitter information which is
helpful when using real-time applications like VolP and multimedia applications. When
the status is green the metrics are within the set parameters.

. - Packet i
Time Avg Min Max Loss Jitter Status

Curent 32584 323.91 32778 0% 1933 @

Fifteen
Minutes Age 31220 31072 31368 0% 1480 @

Dr:ggo‘” 19335 192.14 102 56 100% 0210 Q@

One D
ne Lay 190,53 190.37 190.70 100% 0.467 @)

Dr:g":ea" 192 49 19174 183.24 100% 0867 @

Route Method

The methods include “When Threshold Exceeded”, “Best Path Route”, and “Only On
Failure”. The first will only change a route when one of the metrics is exceeded, i.e. RTT
is set for 100ms and the current path exceeds that amount, the route will be changed to
the next lowest path at the time. The second will continuously change the path based
on the best performing path, i.e. the path with the lower latency and packet loss. The
third will ONLY change the path when an outage occurs of the default path set.
Example: If the WANL link is the default, then it will remain on WANL1 unless that link

fails or becomes so congested that the path is considered unusable.

NOTE: Using the first two route methods could cause session persistence issues for

some applications, it is recommended to use high parameters in both cases.



Application Redirection

This feature is typically used for force outbound traffic to a specific remote server when a
network failure occurs, or when a proxy server is being utilized. An example would be
when a customer is using an external DNS server, but when an outage occurs must use
a DNS server from the other provide as the primary DNS is not available to devices
outside of its own network. Another example would be if the EdgeXOS administrator
wanted all web traffic to be forced to an external proxy server.

MetBalancing Selection: & Application Redirection

Redirect Description: &

Redirect OnFailover: G '::}' Redirect ﬁlwa\_,rs '::}' Redirect On Failover (Te apply rediredtion rule anly in caze of wan failaver)
Redirect Address: . . . [(Metwaork Address - Must be 3 'CIDR' network address)

Protocol/Port: TCP » [Ernter the port vou wish to redirect, www = 300

[ Reset ] [ Add/Update | [ view Redirects ==

Redirection

The is to determine when redirection will occur, either all of the time as with a remote

proxy server, or only when a failover condition exists. A failover condition exists when
the primary WAN link, i.e. WANL1 fails. The next step is to enter the IP address of the

remote device to which application traffic will be forward, i.e. redirected.

Application Definition
This is where a protocol and port need to be identified. The EdgeXOS appliance
includes a special protocol by default called VolP, this is used to perform VolP proxy

redirection typically in the event of a network failover, no port is required in that case.



Advanced Vector-Mappings

This section provides a step-by-step overview of the Vector Map feature. With Vector
Map rules amy internal address can be forced to send traffic out either of the WAN inter-
faces.

Vector Map is recornmended for any systems accepting inbound traffic whenever WAN
load balancing is being used.

MOTE: Mever create two Vector Maps with the same "Map Address”,
as this would cause random routing outages.

MetBalancing Selection: | Wector Mappings w |

Device Name: | |

| | . | | . | | . | | - | | [Forward Address or Range - Available via the LAM interface)

Map Address:

Cptional - | | R, |'“ Select--- V| [Emter a source port or port range xix, if any)

Map Interface:
Apply Order:

[ Reset ] [ Add [ Update ] [ View Services == ]

The procedure for creating a Vector Map rule is fairly simple.
Here is a list of the information required:

«  Whatis the IP address of the internal server?
irmust be reachable via the LAN interface or via a static route)

+  Which interface will be used to forwarded this internal server traffic in a load balanced
configuration?

NOTE: Load balancing is referred to here not as server load balanc-
ing, but WAN load balancing, when multiple WAN interfaces are set to
ACTIVE.

The following two examples demonstrate the required configuration when both WAN
interfaces will be forwarding traffic to the inbound server(s).

In this case, both WAN interfaces require a Vector Map, one for WAN1 and another for

WANz. For maore infermation on this type of configuration, refer to the HowToGuides.

These examples assume there Is a server on the LAN network which has been dual
addressed, see Overview Advanced MAT (above) for more. The primary addrass is
192168168100, and secondary address assigned to the server is 1921681801,

It is further assurmed that a One-To-One or One-To-Many NAT rule has been created for

WANT and WAN2 pointing to 192168168100 and 192168168101 respectivaly.



Enter the WAN1 configuration information.

| Vector Mappings |
web
|192 .IlEE .|lEE .|l 0o | (Forward Address or Aange - Avallable via the LAN Interface)

Opdonal - (B0 [Eriler & Source pofl or DOl range x:x, IT any)

WaNL -

Reset | Add [ Update I View Services =>

Enter the WAN2 configuration information.

| Vector Mappings =|
jwen2
IJH'E .|1|53 |IEB .|ll}1 | (Forward Address or Range - Avallable via the LAM interface)

Optienal - | (EnLer a Sowrss porl OF porl ramge <:x, iF any)

| WANZ |

Reset | Add / Update | View Services == I

The process for actually creating a Vector Map rule is as follows:

1 Enter the name for this rule.
z Enter the internal servers IP address for this rule.
3 Enter the WAN interface where this traffic will be directed.

Once added the following screen will appear showing the rule that was added.

Saeloct Davice Nama Address Intartace Map Part Map
RDE 10.50.90.2 WK ALL
ValP 10.20.120 WK ALL

Frorm this screen the Vector Map rules can be modified or deleted.



VirtualNAT (aka Virtual Server)

This section provides a step-by-step overview of the VirtualNAT feature, generally referred
to as a virtual server. XRoads Networks uses the term VirtualNAT over virtual server,
because the term virtual server is misleading in that at no time is the Edge device actually
performing an server functions.

In reality, VirtualMAT is basically accepting connections for an internal server and passing
those connections directly to the internal server without any modifications. Many would
define this type of functionality as an application proxy. Again, VirtualNAT is used to avoid
confusion with web proxy systems which cache responses, something that VirtualNAT
does not perform.

| VirtualNAT =

| Web Server (HTTP/HTTPS) =

Create Server Service | [Create & e Wirtual NAT Servoe)

I . | I | (Internal Server Address)

I 5 | I ' | [Extermal Server Address fior W AN}

I 5 | I s | [Extermal Server Address for W AR

| A A | {FOPwarec Acdress - Must b avallable via an Edge Inerama]

Reset | Add / Update | View VirtualMAT Rules >>

MOTE: Currently ¥irtualMAT is capable of forwarding / load balancing
seven applications. In the near future this function will allow for the
creation of custom TOP applications for forwarding /load balancing.

VirtualMAT is far easier to use than creating One-To-Many or other Advanced NAT options
because it only requires one step for either redundancy or load balancing and no Vector
Maps are requirad.

VirtualMAT is the recommended method to set up inbound MNAT rules for servers.

VirtualMAT drawbacks include: 1) a limited set of applications, 2) TCP only, 3) any logging
by internal servers will see all connections coming from the Edge device.

Create A VirtualNAT Rule

The following is an example VirtualMAT rule configuration between two WAN connections
and an internal web servers. The following diagram provides the IP addressing informa-
tion.
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This example shows how connections from either WAN1 or WAN2 are forwarded
to the internal 192168368100 server. Using this method, EdgeDNS entries can be

made to create simple inbound load balancing for this server across the two WAN
connections.

) Raguast

This configuration also provide complete server redundancy since the EdgeDNS
module will only provide address information for UP and ACTIVE WAN Interfaces.
Should one of the WAN interface fall, the EdgeDNS module will no longer provide
that address to external clients.

| Virtual AT =l

fwebl

| Web Server (HTTP/HTTPS)  ~|

Create Server Service | (Creane & Mew Virual NAT Service)

162 .|168 .|168 .|100 (ruemal server nderess)

|24 .|45 .|65 .I?E [Exmarnal Server Acdress Tor WANL)

|E15 .[T& .|45 .Il:! (Exrernal Server Abdrecs Tor WANI)

| I | I ([Forward Acdress - Must be avallable via an Bdge Inferfang]

Hesat | Add | Update | View VirtualNAT Rules > |




The procedure for creating a VirtualNAT rule is fairly simple.
Here is a list of the information required:

+  What Is the IP address of the internal server? (must be reachable via the LAN Inter-

face or via a static route)

+ What are the WAN addresses that will be forwarded to this internal server?

(should not be the same as the WAN Interface addresses)

WAN addresses that are entered into the VirtualMAT configuration will be automat-
ically added to the WAN interface addressing as secondary addresses.

1 Enter the name for this rule and select the appropriate service/application from
the drop-down menu.

If a service is required that is not defined, define It using the “Create Server Service”
button. Only TCP based services can be defined.

[ virtualNAT =

<< VirtualMAT

[ [Server Service Nama)

| (Gefine Port / TCP Oniy)

Add Server Service I View Server Services =» |

2 Enter the internal and/or LAN address for the server
3 Enter each of the WAN addresses that will be forwarded to this server

Once added the following screen will appear showing the rule that was added.

From this screen the VirtualMAT rules can be modified or deleted.

Select Server Name Server Address Service Type WAN1 Addr WAMNZ Addr WANZ Addr
" web 192.103.903.100 IH;“;:;“:E' | 2445 05.78 85.73.45.42

To add additional VirtualNAT rules, click the << Add VirtualNAT Rule button.



Overview Of Advanced NAT

The ADVANCED section of the NetBalancing menu provides a great deal of con-
figurability. The downside to this additional configurability Is that the ADVANCED

section can be fairly complex to configure.

In most cases, configuring One-To-Many or One-To-One NAT requires the addi-
tional configuration of a Vector Map rule to ensure bi-directional session establish-
ment

Without a Vector Map rule, inbound connections could be inadvertently routed
out a different WAN interface then the one they came in on. In most cases, when
this happens the connection will fall and remote access to internal servers will not
work properly.

Vector Mappings ensure proper routing of server connections. Vector Mappings
are ONLY required for inbound “server” based connections.

The following are examples of different NetBalancing configurations:

Edae Appliance
Interface Configuration
LAN: aaa.aaaaaa 2

Example: Bridge Mode
w/Load Balancing

255.255,255.240
Bridge WAN1: aaa.aaa aaa.3 WAN1 is set to proxy mode with the
Edge Appliance Rules 255.255.255.240 Edge appliance assigned a

GW aaa.asa.Eaa.1 management IP address.

MNAT'd WANZ: bbb bbb bbb 2
255 255 255 240
GW bbb.bbb.bhb.1

One-To-One NAT

Mone Required In Bridge Mode
Vector Map

aaa.aaa.aaad > WAN1

P Address

EEERELRCEER |SP A

255.255.255.240

Web Server
A HHH KK, 2
255.255.255.0

WAMNZ Mat'd Web Server IP: aaa.aaa.aaa.5

LAN Address Range
BTN — NNH00000C 254
Default gateway:

R0 0. 1

Firewall Configuration
Untrusted: aaa aaa.aaa.2
GW: aaa.aaaaaa
Treal WANT Mat'd Web Server IP: aaa.aaa.azad

Trusted: xxx xxx xxd. 1

Edge Appliance Rules
One-To-One NAT
External: bbb.bbb bbb.3

Internal: aaa.aaa aaa.b
Vector Map
aaa.aaa.aaa.s > WANZ

IF Address
bbb.bbb bbb.1
255 255255240 ISP B




In this example WAN1 Is configured In pass-through proxy mode, and WANz is
NATd. Since WAN1 Is essentially bridging the WAN traffic, no NAT Is required for
WAN1 addresses they work by default. However WANz traffic is NAT'd and thus any
server traffic through WANz2 will also need specific NAT rules.

In this case the two WAN connections are also setup to be load balanced, thus
both connections will be used at the same time. In general, seeing as this is a web
and email server VirtualNAT would be used. However the administrator for this
network has determined that they must have logging that reflects the actual end-
users IP address, thus VirtualNAT will not worlk.

The configuration process for is as follows:

1 Add a secondary IP address to the web / emall server. This secondary address will
be used by the WAN2 NAT rules to ensure the server traffic Is routed appropriately.

2 Create a One-To-One rule {two One-To-Many rules would also work using ports 8o]
pointing bbb.bbb.bbb.3 = aaa.aaa.aaas which is the new secondary IP address on
the web server that was added in Step 1.

Create a Vector Map directing any traffic from aaa.aaa.aaa.4 to WAN1 and aaa.aaa.
aaas to WANz.

3 The bbb.bbb.bbba IP address is automatically added to the WAN2 interface when
the One-To-One rule is created.

Edge Appliance

Interface Configuration

LAN: yyy yyy.yyy.1 or xocxxx.xxx. 1 (wio firewall)
265.255.255.240

Example: NAT Mode w/
Load Balancing
Both WAN1 and WAN2 are in NAT

mode so VirtuaINAT rules can be
used in this case.

NAT'd WAN1: aaa.aaa.aaa.2
Edge Appliance Rules 255.255.255.240
VirtualNAT GW aaa.aaa.aaa.l

aaa.aaa.aaa.3 > yyy.yyy.yyy.3 NAT'd WAN2: bbb.bbb.bbb.2
or 255.255.255.240
aaa.aaa.aaa.d > xxx.xxx.xxx.2 (wio firewall) GW bbb, bbb.bbb. 1

IP Address
aaa.aaa.aaa.l

255.255.255.240
Firewall Configuration (optional) ’
Untrusted: yyy.yyy.yyy.2 WAN2

GW: yyy.yyy.yyy.1 L
WAN1 Nat'd Web Server IP: yyy.yyy.yyy.3 \

Web Server
X0 XXX XX 2 |
255.255.255.0

Trusted: xxx.xx.xxx.1 IP Address
LAN Address Range bbb.bbb.bbb.1
X XXKXNK. 2~ XXX XXX XHX. 254 255.255.255.240

Default gateway:
HRXXXX XXX T

Edge Appliance Rules

VirtualNAT

bbb.bbb.bbb.3 > aaa.aaa aaa 4

or

bbb.bbb.bbb.3 > xxx.xxx.xxx.2 (w/o firewall)




In this case the two WAN connections are also setup to be load balanced, thus

both connections will be used at the same time. In general, seeing as both WAN

links are setup in NAT mode, VirtualNAT is the best method to use for configuring

inbound services.

VirtualNAT sets up a virtual server which proxies the TCP connections to the

internal web server. From the web servers’ point of view, all connections appear to

come from the Edge appliance.

Web Server
XXX XEX XXX, 2
255.255.255.0

The configuration process for is as follows:

Setup the WAN1 and WANz interfaces. Assign the LAN IP address and test connec-
tivity to the internal firewall and/or server address.

Create a VirtualNAT rule to the internal server address, either via the NATd firewall

IP address or the servers LAN address If no firewall is present.

Bind the address to an external secondary WAN address for WAN1 and WANz
({these addresses will be added to the WAN interfaces automatically).

Mo Vector Maps are required for this configuration as the VirtualNAT handles all

inbound and outbound connections.

Edge Appliance Rules
One-To-Many

WANT > xxx,xxx.xxx.2 port 80
Vector Map

No map required

Edge Appliance

Interface Configuration

LAN: 00 xxx.xxx, 1
255.255.255.240

NAT'd WAN1: aaa.aaa.aaa.2
256.255.255.240

GW aaa.aaa.aaa.l

NAT'd WAN2: bbb bbb.bbb.2
255.255.255.240

GW bbb.bbb.bbb. 1

WAN2 BACKUP Mode

I— WAN1

Example: NAT Mode w/
WAN Failover
Both WAN1 and WAN2 are in NAT

mode but WAN2 is in backup mode,
One-To-Many NAT will be used.

Vector Map
No map required

LAN Address Range

OO XXX XXX 2 — XXK XXX XXX 254
Default gateway:

XXX XXX XXX. 1

aaa.aaa.aaal
255.255.255.240
Edge Appliance Rules I 2
One-To-Many WAN2
WANZ > xxx.xxx.xxx.2 port 80 e

IP Address

IP Address
bbb,bbb.bbb.1
255.255.255.240




In this example WAN1 Is configured in pass-through proxy mode, and WANz is
MNAT'd. Since WAN Is essentially bridging the WAN traffic, no NAT s required for
WAN1 addresses they work by default. However WANz traffic is NAT'd and thus any
server traffic through WANz will also need specific NAT rules.

In this case the second WAN connection is setup for failover, thus only the primary
connection will be used under normal conditions.

If the Edge appliances VPN maodule is used in this case, it can be configured to
automatically failover from the primary WAN interface to the secondary without

any rmanual re-configuration.

The configuration process for is as follows:

1 Setup the WAN1 and WANz addressing. The WAN1 addressing will automatically

apply to the LAN since we are using proxy mode.

2 Create a One-To-Many rule pointing WAN2 = xeoccowon.z port 8o which will for-

ward traffic destine to the WANz interface to the internal server if a fallover occurs.

3 Create any firewall rules within the Edge appliance for security (see the EdgeWALL

HowToGuide for more information).

Advanced One-To-One

This section provides a step-by-step overview of the One-To-One NAT feature. With One-
To-One NAT rules any external WAN address can be mapped to an internal LAM address.

ALL ports are mapped s there is no need to specify port information.

One-To-One is recommended whenever a large number of ports need to be NAT'D.

MOTE: When a One-To-One MAT rule is created, it automatically adds
the WAN address tothe external WAN interface as a secondary address
to that WAN interface.

OneTo-One MAT also provides the ability to load balance traffic across multiple servers,

Exarnple: To balance web traffic across multiple internal web servers, specify each server
address separated by a comma, this will evenly distribute web traffic across these servers.
The Edge device does not perform any specialized tracking so it may not work with some

applications.



One-To-One NAT “
(Must be different from One-To-Many)

D [Chack thiz to forced source NATIRg when the selectad interface is in BACKUP mode)

|:| (Check this to autorn atically create a reverse Vedchor Map)
[Muszk be available via the WAN port selecded below)

WAMNT »

(Forward Address{es) Must be available via the LAN interface)

[Server load balancing can be accomplished by entering the following =, s, o, pyy -x s, s K222 )

1 |

The procedure for creating a One-To-One NAT rule is fairly simple.
Here is a list of the information required:

+ Whatis the IP address of the internal server?

irmust be reachable via the LAN interface or via a static route)

- Whatis the WAN addressies) that will be forwarded to this internal server? (should not be
the same as the WAN interface addresses or you will disable remote access management)

= Should this NAT rule have forced source addressing? (Source addressing is not enabled
when the link is INACTIVE or in BACKUP mode)

= What order will this rule be applied. The apply order determines when a rule will be ap-

plied when multiple rules exist for the same IP address across multiple WAN links.

APPLY ORDER: When using the same LAN (server) address across multiple WAM links, only
one WAN link can be used at a time with the same LAN address. However you may want
to hawve failover for this address from one WAN link to the other. Thisis handled by setting
an Apply rule, which determine the priarity for this rule when multiple similar rules exist.



| One-To-One MAT =

|'|'|'Eb (Must be different from Cne-To-Many]

r [Check this 0o Toroed fource PATIng when the selected interface (S in BACKUR mode)

|E4 |45 . ||55 |?E { Must be awal lable via the WAN port selected below)

WANL =]

|].92.163.155.].ﬂﬂ (Farward Address{es) Must be ovollable via the LAN intorface)

[Server load balancing can b= acomplished by e=ntering the following s o o, yyy- oo de. 1. 7]

Reset | Add [ Update | Yiew Services »»

The process for actually creating a One-To-One NAT rule is as follows:
1 Enter the name for this rule.
2 Checkthe *force source” button to force source addressing.

MOTE: Source addrassing ensuras that the addrass that is NAT'd
inbound is also used for outbound sessions.

3 Enter the external address and specify the matching WAN interface.
4 Enter the LAN address(es) that will be used for forwarding.
5 Select the appropritate Apply number, use 1" if this is the only rule.

MOTE: Specifying multiple addresses will force the sessions to be bal-
anced across the IP addresses provided.

Once added the following screen will appear showing the rule that was added.

Salect Sorviee Nama Intarface Extarnal Addr Int@rnal Addr Source MAT
r WalP AN 4653858 1020929 in
r wib WANZ 24 AB.B5.TR 162 4GB .1GR.100 Oof

From this screen the One-To-Cne rules can be modified or deleted.



Advanced One-To-Many

This section provides a step-by-step overview of the One-To-Many MAT feature,
With One-To-Many MAT rules any external WAN address and port can be mapped to an
internal LAM address and port.

One-To-Many is recommended whenever a small number ports needs to be NATd.

One-To-Many NAT also provides the ability to specify an address other than the WAN
interface address. Additionally, the external port can be different than the forwarded.
Example: To forward port 8o to an internal port Sosg, specify the WAN interface, the
secondary WAN address, and port 8o, 5et the forwarding port to soas,

MOTE: When an optional external address is specified, the One-To-
Many NAT rule automatically adds the external address as a secondary
address tothe WAN interface specified.

| Dne-To-Many NAT |

| (Must be dfferent from One-Te-One)

WANL =

OF

[Seks an [nerfae from 0w drop down OF 252ign a sacondary esternal addresc)

Optonal - (Only w=e IF different from the forwarding porth
(Enter a port num ber o range - Example: web = BD or B0:82)

TCP =

| | I | {Musr he Aavailable via tha | AN Interfans)

Reset I Add [ Update | View Services = |

The procedure for creating a One-To-Many NAT rule is fairly simple.
Here is a list of the information required:

What is the IP address of the internal server?! (must be reachable via the LAN interface

or via a static route)

What is the port that will be forwarded to this internal server?



| One-To-Many NAT j

|web [Must be different from One-To-One)

waN1 |

oR

S B
[Select an Interface Trom the CroD COowWn ©F assign a secomndary extarnal aciress)
Optional - (Only use T different Trorm the fomwanding part)
80 [Enter a part number or range - Example: web = B0 or B0: B8)
TCR |

192 .[168 .[168 _[LO0 (Must be avallabie via the LAN Interface)

Reset | Add ! Update | View Services == I

The process for actually creating a One-To-Many MAT rule is as follows:
1 Enter the name for this rule.
2 Select the protocol type TCEUDFE, PPTE L2TR.

MOTE: PPTP requiras two MAT rules, one for protocol PPTP (leave port
blank) and another for TCP port 17z23.

3 Enter the WAN interface OR add the optional external IP address and port.

4 Enterthe destination port on the internal server.

5 Enter the internal servers IP address.

Once added the following screen will appear showing the rule that was added.

Select Service Name  Interface Pretocol Dst Port|s) Address EXt Address Fwd Part
r ROP WAKA TP 45309 10.50.10 2 ViAM A Siarmm
iﬁ woh WAL TP Bl 192168162100 VoM Add Sama

Frorm this screen the One-To-Many rules can be modified or deleted.



Server Load Balancing

This feature is typically used for force outbound traffic to a specific remote server when a
network failure occurs, or when a proxy server is being utilized. An example would be
when a customer is using an external DNS server, but when an outage occurs must use
a DNS server from the other provide as the primary DNS is not available to devices
outside of its own network. Another example would be if the EdgeXOS administrator
wanted all web traffic to be forced to an external proxy server.

NetBalancing Selection: ® |SewerElaIancing v|

Server Group: ® | | [Erter the narne of this server grouping)

| | [Emter the TCP port to be shared by this group]

| | [IP Address - Serverl)

| | [IP Addreszs - Serverz)

| | [IP Addreszs - Serverd)

| | [IP Address - Serverd)

Group Information: ® | | [IP Address - Servers)

Application Balancing

The is to determine when redirection will occur, either all of the time as with a remote

proxy server, or only when a failover condition exists. A failover condition exists when
the primary WAN link, i.e. WANL1 fails. The next step is to enter the IP address of the

remote device to which application traffic will be forward, i.e. redirected.

Inbound Connections

The is to determine when redirection will occur, either all of the time as with a remote

proxy server, or only when a failover condition exists. A failover condition exists when
the primary WAN link, i.e. WANL1 fails. The next step is to enter the IP address of the

remote device to which application traffic will be forward, i.e. redirected.



