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Edge Configuration Series 
NetBalancing Overview 
 
 
One of the core functions of the EdgeXOS appliance is its ability to utilize multiple WAN 

interfaces at the same time, commonly known as link load balancing.  The difference 

between the EdgeXOS appliance and other link load balancers is its ability to provide 

more granular and detailed control over specific sessions, including the ability to “bond” 

certain types of session traffic in order to accelerate downloads and dramatically 

improve performance 

 

 

 

NetBalancing Modules 

 

These modules provide the network administrator with complete control over their 

multiple ISP links along with the ability to determine how the additional bandwidth from 

each link is utilized. 

 

NetBalancing includes several sections, the first section deals with how overall traffic is 

handled by the appliance.  The MultiLink Vector Routing, Application Acceleration, and 

Enhanced Session Persistence are used to set global preferences.  The “Outbound”, 

“In/Out”, and “Inbound” sections provide for control over specific sessions based on 

either routing and/or application information.  This is where inbound server 

balancing/failover is configured and where preferences can be setup for routing 

applications out one link or the other.  Next is the “DNS” section which controls the 

ActiveDNS module (see our specific HowToGuide on ActiveDNS).   Finally our latest 

feature is our simple Server Load Balancing module which provides customers the 

ability to not only balance traffic between WAN links but also across multiple internal 

servers as well. 



 

 

MultiLink Vector Routing 
 

Vector Routing is the technology developed by XRoads Networks to balance traffic 

between multiple WAN interfaces.  The latest generation of this technology incorporates 

new intelligence which distributes traffic base on administrative weights while still 

ensuring proper session persistence is maintained. 

 

 

 

Balance Methods 

The default balance method is IVRA which is a proprietary algorithm which automatically 

determine which WAN link is best for which sessions.  It does this by testing each WAN 

link and automatically tunes the routing so that traffic is balanced based on the weights 

assigned to each individual interface by the EdgeXOS administrator (see Session 

Persistence below).    Additional options are also available, including Weighted (which 

only attempts to use the administrative weights and not actual session usage, Spill-Over 

(which directs more traffic over the secondary links when the primary is full), and Round 

Robin (which is similar to weighted but is performed in more of a 50/50 manner. 



 

We do not recommend changing the Default Interface or App Load Balancing 

parameters, these should only be changed if support recommends to do so. 

 

Enhanced Session Persistence 

When two or more WAN links are used for routing network traffic, session persistence is 

paramount.  Without excellent session persistence certain applications will not work, 

others will only work some of the time, and still others will stop working in the middle of a 

session.  Due to the high priority that the EdgeXOS appliance assigns to session 

persistence it may appear that at times the interfaces are not weighted as configured, 

this is most likely due to the fact that some session use more bandwidth than others, 

and while over the long term the WAN interfaces will be balanced as the administrative 

weights are configured, it may not always appear that way. 

 

Strict Control:  Should be used if certain applications are not working correctly or are 

getting cut off in the middle of sessions.  Strict Control provides a higher degree of 

session persistence but may reduce the amount of balancing that is performed.  This is 

a trade-off but it is generally better to have sessions that work with some balancing then 

sessions that do not work with equal balancing. 

 

Advanced Web Balancing 

This feature can be enabled to spread web-sessions across the WAN links more evenly.  

Seeing as web traffic is typically over 80% of an organizations traffic, balancing this 

traffic more effectively means better overall performance. 

 

 

 

 

 

 

 

 

 

 

 

 



Application Acceleration 
 

Unique to the EdgeXOS appliance is our Multi-Session Acceleration (MSA) technology.  

This technology enables the EdgeXOS appliance to significantly and dramatically speed 

up web-based session downloads.   

 

 

 

Bonded Content 

The file types are used to determine which types of content will be bonded during a web 

session.  Some customers may find that certain downloads do not work for some types 

of content.  If that is the case, then the network administrator can simply disable that 

content type and it should continue to work without any further issues.  

 

MSA DNS Resolvers 

When MSA is enabled the EdgeXOS appliance will perform DNS queries for each 

session that is initiated in order to determine the best method to download the data.  It is 

critical that the DNS servers provided are highly responsive otherwise it will slow down 

network connections.  These are the same DNS servers which are configured under the 

LAN Interface section of the appliance.  Try to enter DNS servers from two different 

service providers. 

 



Bypass 

There may be times when a certain website is just not working with MSA enabled, if that 

is the case simply enter the URL that is having an issue and it will bypass the bonding 

service without having to disable all MSA functions. 

 

Application Routing 
 

In some instances it makes sense to “offload” traffic across one WAN link over another.  

For example to send all email traffic over the slow DSL link rather than the T1 

connection.  On the EdgeXOS platform this is done using the application routing.  

 

 

 

Services 

This is a listing of services which have been predefined, the EdgeXOS administrator can 

add new services if they are not already available.  This service would be the application 

that is going to be forced across a specific WAN link.  

 

Source Address 

If a source address is specified than ONLY the address specified is affected by this rule.  

So it is possible to setup specific routing for a single device.  An example would be a 

server which should only use a specific WAN interface when making a specific outbound 

connection using the specified application.  

 

Route Method 

This is simply the WAN link that should be used when forcing the traffic out.  If the link 

that is being used fails then the rule will automatically be removed and the application 

traffic will be routed however the global balancing settings are configured 

 

 



 

 

EdgeXOS Best Path RoutingTM (BPR) 
 

One of the more advanced features of the EdgeXOS appliance is our Best Path Routing 

technology.  Use this feature to create policy-routes based on network metrics for 

specific remote networks and/or services.  The EdgeXOS BPR is an enhancement to 

standard policy-based routing techniques in that instead of simply perform standard 

network tests to determine how routing is performed, it does these tests automatically 

and intelligently in order to determine the best route when multiple routes are available, 

in addition the EdgeXOS BPR includes built-in SLA reporting. 

 

 



 

Define Network 

When setting up any routing policy, the first step is to identify the route that will be 

manipulated.  Here either a specific network/subnet or a URL can be used.  Make sure 

that the test address is associated with the route/URL provided and is pingable using 

ICMP.  If the test node is not pingable the metrics will not work correctly. 

 

Parameters 

These are the metrics used to determine the status of a particular remote network and if 

the status meets preconditions needed to change how those remote networks are 

routed.  The defaults are typically fine, the higher the metrics the less sensitive the 

testing, the lower the more sensitive.  To reduce routing changes and threshold alerts 

increase the metrics. 

 

SLA Reporting 

These are graphical reports produced by the EdgeXOS appliance when BPR rules are 

setup with SLA enabled.  These reports are found under the Reporting tab and are very 

useful in identifying what exactly is happening across each of the WAN links and 

whether each service provider is maintaining their required service level agreements.   

The graphical report includes both packet loss and RTT information.   The higher the 

round trip time, the worst that particular path is for routing critical network traffic. 

 

 

 

 



Additional metrics are also collected over time, including jitter information which is 

helpful when using real-time applications like VoIP and multimedia applications.  When 

the status is green the metrics are within the set parameters. 

 

 

 

Route Method 

The methods include “When Threshold Exceeded”, “Best Path Route”, and “Only On 

Failure”.  The first will only change a route when one of the metrics is exceeded, i.e. RTT 

is set for 100ms and the current path exceeds that amount, the route will be changed to 

the next lowest path at the time.  The second will continuously change the path based 

on the best performing path, i.e. the path with the lower latency and packet loss.  The 

third will ONLY change the path when an outage occurs of the default path set.  

Example: If the WAN1 link is the default, then it will remain on WAN1 unless that link 

fails or becomes so congested that the path is considered unusable. 

 

NOTE: Using the first two route methods could cause session persistence issues for 

some applications, it is recommended to use high parameters in both cases. 

 

 

 

 

 

 

 

 

 

 

 



 

 

Application Redirection 
 

This feature is typically used for force outbound traffic to a specific remote server when a 

network failure occurs, or when a proxy server is being utilized.  An example would be 

when a customer is using an external DNS server, but when an outage occurs must use 

a DNS server from the other provide as the primary DNS is not available to devices 

outside of its own network.  Another example would be if the EdgeXOS administrator 

wanted all web traffic to be forced to an external proxy server.  

 

 

 

Redirection 

The is to determine when redirection will occur, either all of the time as with a remote 

proxy server, or only when a failover condition exists.  A failover condition exists when 

the primary WAN link, i.e. WAN1 fails.  The next step is to enter the IP address of the 

remote device to which application traffic will be forward, i.e. redirected. 

 

Application Definition 

This is where a protocol and port need to be identified.  The EdgeXOS appliance 

includes a special protocol by default called VoIP, this is used to perform VoIP proxy 

redirection typically in the event of a network failover, no port is required in that case. 

 

 

 

 

 

 



 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

Server Load Balancing 
 

This feature is typically used for force outbound traffic to a specific remote server when a 

network failure occurs, or when a proxy server is being utilized.  An example would be 

when a customer is using an external DNS server, but when an outage occurs must use 

a DNS server from the other provide as the primary DNS is not available to devices 

outside of its own network.  Another example would be if the EdgeXOS administrator 

wanted all web traffic to be forced to an external proxy server.  

 

 

 

Application Balancing 

The is to determine when redirection will occur, either all of the time as with a remote 

proxy server, or only when a failover condition exists.  A failover condition exists when 

the primary WAN link, i.e. WAN1 fails.  The next step is to enter the IP address of the 

remote device to which application traffic will be forward, i.e. redirected. 

 

Inbound Connections 

The is to determine when redirection will occur, either all of the time as with a remote 

proxy server, or only when a failover condition exists.  A failover condition exists when 

the primary WAN link, i.e. WAN1 fails.  The next step is to enter the IP address of the 

remote device to which application traffic will be forward, i.e. redirected.  


