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Policy-Based Shaping: Example

This document provides an example as to how to control bandwidth resources using
policy-based shaping. Policy-based shaping is a process by which the network
administrator determines which application are most important and then divides
bandwidth in a way which guarantees that end-users are able to access ‘x" amount of
the bandwidth during periods of high usage.

Understanding How Shaping Works: Typically we have a scenario like the one
below, where P2P and other applications are taking most of the bandwidth (blue), while
web usage (green), VPN (red), and VoIP (orange) use the rest of the bandwidth.

The goal is to minimize other application usage and specifically allow applications like
web, VPN, and VoIP to use most of the bandwidth, but still provide for fair queuing for
all of the allowed traffic as bandwidth is available.

This is where creating policy-based shaping policies can provide some assistance.

Steps To Setup: The following steps outline the process for creating a default throttle
rule and then specific rules which provide bandwidth guarantees for different
applications.

Step 1) Go to the Policy-Based Shaping menu under the Shaping tab.

Step 2) Create a default Bandwidth group called DEFAULT and set the minimum and
maximum throughput to 100Kbps with priority 12.

DEFALLT

[Erter & narne for this traffic shaping group)

100

[Erter the maxirmur amount of bandwidth [in kbpz] allowed per interface for this group]
100 (Emter the minirmum armount of bandwidth [in Kbps] allowed per interface for this group)

Friority 12w [Enter the priority level in relation to other groups)

Single % | (How is thiz bandwidth to be sllocated ko policies)



Step 3) Next create a Policy that states all traffic on the LAN (example: 10.10.10.0/24)
should be shaped to the DEFAULT group.

DEFAULT » [ Bandwidth Groups ] [Select an sxisting, or create a new bandwidth graup)

A_Default (Palicy Marne)

-~ Mone Selected - % | [select 2 user from Tools->EndUser Managernent)

R
http:ff [Enter a web site or URL address]
R

10 . 10 . 10 . 0 [Enter an addresz or a range of addreszesz)

OFR select "aMY! fram Metwork Maszk to specify any host address

2552552550 ¥ | (Metwork Maszk)

Destination » (Define a Source or Destination for the address/network)

Source ¥ | [(Define the Source or Destination for the port)

(when checked both an inbound and outbound rule will be created for non-range entries)

Mo Change 4 (DiffSery DSCP/TeoS 802, 1p packet rarking for this shaping policy)

Now the question is, won't this slow down all traffic to 100Kbps. The answer is yes,
however we will next create additional policies which will allow for greater speeds.
Policies are applied in a last to match order.

Step 4) Create another Bandwidth Group called WEB and set the minimum and
maximum to 500Kbps with a priority 3.

WWEB [Ermter a narne for this traffic shaping group)
1000 [Enter the maximum amount of bandwidth [in Kbps] allowed per interface for this group)
1000

[Enter the rminirnurn amount of bandwidth [in Kbps] allowed per interface for this group)
Priority 3 ¥ | [Enter the pricrity level in relation to other groups)

Shared [How is thiz bandwidth to be allocated to policies)

Step 5) Next create a Policy that states all traffic on the LAN (example: 10.10.10.0/24)
with a destination port of 80, should be assigned to the WEB group.



YWEB hd Bandwidih Groups ] [Select an existing, or create a new bandwidth group)

Z_\WWeh [Palicy Mame)

--- Mone Selected --- (Selact a user frorn Toolz-*EndUsar Managernent)

OR
http sy [Enter 2 web site or URL address)
R
gt . 1n . 10 . a - [Emter an address ar a range of addreszses)

OR selec "ANY' frorm Metwork Mask to specify any host address
25525563550 ¥ (Metwork Mazk)

Destination [Define a Source or Destination for the address/network)

WebHTTP-—--=80 TCP. v News Senvice

Destination % |  [Define the Source or Destination for the port)
[Wwhen checked both an inbound and outbound rule will be created for non-range entries)

Mo Change ™ [DiffSery DSCR/ToS 802.1p packet marking for this shaping palicy)

Step 6) Then create matching Policies as with the WEB group.

Step 7) Once done Apply the shaping rules and test.

[ Aoply Policies ]

Note: During testing you should find that all other traffic is now slowed and web, VPN,
and VoIP traffic have much more bandwidth. Since each group has the same priority,
they will all share bandwidth when the other groups are not using it.



