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How To Easily Setup Site2Site Clients

This document provides an overview of how you can easily setup our Site2Site client on
any MS Windows-based system. The client is designed to be deployed on remote
workstations, laptops, or home office systems which need secure remote access.

Overview: The Site2Site clients allow remote workers to easily access corporate
resources by setting up a secure encrypted tunnel back to the central office EdgeXOS
appliance. Our Site2Site tunnels utilize SSL-based tunneling technology, but do not
require a browser or any browser based services. Our tunnels provide full Layer-3
connectivity with 3DES encryption built-in.
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Authentication is based on certificates and a username / password authentication
system. If either is missing the remote user will not be granted access.

Additional restrictions on remote users can be applied by using firewall rules.



Downloading the Client: In order to download the client, go to the NAS Firewall tab
select the Site2Site Client Termination menu. From here you will see a link which goes
to the client download site. Click on the link, fill out the registration form and get ready
to install the client.

Setting Up The Server Side: To setup the server side, the first step is to enable the
Site2Site client termination and enter the virtual tunnel IP address range. This can be
done under the NAC Firewall tab Site2Site Client Termination menu. The virtual tunnel
IPs are used to connect the clients to the EdgeXOS appliance.

NOTE: The Site2Site Client Network addresses can NOT be the same as your LAN
addresses. These addresses could be a private address range (i.e. 192, 10, or 172
space), or any range which is not currently being used. Again, these addresses should
NOT be within any ranges that are use within your existing network.

The following is an example of how to setup simple remote Site2Site client access:

® Enabled O Disabled (Enables SitezSite Client Termination)
() Enabled & Disabled (Diredt Client-to-Client Cormmunications)
(0 Enabled & Disabled (Force Default Gateway)

200 _|200 _|200 .0 SitezSite Client Metwork (Examples: 192,165.1.0 or 10.10,0.0]
1104 Server Port [Default KRLogin Port 1104

If you want the clients to be able to communicate directly with one another, enable the
Direct Client-to-Client Communications.

If you want to force ALL remote user traffic, including any Internet-based traffic through
the tunnel, enable the Force Default Gateway option. You may also need to do this if
you have multiple LAN networks to which the user must connect.

Finally, if you wish to use a different default port then enter that port number instead of
the default 1104 port (XRL).

Once the Stie2Site Client Termination menu has been configured it is now time setup
the remote users. This is done under the User/Device Management menu (now found
under the NAS Firewall tab, was previously under the Shaping tab).

To add a new user simply click the Add User/Device button and enter the required
information. The user will be assigned a dynamic address from the client network pool
so do not assign an IP address here.



Required Information:

1) Name for this user/device.
2) Authentication Password
3) Confirmation of Authentication Password

Once the users have been added, make sure that there are no firewalls which may block
inbound access to the clients. By default the an allow rule is created when the Site2Site
client termination is enabled, however this rule can be overrided by other rules created
by the network administrator, so check your rules carefully if you have problems.

Setting Up The Client Side: To setup the client side, the first step is to install the
small Site2Site client application. This client application is used to improve the
authentication process and provide full Layer-3 connectivity.

To install the client simple double-click on the executable which was downloaded and
follow the instructions. During the installation you will be asked to approve the
installation of a new network driver.

& Setup - Site2Site VPN Client E|§|g|

Welcome to the Site2Site VPN
Client Setup Wizard

. ]
Sltezsrte This will install Site25ite WPH Client v2.1 on pour computer.

It iz recommended that you close all other applications befare
continuing.

Click Mest to continue, or Cancel o exit Setup.

!-'.

Mext > l[ Cancel

Click Next



#% Setup - Site2Site VPN Client

License Agreement F—
Flease read the following impartant infarmation before continuing. Site?Site-
Fleaze read the following Licenze Agreement. v'ou must accept the terms of this
agreement before continuing with the installation.

Site2Site [Th] Chent - An S5L-bazed ¥PMH dasmon -
Copyright [C] 2007 #Foads Metworkz, Inc. <infol@Rroadsnetwork s come
Thiz digtribution containg multiple components of different authors, Some of the
components fall under different licenzes. By ugsing the Site2Site Clent or any of the
bundled compaonents enumerated below, you agree to be bound by the conditions
of the licenze for each respective compaonent,
“Site2Site'" is a trademark. of #Roads Metwarksz, [ne.
L
(%) | accept the agreement
()| do not accept the agreement
[ ¢ Back ” P et > l [ Cancel

Accept the License Agreement and click Next

# Setup - Site2Site VPN Client

Select Destination Location

Where should Site25ite VP Client be installed? Site2Site”

J Setup will inztall Site2Site WP Client inta the fallawing folder.

To continue, click Mest. If you would like to select a different folder, click Browse.

| [ Browse. ..

At least 3.5 MB of free disk space iz required.

[ ¢ Back ” Memt > ][ Cancel

Enter the folder location or accept the default and click Next




£ Setup - Site2Site VPN Client =3

Select Start Menu Folder EI——
Where should Setup place the program's shortouts? Site2Site”

Setup will create the program's shartcuts in the following Start benu folder.

To continue, click Mest, IF pou would ke to zelect a different folder, click Browse.

| [ Browse. ..

[ ¢ Back H Mext > ][ Cancel

Enter the folder to be used under the Start menu and click Next

#% Setup - Site2Site VPN Client =3

Select Additional Tasks o
Which additional tasks should be perfarmed? Site2Site"

Select the additional tazks pou would like Setup to perform while inztaling Site25ite WPH
Client, then click MNest.

Additional icong:

Create a desktop icon

[ < Back ” Mext = l[ Cancel ]

Add a desktop icon if you want to start the tunnel from the desktop, then click Next



#f Setup - Site2Site VPN Client

Ready to Install P —
Setup iz now ready to begin installing Site25ite YPH Client on your computer, Sita2Site"

Click Inztall to continue with the installation, or click Back if you want to review or
change any settings.

Deztination location;
C:AProgram FileshSite2Site

Start Menu falder:
Site?Site

[ < Back ” Inztall ][ Cancel

Then click the Install button to begin the installation process.

Hardware Installation

L] "_\ The zoftware pou are installing for this hardware:
[ ]
TAPin32 Adapter W8

has naot paszed Windows Loga besting ta werify ite campatibiliy
with YWindows =P, [Tell me why this testing iz imporkank. |

Continuing your installation of thiz software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
pazsed Windows Logo testing.

[ Continue Anpway ] [ STOPR Inztallation l

You will be promoted to install this driver, select ‘Continue Anyway’



Installing
Pleaze wait while Setup installs Site2Site WP Client on wour computer.

Firizhing inztallation. ..

Site2Site

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIlllllllllllllllllllllq

Cancel

It will finish the installation process and then prompt you to for the EdgeXOS contractors

IP address, this is the WAN address of the remote EdgeXOS appliance.

Automated Failover Option: Our Site2Site clients are one of the few VPN clients
today which provide automated failover capabilities for remote office connectivity.
Unlike many IPSec based solutions, our simple remote client requires no dual SA setup,
or other cumbersome configuration parameters. Simply enter the secondary WAN
interface of the remote EdgeXOS appliance and you are ready to go with full resiliency.

K

IP address and port of remote server 1

| i . . |11EI4 Cancel

IP address and port of remaote server 2
| . . . | 1104

Enter the WAN1 and WAN2 addresses, along with the correct port (if not the default)

and click the OK button.



# Setup - Site2Site VPN Client

Completing the Site2Site VPN
Client Setup Wizard

» .
SItEZSIteHl Setup has finizhed instaling Site2Site WP Client on your
computer. The application may be launched by selecting the
inztalled icons.

Click Finizh o exit Setup.

Launch Site?5ite

The setup is now finished and you are ready to connect.

Once the client is installed it will display a small icon within the task bar. When the
tunnel is down, it will appear as %1 when the tunnel is connected it will appear as <]

To start the tunnel simply double-click the , which will open this screen:

SileZSite Connection [client) = = @

Current State: Connecting

kon Oct 20 11:57:18 2008 Site2Site 2.1 Win32-M5YCe+ [S5L] [LZ0] built onJun 13 2002

Site2S5ite - User Authentication

Username: |
Pagsward:

Disconnect | Reconnect | Hide

Enter a username and password added to the User/Device Management menu.

If the username and password are correct you will see the following:



j‘,j client is now connected.
Assigned IP; 200, 200,200.6

If the username and password is not correct then you will be re-promoted for the
correct username and password. If the connection fails because the address or port
number for the remote EdgeXOS platform is incorrect then this can be changed by going
to the Start Menu and selecting the Site2Site Configurator option:

f@ Siezsite &dd & nesw TAP-WIN32Z virtual ethernet adapter

Delete ALL TAP-WiIN32 virtual ethernet adapters
. Sikezsite

I SiteZSite configuration file directory

I SiteZSite log file directary

&5 Uninstall Site2Site

onfigurator

NOTE TO MS VISTA USERS: You must first turn off Control Panel > User Account
Control in order to disable window folder locking.

This will ask you to re-enter the IP address and port number to be used when
connecting to the EdgeXOS platform.

Troubleshooting: Always make sure that you have the correct remote IP address
(which is pingable), and the correct port number (must match the server side). Then
check the username and password with the User Management and firewall rules. If
problems persist, try disabling the firewall altogether and/or contract support.

NOTE: If you need to remove the Site2Site client, you can simply un-install the
application by selecting the Uninstall Site2Site option via the Start menu.

@ Sitezsite Add a new TAP-WiIn32 virtual ethernet adapter

Delete ALL TAP-WIin32 virtual sthernet adapters
& Sikezsie

I3 SiteZsSite configuration file directory
I Sitezsite log file directory

& Uninstall Sike2Site

Site25ite YPN Client Uninstall

i ) SiteZSite VPN Client uninstall complete,

Some elements could not be removed, These can be removed manually,







