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PCI-DSS Security Procedures

This document provides an overview of the best practices for securing the EdgeXOS
appliance in order to meet all PCI DSS standards. Please review and implement the
recommendations below for optimal network security.
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When deploying the EdgeXOS platform as a secure gateway between the external and
internal networks, it is important to take the following steps to secure the appliance
within your network environment.

Default Passwords: Always change the default password of the appliance to
something that is at least 8 characters long and contains at least one numerical
character. Passwords should not be dictionary words and should include caps and non-
caps within the password.

Passwords can be changed under the Tools tab by selecting the Admin Access menu.

Remote Access: By default remote access to the appliance is disabled, meaning that
you are not able to gain management access to the appliance from any of the WAN
interfaces. If you wish to enable remote access for management purposes this is fine,
however we recommend that you utilize firewall rules to limit both internal and external
management to specific IP addresses.

Remote access is enabled under the NAS Firewall tab by selecting the L7 Firewall Control
menu.



Firewall Policies: By default the built-in firewall module is disabled, meaning that no
firewall rules are being applied to pass-through traffic. If you wish to enable the firewall
there are some firewall rules which are enabled by default, these include the following:

Cefault AN+ AT AT AT Crrap Inbound
Drefault LAMANAN+ AN AN AN Allow Establizhed
Default LAMAAN+ AN AN ActiveDNS Allow DNS Serices
Drefault LAMANAN+ AN AN Site2 Site Allow When Enabled
Default LaH ANY AMNY AMNY Al Cutbound

It is highly recommended that one of the first rules to be created when enabling the
firewall is one that drops all non-approved outbound connectivity, as all outbound (LAN
> WAN) connectivity is allowed by default.

With remote access enabled, the following rules would only allow remote management
from the single IP address provided, thus limiting risk:

= Remote
o N = G545 M B ANT D o
Sl EmE = AN XBemote W ACCEPT management
Lrefault AN+ AT AT A Crap Inbound

NOTE: In order to ensure the security of the appliance itself from internal probing
firewall rules should also be added to only allow management access from those internal
addresses which have approved management permissions (i.e. rules applied to the LAN
interface as well as the WAN).

The default management ports include 8088, 44380 and 2022. Each of these ports
should be secured in the manner outlined above.

Firmware Updates: Periodically check for the latest firmware updates and any
security updates issues by XRoads Networks. Subscribe to our newsletter in order to
automatically receive firmware updates notices via email. The EdgeXOS appliance is a
very stable and secure platform, but new attack methods are discovered everyday so it
is important to keep up with the latest updates.

Summary: Due to the nature of our source code and the processes that we use in
developing new capabilities the EdgeXOS platform is a highly secure and stable
platform. It has been tested by many financial and government institutions with ZERO
security penetrations. We do however remain vigilant in our attempts to discover any
new potential threat and have the ability to react quickly to any such future potential
event.

By taking the highly recommended steps outlined above to limit your security risk
network administrators can take full advantage of the security capabilities provided by
the EdgeXOS platform.



