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Edge Interface Configuration Overview

The Edge appliance is design to work in a number of various network
configurations. This flexibility allows the Edge appliance to easily fit
into most network environments without requiring any significant

changes to the existing network topology or IP addressing schemes.

Configuration Methods

When configuring the Edge appliance the first order of business is determining
how WAN1 will be configured. All secondary interfaces are either NAT'd (for sec-
ondary WAN connections) or setup as DMZ ports (which are statically routed using
the WAN ports as there default gateway).

The operation mode of the WAN1 interface is the first step in setting up the Edge
appliance. Use the examples below to determine which mode is best for your

etwork environment.

Proxy Mode (Bridging)

*This mode is used most often when the Edge appliance * Reference the Proxy Mode
. . Overview section of this manual
is being placed between the WAN1 router/modem and a for more information.

firewall, where a public subnet (must have one available IP
address) exists. This mode is the least intrusive to existing
networks.

Nate Mode ( Public <=> Private )
The mode is used most often when the Edge appliance is NAT = Network
. o . Address Translation
replacing an existing firewall or when there is only a small
number of IP addresses (sometimes only one) assigned to

the WAN1 connection.

Static Mode (Routing)

This mode is used when the customer has multiple public
networks assigned via the WAN1 link. Thus the Edge appli-
ance acts as a router between the WAN1 link and the LAN

network. Additional static routes can easily be added.

4 How To Guide - Interface Configuration



NOTE: It may take up to three
minutes for a WAN interface to
become active, so click the

Click -» To Open Remote Monitor

text link on the Home page to
monitor the interface status.

5

Three Step Process

When configuring the Edge appliance there is a three step process to actually
making interface changes. The process was designed to allow for error checking

and fallback in the event an address was entered incorrectly.

The steps are as follows:

(WA el TRV HEON  (MAC Address: 00-50-FB-B1-2D-20)

lﬁ . lﬁ . IZ_ . ll_ (Interface IP Address)

MNOTE: Click Apply, then click Commit to make interface changes, SAVE your configuration before reboot.  Commit |

Select Aninterface: @ EHWAVEierta v
LAN Interface
UL EEL O] (WAN Interface One 20)
IWAN Interface Two (Interface 1P Ac

WAN Interface Three
Static Routes
Secondary IPs
Rate Limit: (3 EREVIFAY] Taﬂing of bits per secon

Subnet Mask)

L CURELL G e L] (MAC Address: 00-90-FB-00-31-45)

“ proxy Disabled ¢ Proxy Enabled

MNOTE: Click Apply, then click Commit to make interface changes, SAVE your configuration before reboot. Commit |

MNOTE: Click Apply, then click Commit to make interface changes, SAVE your configuration before reboot. Commit |

Once the “Commit To Interfaces” button has been clicked, the Edge appliance will
make the requested changes. If the LAN/WAN address to which the web GUI is
directed to has changed, the administrator will need to change the IP address in

the browser to the new address.

Once the changes to the interfaces have been committed the Edge appliance will
return a page that displays the status of each link, along with MAC and ARP infor-
mation. All link information may not be available as the new links sometimes take

up to 30 seconds to be initialized.

Save | After all of the interfaces have been confirmed to be work-

ing properly, make sure to click the “Save” button, to save
the configuration. If the configuration is not saved, it will

not remain in memory after a reboot.
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Accessing The Web GUI

When connecting to a defaulted unit, the primary IP

address and login information are as follows:

IP Address: http://192.168.168.254:8088 or https://192.168.168.254:44380

User Name: admin

Password: passvvord NOTE: The password may be changed
via the Tools -> Web Access menu.

XRoads Network Appliance Administration

—_— -
e @ |ﬂ -.'_lj @http:ffdemo.xroad :/ Authentication Required +| Google
-

Enter username and password for "XRoads Administration” at
http:/ /demo xroadsnetworks.com

User Name:

admin

Password:

k*k**akxl

D Use Password Manager to remember this password.

( Cancel j( OK )

To connect:

Confirm that your computer is on the same IP subnet as the Edge appliance.
Open your web browser and enter the above URL into the Address field.
The screen above will be displayed.

Enter the login information.

The HOME page will be the displayed if the correct User Name and Password are given.

NOTE: It is recommended that Microsoft IE Browser 6.0 or above be
used when configuring the Edge appliance. The Opera browser can
also be used for Unix/MAC based systems.
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Components

Interface Menu

Traffic Shaping is a highly configurable feature that enables Edge administrators to
completely control their network bandwidth. Traffic Shaping provides the ability to

prioritize traffic, rate-limit users, and set QoS flags on outgoing packets.

Prioritizing traffic is basically the ability to determine which service and/or user
gets access to bandwidth first. Those services and/or users with a high priority
receive preferential treatment for allocated bandwidth within the each interface

queue.

XRoaids Networks

Interfaces Shaping NetBalancing Firewall Site25ite Tools Reporting

EdgeXL Traffic Manager

EdgeXL-20SXVF
XOS Version 3.4.1

This is the XRoads interface control panel, from here you can make changes to the XRoads LAN and WAN interface IP
addresses, subnet masks, and gateways. You can also configure the LAN DHCP server parameters, as well as set
preferences for WAN load balancing (if that option is available).

E Accessing Help Pages

7

The help button, located next to each field provides field specific assistance. If
there is a specific question relating to the functionality of a field, click this button

for more information.

Online Assistance

Additional help is available 24/7 online via our support website http://www.
myxroads.com. Via this website our customers can access the Knowledge Base,
additional documentation, and online chat assistance (during normal support

hours).

Additional Manuals & Documentation

XRoads Networks has developed a number of HowToGuides designed to provide
our customers with detailed information on how to configure their Edge applanc-
es. Additional step-by-step example guides are also available. To access this

documentation, visit our online support site.
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Select An Iinterface:

LAN Configuration:

Rate Limit:

External DNS Resolvers:

DHCP Server:

8

LAN Configuration

When configuring the LAN interface, keep in mind that any changes to this inter-
face may result in losing access to the interface until your computers IP address is

changed and the browser is directed to the newly changed address.

[ LAN Interface |

(MAC Address: 00-90-FB-81-2D-20)

IE . lﬁ . |2_ . ll_ (Interface IP Address)

255.255.255.0 | (LAN Subnet Mask)

|

|10000 (kbit = thousands of bits per second, example: 1Mbps = 1000)

165 I 1148 I (WAN One ISP DNS Server)

50 [(WAN Two ISP DNS Server)

[:¥]
(=)
L%
w
.hl
ml

IE lﬁ ll_ ll_(Flrst DHCP Address)  MAC Bindings |
IE lﬁ ll_ lT(Last DHCP Address)

192 . |168 .|168 |25 (External DNS Resolver)
« Deny & Allow (Unknown Clients)
|8540 (Lease Time - Seconds)

Reset I Apply |

MOTE: Click Apply, then click Commit to make interface changes, SAVE your configuration before reboot.  Commit |

NOTE: The LAN interface does not need to be configured if WAN1 will
be set to Proxy Mode. See the Proxy Mode Overview section for more
information.

NOTE: Always click the “Save” button , to save the configuration.

Configuring the LAN Address

To configure the LAN interface address, simply enter the address that will be as-
signed to this interface and select the appropriate subnet network mask. Make

sure that the correct subnet is selected or the device may become unavailable.

(UL TELLL O] (vaC Address: D0-50-FB-B1-20-20)

|192 .IlES .|2 .Il (Interface 1P Address)
| 255.255.255.0 | (LAN Subnet Mask)

NOTE: See the Correct Subnetting section for more information.
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Setting the Rate-Limit

The rate-limit function allows the administrator to cap the amount of bandwidth
used by the LAN interface. This is useful when one or more of the WAN ports are
set for DMZ mode and the DMZ networks require a fixed amount of bandwidth.
The LAN port will not be allowed to use more bandwidth then specified by this

limit.

Rate Limit: @ IlOOOO (kbit = thousands of bits per second, example: 1Mbps = 1000)

NOTE: These values are in Kbps or thousands of bits per second, for
example a T1 line operates a 1544 (Kbps), while an Ethernet connection
operates at 10000 (Kbps).

External DNS Resolvers

Enter two external DNS server IP addresses. Preferably, these addresses should the
primary DNS servers provided to you from your WAN1 and WAN2 (if any) service
providers. These DNS Resolvers are used to resolve all Edge appliance DNS queries,
including information for the WAN link testing, so it is important to enter the cor-

rect values here.

External DNS Resolvers: @

.|148 |2 (WAN One ISP DNS Server)

IE ISO (WAN Two ISP DNS Server)

ru||—-
1 =3
| o,
"l =l
-h|03|

Using the LAN DHCP Server

The Edge appliance is capable of serving dynamic addresses out to clients on the
LAN interface. To do this, simply enter the appropriate IP values (they must be
within the same subnet of the LAN interface address) and Enable the DHCP server.
The DNS Resolver should be directed to an external DNS server in order to resolve
external domains. The lease time is the amount of time the client will be allowed

to have an address before it must request a new one.

UL 7 Enable * Disable

T|T|
w0 w
SN %)
= =
Lo B I+ 0 I 3]
| o)
T|
—|,_.
(=]
(=]
":‘
5
i
o
I
(a]
o
»
z
&
7
b
&

.|1168 |25 (External ONS Resolver)
[ Deny & Allow (Unknown Clients)

|3540 (Lease Time - Seconds)
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Secondary LAN Networks

Some customers have multiple LAN networks configured, or must create another
LAN subnet so that they can configure inbound load balancing. In either case a

secondary LAN network must be configured.

LAN Interface
UL BEEO] (WAN Interface One 20)
IWAN Interface Two (Interface IP Addres:

WAN Interface Three

Static Routes Subnet Mask)

Secondary IPs
Rate Limit: (® EREVIFY] Taﬁing of bits per second, exi

Select Slash Interface
Secondary Addresses: ® « 172.16.1.254 24 LAN

Add Secondary ® l_ . l_ . I_ . l_ ! l_ (Secondary Address - Note: Do Not Use In HA Or Proy
ILAN |

<< Back | Add Secondary | Delete Secondary |

The process for creating a secondary LAN network is simple. First click the "Sec-
ondary” button on the LAN interface menu. This will bring up the Secondary

Addresses screen.

To add a secondary network to the LAN interface, simply enter the IP address that
the LAN interface will use, and the network subnet in slash notation. See the Cor-
rect Subnetting section for more information on how to enter the correct slash

notation.

In the example above, this will add the IP address 10.10.201 to the LAN interface
(which should make it immediately pingable from any device on the 1010.20.0/24

network.

Logically the Edge appliance now has two networks configured on the LAN interface:
192.168168.254/24

1010.201/24

For more information on setting up multiple LAN networks for the purpose of
load balancing inbound server connections, see the Inbound Server Load Balanc-

ing HowToGuide.
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Static Routing

The Edge appliance functions in many ways like a standard Internet router. It has
multiple routing tables which it uses to determine the best method for routing

various types of network traffic.

Included with these routing tables is a “static routes” tables which is completely
controlled by the administrator. This table is used to route non-interface bound

networks between the various Edge appliance ports.

Select Aninterface: @ EEHWANIITET A |
LAN Interface
DR B ] WAN Interface One [20)
I WAN Interface Two (Interface 1P Addres

WAN Interface Three
Static Routes
Secondary IPs
VLAN Tagﬁing of bits per second, ex

H Subnet Mask)

To add a static route, simply click on the “Static Routes” button on the LAN inter-

face configuration menu. This will bring up the Static Routes screen.

Static Routes: ® Network Slash Gateway

Add Route: @ I_ l_ l_ I_ I_(Must Be A Metwork Address)
I

I (Gateway Address - Note: Do not use when In Proxy Mode)

<< Back I Add Route | Delete Route |

To add a static route: Enter the NETWORK address, the subnet in slash notation
(see the Correct Subnetting section of this manual) and gateway address for
this route. The gateway address is the IP address of the device to which all traffic

bound for this defined network will be routed.
Generally the gateway is another router within the LAN network that connects to

other subnets within the customers network.

NOTE: Static routes can be overridden by other traffic shaping policies,
such as Application Routing policies, etc.
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WAN?1 Configuration

When first configuring the Edge appliance, setting up the WAN1 interface is the
hardest part of the configuration process. Determining the proper mode of opera-
tion for this interface is critical. See the Interface Configuration Overview for more

information on the various options.

When the proxy mode is being used, the NAT option MUST be DISABLED. Proxy mode also

‘ sets the LAN address equal to the WAN1 address as only one address is used on the LAN
and WANn interfaces in this mode. This address is only used for administrative purposes
when in this mode. For more details on setting up proxy mode, please review the Proxy
Mode Overview section of this manual.

When the NAT mode is being used, the PROXY option MUST be DISABLED. This mode is
Y generally used when replacing and existing firewall with the Edge appliance or when only
t‘ a few addresses (perhaps only one) is available for the WAN1 interface.

e w2 When static routing is being used, both the PROXY and NAT options MUST be DISABLED.
g Static routing should only be used when the service provider has assigned separate net-
works for the WAN and LAN interfaces.

Select An interface: @ IWAN Interface One  =|

& Active ¢ Inactive Select 'Active to load balance or 'Inactive’ to shutdown.

LSO REel T E T O] (MAC Address: D0-80-FB-00-31-45)

& Proxy Disabled « Proxy Enabled Enabling proxy mode will set the LAN IP to whatever is entered below.

I Never j (Automatic Proxy Outage Checking)

IlES .IQE .|154 .|230 (interface IP Address)
| 255.255.255.0 | (Subnet Mask)

|155 .IQB .|154 .Il (Interface Gateway IP Address)
WAN Testing: @& |155 .IQB .|154 .Il (Probe Address - will automatically populate If left blank)

interface Mode: @ JECANNFN BECE-TE RN TVF.

Rate Limit: & |1544 Outbound |1544 Inbound (kbit = thousands of bits per second, example: 1Mbps = 1000)
Weight: & | 30 | (Ratlo OF Link Utilization)
Reset | Apply I

MNOTE: Click Apply, then click Commit to make interface changes, SAVE your configuration before reboot. Commit |

Save Configuration: ® Save |

NOTE: Always click the “Save” button , to save the configuration.
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Active / Inactive

This interface is Inactive by default, but should be set to ACTIVE under normal
operating conditions. If an Active interface is set to Inactive, the interface may still
respond to pings, but it will no longer route traffic. To completely disable an inter-

face, set it to Inactive and reboot the Edge appliance.

Select An Interface: @ IWAN Interface One  »|

& Active " Inactive Select 'Active’ to load balance or 'Inactive’ to shutdown.

Proxy Mode

By default this mode is DISABLED. To enable this mode, simply click the Enable
button. When in proxy mode, if a failure occurs on the WAN1 interface, the Edge
appliance will change its IP address on the LAN interface to that of the WAN1 gate-

way so as to keep the network operating during a failure.

WAN1 Configuration: (@ (YTl E = R S e}

« Proxy Disabled « Proxy Enabled Enabling proxy mode will set the LAN 1P to whate

I Every Fifteen Minutes j (Automatic Proxy Outage Checking)

Under a failure condition the Edge appliance will test the WAN1 connection every
‘X" period based on the Outage Checking setting. The default for this setting is

"Every Fifteen Minutes”.

There is no “Reset Proxy” button on the Home page.

The administrator may also force an immediate WAN1 test by clicking the “Reset

Proxy” button on the Home page.

How To Guide - Interface Configuration



Configuring the WAN1 Address

To configure the WAN interface address, simply enter the address that will be
assigned to this interface and select the appropriate subnet network mask. Make
sure that the correct subnet is selected; finally enter the IP address of the WAN1

gateway router (this is generally provided by the service provider).

L CUREL LG e L O] (MAC Address: 00-90-FB-00-31-45)

l_ . l_ . l_ . l_ (Interface IP Address)
| 255.255.255.0 | (Subnet Mask)
l_ . I_ . l_ . l_ (Interface Gateway 1P Address)

NOTE: See the Correct Subnetting section for more information.

WAN Testing

This is the address that the Edge appliance uses to determine the link status of
the WAN1 connection. If no address is entered, the Edge appliance will attempt to
determine the second hop of the WAN1 link (i.e. the IP address of the router on the
opposite end of the WAN link).

The other option is to simply enter the gateway IP address in this field; however
that may not be a good method to determine if an actual WAN link failure has

occurred.

INFO: WAN Testing Methodology — The Edge appliance will continuously test the WAN1 link us-
ing the provided testing addresses and its list of core Internet routers.In the event that an outage
is detected, the Edge appliance performs a second level of testing to various high-profile web
sites (found in the Tools->Link Control menu). If this second level of testing also fails, the link is

turned down and all route tables are updated.

Turning up an interface is simplified in that only the gateway and the WAN Testing

address is required to be pingable.

WAN Testing: @ I . I I I (Probe Address - will automatically populate if left blank)

NOTE: The gateway and WAN Testing address MUST be pingable to turn up a link.
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NAT Mode

When ENABLED, all network traffic going out the WAN1 interface will be NATed
to the WAN1 [P address. This means that you can use private space (i.e. 10.0.0.0 or
17216.0.0 Or 192168.0.0 space) on the LAN network and translate those addresses to

the public address assigned to the WAN1 interface.

NAT is performed automatically between the LAN and WAN1 interface when this

checkbox is enabled, no other configuration is required.

L el L O 7 NAT F Static ¢ DMZ

WARNING: This MUST be DISABLED when in Proxy Mode.

Rate-Limit Setting

Use these fields to set the amount of bandwidth available inbound and outbound
of the WAN1 link. The default is to set this value to T1 speed or 1544Kbps. These

values are also used to determine how utilization is balanced over the WAN links.

Rate Limit: @& |1544 Outbound |1544 Inbound (kbit = thousands of bits per second, example: 1Mbps

Link Weight (when in load balance mode)

This value should be set to a value that, when added to the other WAN links,
equals 100, or total bandwidth available to the Edge appliance. When in load bal-
ancing mode, this value is used to determine how much traffic should be routed

over the active WAN connections.

Rate Limit: & |1544 Outbound |1544 Inbound (kbit = thousands of bits per second, example: 1Mbps

Example: If WAN1 is preferred over WAN2, you could set WAN1 to 8o and WAN2 to 20, thus ap-
proximately 80% of all sessions would use WAN1 and approximately 20% of all sessions would
use WAN2.

NOTE: Balancing is session based, meaning that some sessions may use more bandwidth, but over time the
links should average out to the weights specified.
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WAN2+ Configuration

Each of the WAN2+ interfaces are user defined, meaning that they can either be
configured as a standard WAN interface or they can be used as a routed DMZ
interface. When configured as a WAN interface, the link must be in NAT mode,
which means that all traffic is NAT'd from the WAN network to the LAN network (or

secondary network if defined).

When the NAT mode is being used the WAN interface is treated as a gateway con-
“‘ nection. This mode provides full link testing and failover capabilities in the event
b that another WAN link should fail. This mode can be either ACTIVE (for load balanc-
ing) or BACKUP (for failover only).

g When NAT mode is DISABLED, the link is placed in DMZ mode. DMZ mode makes
the port a simple routed interface on the Edge appliance. In this mode the inter-
face MUST be set for ACTIVE, and can be used for server farms, or other DMZ ap-
plications. When combined with firewall rules via the EdgeWALL menu, the DMZ

mode can be a strong method for securing network resources.

ELLE TV LUl | WAN Interface Two 7|

" Active * Inactive ¢ Backup Select 'Active’ to load balance or 'Backup' for fallover mode.

L LU PELL L TEU LB O] (MaC Address: 00-90-FB-00-31-46)
' DHCP Disabled ¢ DHCP Enabled 0o not enter WAN agdresses If enabled.

I‘l’earl\ur Lease j Reguest a DHCP lease time If avallable.
I . I . I . I (Interface IP Address)
| 255.255.255.0 v/ (Subnet Mask)

I . I I I (Interface Gateway IP Address)
WAN Testing: ® I . I I I (Probe Address - will automatically populate if left blank)

B ENVEGY < AT Mode ¢ DMZ Mode

|1544 Outbound |1544 Inbound (kbit = thousands of bits per second, example: 1Mbps = 1000)

| 100 ~]| (Ratio Of Link Utilization)
Reset | Apply |

MNOTE: Click Apply, then click Commit to make interface changes, SAVE your configuration before reboot.  Commit |

Save Configuration: ® Save |

NOTE: Always click the “Save” button , to save the configuration.
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Active / Inactive / Backup

This interface is Inactive by default, but should be set to either ACTIVE or BACKUP

under normal operating conditions.

When in ACTIVE mode with NAT enabled, the link is added to the load balancing
route table and traffic is distributed over this link based on the weight settings and
rate-limit settings. When in BACKUP mode with NAT enabled the link is placed in
failover mode and is only used if the proceeding WAN link has failed.

When in DMZ mode only the ACTIVE setting is available.

If an Active interface is set to Inactive, the interface may still respond to pings, but
it will no longer route traffic. To completely disable an interface, set it to Inactive

and reboot the Edge appliance.

SRR Y | WAN Interface Two 7|

" Active * Inactive © Backup Select ‘Active’ to load balance or 'Backup' for failover

Configuring the WAN2+ Address

To configure the WAN interface address, simply enter the address that will be
assigned to this interface and select the appropriate subnet network mask. Make
sure that the correct subnet is selected; finally enter the IP address of the WAN

gateway router (this is generally provided by the service provider).

When in DMZ mode, no gateway setting is allowed as the other WAN links auto-
matically become the default gateway. However, static routes may be added via

the LAN interface menu to direct traffic through the LAN interface.

L LUPXeLL R TEL LG (MaC Address: 00-90-FB-00-31-46)
' DHCP Disabled ¢ DHCP Enabled Do net enter WAN addresses If enabled.

Im Reguest a DHCP |ease time If avallable.
l_ . I_ . l_ . l_ (Interface IP Address)
Im (Subnet Mask)

l_ . l_ . l_ . l_ (Interface Gateway IP Address)

NOTE: See the Correct Subnetting section for more information.

How To Guide - Interface Configuration
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WAN Testing

NAT Mode Only: This is the address that the Edge appliance uses to determine the
link status of the WAN1 connection. If no address is entered, the Edge appliance
will attempt to determine the second hop of the WAN2+ link (i.e. the IP address of
the router on the opposite end of the WAN link).

The other option is to simply enter the gateway IP address in this field; however
that may not be a good method to determine if an actual WAN link failure has

occurred.

INFO: WAN Testing Methodology — The Edge appliance will continuously test the WAN1 link us-
ing the provided testing addresses and its list of core Internet routers.In the event that an outage
is detected, the Edge appliance performs a second level of testing to various high-profile web
sites (found in the Tools->Link Control menu). If this second level of testing also fails, the link is

turned down and all route tables are updated.

Turning up an interface is simplified in that only the gateway and the WAN Testing

address is required to be pingable.

WAN Testing: @ I . I I I (Probe Address - will automatically populate If left blank)

NOTE: The gateway and WAN Testing address MUST be pingable to turn up a link.

NAT / DMZ Mode

When ENABLED, all network traffic going out the WAN interface will be NAT'd
to the WAN IP address. This means that you can use private space (i.e. 10.0.0.0 or
17216.0.0 Or 192168.0.0 space) on the LAN network and translate those addresses to

the public address assigned to the WAN interface.

NAT is performed automatically between the LAN and WAN interface when this

checkbox is enabled, no other configuration is required.

DMZ Mode should be selected when the interface is not to be used as a WAN link
but rather a routed DMZ port.

How To Guide - Interface Configuration
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Rate-Limit Setting

Use these fields to set the amount of bandwidth available inbound and outbound
of the WAN link. The default is to set this value to T1 speed or 1544Kbps. These

values are also used to determine how utilization is balanced over the WAN links.

Rate Limit: @ |1544 Outbound |1544 Inbound (kbit = thousands of bits per second, example: 1Mbps

Link Weight (when in load balance mode)

This value should be set to a value that, when added to the other WAN links,
equals 100, or total bandwidth available to the Edge appliance. When in load bal-
ancing mode, this value is used to determine how much traffic should be routed

over the active WAN connections.

Example: If WAN1 is preferred over WAN2, you could set WAN1 to 8o and WAN2 to 20, thus ap-
proximately 80% of all sessions would use WAN1 and approximately 20% of all sessions would
use WAN2.

Weight: & I 100 =| (Ratio OF Link Utilization)

NOTE: Balancing is session based, meaning that some sessions may
use more bandwidth, but over time the links should average out to the
weights specified.

How To Guide - Interface Configuration



Using DHCP on WAN2

Each of the WAN2+ interfaces are user defined, meaning that they can either be
configured as a standard WAN interface or they can be used as a routed DMZ
interface. When configured as a WAN interface, the link must be in NAT mode,
which means that all traffic is NAT'd from the WAN network to the LAN network (or

secondary network if defined).

The following is an overview of how DHCP works:

Step 3) Client
Step 2) Server sends direct
responds to client request o server
request with its for an IP address.
MAC address.

Step 4) Server
provides client
with a dynamic
address fora

ffaff specified lease

fime.

Step 1) Chent
broadcasts
DHCP request to
the network.

% |
8
S

When using DHCP on the WAN2 interface, the WAN2 address is only available for
the lease period provided by the service provider. When the lease period ends, a
new IP address should be obtained from the provider. As this occurs and reset of
the WAN link does occur, which may result in a short outage of the WAN interface.

WARNING: In general, XRoads Networks does not recommend using dynamically allocated IP addressing
unless there is no other alternative as DHCP based addressing can causing momentary outages as the new
addresses is obtained.
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Firewall

)

0

Default Gateway
02 M, 1
255.255.255.240

Any devices connected to the Edge applisnce
which may have ARP cache will nead to be
reboated for proxy made to wark properly.
Reboot MUST occur at the same time.

WARNING: Many problems can
arise if all devices are not re-
booted simultaneously. In some
instances, internal servers may
also require a reboot if a switch
is involved.
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Proxy Mode Overview

A completely transparent installation is possible using proxy mode on the WAN1
interface. What this means is no IP address or other network topology changes are

necessary. Internal LAN devices maintain their existing default gateway settings.

Logical Installation

This graph shows how the IP addressing scheme works in proxy mode. Note that
the LAN port takes on the same address as the WAN1 interface. This address is
used only for remote administration all network traffic is bridged from the LAN

interface out to the WAN1 router.

LAM Address WANT Address WAN Router
Ao 0 . 10 Ao N 00 10
255.255.255.240 255,255.255.240

Unfrusted Port Ethernet Port
HOH XN K 2 KEH XK, X, T
255,265 255,240 255 255.255.240

Edge Appliance

Physical Installation

When configuring proxy mode, it is necessary to reboot all devices once the Edge
appliance has been inserted into the network between the WAN1 router and the

internal device (firewall, switch, hub, etc) so as to clear all ARP information.

MUST REBOOT EACH DEVICE

Plug the LAN IMPORTAMNT:
intarface of the Plug the WAN1
Edge into a interface
switch or directly DIRECTLY into
into the firewall, the WAN1 router,
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Reference A: Connecting the Edge

The Edge appliance is highly configurable and can be connected to a wide variety
of broadband connections, including: Tr, DSL, Cable, Wireless, Satelite, Frame Relay,
ISDN, etc. The only requirement is that the link termination device must have an

Ethernet hand-off. The Edge2WAN and EdgePRO appliances support 10/100 links.

EdgePRO Appliance
Traffic Manager
Sacurity ! Qo8 { Redundanicy

Secure & Reliable
J/[}/ Metwark Connectivity @
® Corporate HQ

e
9
_— S8
Telam?;nwtar ‘b@
Remote Cffice

WAND wANZ AN
1) Connect one end of an Ethernet cable (usually cross-over) to your router / modem and
= the other to the WAN connection(s) of the Edge appliance.

LAN
2) Now connect another Ethernet cable (usually straight-through) to your LAN switch /
firewall and the other to the LAN connection of the Edge appliance.

NOTE: Upon making the connection (assuming the router / modem
and Edge appliance are powered on) a green or yellow link light show
eluminate on the Edge appliance.
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NOTE: Use the following template when working with the Edge2WAN appliance.

MEpads Kelworks

FE €€ jrwyir—yir—y
'I:‘.'T'.'.L'-‘.'.:' I—"—"—i

WANL AN

3) Finally, confirm that you have a good Ethernet connection, without collisions etc, by
checking the AutoSense state. This can be accomplished by first logging into the Edge
appliance and going to the Tools->AutoSense menu.

XRoads Tools: 9 |AutnSense |v]

AUTOSENSE: 9 AUTOSENSE

Show current autosense state, [

NEGOTIATION: @) PTS ]

There is no “AutoSense” menu on the Tools page.

Click the "Autosense” button to obtain the current status of the interfaces.

lan negotiated 100baseTx-Full Duplex, link ok

| cannot find the “Autosense” button.

;74171 errors:0 dropped: 0 overruns:0 carvier: 0
queuelen: 100
FYles 71257015 (22.7 Mb) TX bytes:36770758 (35.0 Mb)

If there are any collisions present, then you may need to change the port speed
and/or duplex settings. This can be accomplished by selecting a Negotiation level

and applying it to the appropriate interface.

Auto o] | WANT [
Auto ]
10BaseT-HD AN 2
10BaseT-FD LAM
100Base Tx-HD

100BaseTxFD
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Reference B: Correct Subnetting

Subnetting is the act of taking a larger network and breaking it down into smaller
networks. Example: Taking a full Class C network 255.255.255.0 (/24, slash 24), and
breaking it down into four separate networks. Each subnet'd network would
consist of 64 addresses and have a 255.255.255.192 subnet mask (/26, slash 26). The
first network would be XXX.XXX.XXX.0-XXX.XXX.XXX.64, the next would be xxx.xxx.

XXX.65-XXX.XXX.XXX.128, etc, etc.

WARNING: Assigning the correct subnet with an IP address is 100% necessary in order for the interface
to properly communicate with the rest of the network. An incorrect subnet is the fastest way to produce
strange and hard to identify (except by looking at the subnet mask) problems.

The method used by engineers to figure out a subnet mask involves using net-
work address bits to determine the correct masked bits. The masked bits are used
by the network device to determine what range its interface can communicate,

and when it can not, to forward all requests to the default gateway.

To avoid having to learn the somewhat complicated and often time consuming
method for converting decimal to binary and back again, use the following table

as a quick reference for all of your subnetting needs.

Quick Subnetting Reference Guide

Subnet Slash Notation | Available Addresses | Usable Addresses
255.255.255.0 /24 256 254

255.255.255128 | /25 128 126

255.255.255192 | /26 64 62

255.255.255.224 | /27 32 30

255.255.255.240 | /28 16 14

255.255.255.248 | /29 8 6

255.255.255.252 | /30 4 2
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Reference C: Defaulting the LAN Address

If you find that the LAN interface of the Edge appliance has been changed to

some unknown address, or the password is no longer working because someone

changed it or mis-typed, the Edge appliance can be reset to factory defaults using

the following procedure.

CONSOLE

9600 bps/8/None /1/Hardware

XRoads Edge Router (Console Access)
Version 3.0+

xroads login: default

Password: _

Welcome to XRoads Edge

1-Password

2-Full System Default

Enter Selection (1-2)?7 _

Welcome to XRoads Edge

1-Password

2-Full System Default

Enter Selection (1-2)7 2

Are you sure you want to default the routher
(Yes/[No]? Yes

Step 1) Connect to the console port of the Edge appliance
using a console cable and a terminal program (HyperTer-
minal is recommended for MS Windows).

Step 2) Once connected, login using “default” and pass-

word “confirmdefault”.

Step 3) Select the appropriate reset function. If you are un-
able to ping the device, selecting factory default will reset
the LAN address back to 192168.168.254.

Enter “Yes” and press the RETURN key to begin the reset
process.

After approximately three-five minutes the appliance
should be reset and replying to the 192.168.168.254 address,
assuming your computer is on the 192.168.168.0 network.
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