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Edge Configuration Series
FirewalDverview

The EdgeXOS appliance includes a fully stateful and hardened firewall. Our firewall
meets the highest standards in terms of network security and the ability to block

unwanted access to the internal network.

The firewall has been certified as being compliant with ICSA standards and has passed

multiple tests to become PCI compliant for ecommerce networks.
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Firewall Modules

The firewall components are designed to provide network administrators with a complete
cloud security system, from a layer-7 stateful firewall to built-in web content filtering, and
enhanced anti-spyware and anti-virus filtering, to remote access software to allow
teleworkers to connect to the local network, the EdgeXOS platform is a complete
security solution. The EdgeXOS firewall also includes enterprise class email and anti-

spam filtering along with on and offsite backup solutions.

The EdgeXOS platform is able to achieve its industry leading security solution through

strategic partnerships with companies like Weboot, Netsweeper, and McAfee.

These companies provide the databases and filtering capabilities that our solution utilize

to provide our enhanced security offerings.



SPI Firewall Overview

The L7 (layer seven) stateful packet inspection firewall provides bi-directional ses-
slon tracking to ensure that only those traffic flows which are allowed can actually

pass-through the firewall.

The diagram below provides an example of how the stateful inspection works:

Outbound Connections
Defauit Rule

Allow all cutbound connections
Example:

Web request to www.abc.com

HOW IT WORKS: ) Established Connections Inbound Connections
The Edge app!lanoe provudes Default Rule Default Rule
state::: "?hmf |r|1|spec’1‘:>2t.i Allow inbound connections that Block all inbound connection with
meaning that as connections, have an associated outbound no associated outbound
both inbound and outbound are connection connection
tracked by the firewall. Example:

When an outbound connection is i mor;;ec :g?,

allowed, its reverse inbound R

connection (i.e. from a server) is
allowed due to its established
state. An example would be a
web browser request to a web
server and then the servers
response

HOW IT WORKS:

The Edge appliance provides stateful traffic inspection, meaning that all connections,
both inbound and outbound are tracked by the firewall.

In specific example abowve shows an outbound web request to www.abc.com. This re-
quest is allowed using the default rule which allows all cutbound connectivity by default.
When the corresponding response from the www.abc.com server is received by the fire-
wall, the stateful engine determines that the packets from the www.abc.com server are in
response to the outbound web request, and thus the firewall allows the inbound HTML
packets to be forwarded to the internal client that made the web request.



Firewall Rule Creation

The firewall module is primarily controlled by creating firewall rules which either allow or
deny traffic through the Edge appliance. The firewall rules can be applied to ALL or any
individual netwaork interfaces.

Rules are applied in ALPABETICAL ORDER based on the Group Mame. Firewall rules are
applied in a first to match method. In other words, the first rule to match the particular
type of trafhic will apply. If no rule matches, the default rules apply.

ISPl Firewall Rules |

lWebFarm :J <- Select A Firewall Group OR Create A New Cne ->

l WAN+ ~+|

l l . I l [Source Address OR Select LAN - ANY)

IANY _:J (Source Neowark ) Mask)

OR

'--- Select Source --- _:I (Select a pre-defined source)
Destination Definition: | i [ | (Destination Address OR Select LAN - ANY)

IANY :_J {Destination Network ¢ Default All LAN Addresses)

OR

| --- Select Destination -—— =] (Select 2 pre-cefineg destination)

'ANY ----- >ANY :] (Specify A Service)

oa

New Service | (Define A New Service)
[ACCI’.P'T |

I (Matched Rue Logging)

WARNING: Use for temporary andlysis ony, can create system probiems over time

l - default - ¥| (Define a color ror this rule, eptional)

I (Rule Descripton)

Reset ] Add / Update | View Rules >> I

NOTE: By default, all outbound accessis allowed. By default, all
inbound access is denied. Example: Allinbound server traffic is denied
by default, and all outbound LAN network traffic is allowed by default.



Create Or Select A Group Name

Select the group which this firswall rule will apply, or create a new group by enter-
ing the name in the field provided.

L L] | WebFarm iw] < Select A Firewal| Groun OR Create & Mew One -
WebFarm
VPN
Sales
Engineering —
Deny-Accounting
Accounting
Ads-Log [Source Metwork / Mask)
1-BlockPorts

14

[Source Address DR Select LAN - ANY)

MOTE: Rules are applied in ALPABETICAL ORDER based on the Group
Mame. Firewall rules are applied in a first to match method. In other
words, the first rule to match the type of traffic will apply. If no rula
matches, the default rules apply.

Source Definition
Use the source definition to define where the traffic s coming from, or select ANY.

When defining a source, the first step Is to select the appropriate inbound Inter-
face (l.e. the interface in which the traffic arrives to the Edge appliance). Then
enter the IP address or network address to be applied and select the appropriate
subnet mask, or select SINGLE HOST to specify only a single host rmatch.

| I | | { Sowrce Address OR Salect LAN - ANY)
| ANY j [Source Metwork |/ Mask)

OR

§--- Select Source --- iv| (select  pre-oefined source)
--- Sglect Source ---

DEEL AL L LU LT (64,1215 20 / SINGLE HOST naticn Address OR Select LAN - ANY]
10.100.30.5 ¢ SINGLE HOST
LAM / LAN

I — n MeCwark [/ Defaull All LAN Addresses)

MNOTE: The WAN+ selection specifies all WAN interfaces.



Destination Definition
Use the destination definition to define where the traffic is going to, or select ANY.

Enter the destination IP address or network address to be applied and select the
subnet mask, or select SINGLE HOST to specify only a single host. When specify

a network, make sure to enter the correct network address, Le, oo for a
265.265.255.0 subnet mask. See the "Network Address Table" section in this Howlo-

Guide for more Information.

Destination Definition: (3 | | I | {Destingtion Address OR Select LAN - ANY)

|AN‘|" j [Destination Metwork / Default &1 LAN Addresses)
Om

--- Select Destination --- i v| (Seleqt a pre-genined cestination)
--- Select Destination —--

78.12.51.2 / SIMCLE HOST (Specify & Service)

10.20.0.0 7 24

10.50.000 ¢ 24

LAM ! LAN

New Service | [Define A Mew Service)



Select Or Create A New Service

Once the source and destination have been defined the next step is to determine
the type of traffic to match. The default is to match ANY traffic that matches the
source and destination traffic. There is a list of pre-defined traffic types, however
new traffic types can easlly be created clicking the “New Service” button.

FANY-----ANY  i~| (Specify A Service)
Service: @ [REVITY, u— >1433 -

NewsNNTP- -~~~ >119

PCAnywhere----- >5631

PingIN----- >8 )

PingOUT----- >0

POP3 - >110

PPTPProtocol----- »47

RDP--—-- >3389

RTP--—~- >16384:32767 -~

Socks - «=-- >1080 !

SCHLEELS ~22 | Iply, can creste system problems over time

Syslog----- >514 !

;E‘F;‘jj:;g? : 5 rule, optional)

UUCP----- 5540 |

WebHTTP----- >80 Il 1Rue Descripcion)

WebS5L----- >443 |

WinMX----- >6257 QF::IQS o

WinPPTP-~--->1723 4

XRemote- -~~~ >8088 v




New Service Creation

In order to create a new service (if needed) enter the name of the service and the
port(s) used by the service. Then select the protocol to apply to the service. There

are default rules created for PPTP and L2TP so generally these are not required.

Define A Servies: @ I [DETine Service Name)

Define Pori{s): @ I— [Befine Fort OR & Range OF Ports Using we: s
|T|::|:l =] t(Seilec A Protocol)

Add Pertmap | View Portmaps =

Select An Action

Finally, after entering the characteristics required to match a specific rule, the next
step Is to determine the action that should be taken when a match occurs. This

action is either to ACCEPT or DROP the traffic. This action occurs immediately
without any further rule testing.

WARMNING: Uee Tor temporary analysis only, can creale sysiem problems over Ome.

NOTE: The DROP action is a complete dump of the packet, no response
is provided. Also, when a packet matches a DROP rule, no other

Enable Logging

Selecting the logging button will cause any matched packets to be logged to the
firewall logging systern, see below. This allows for the viewing of traffic usage and

troubleshooting of connections.

r (Matched Rule Logging)

WARNLNG: Use for bam porary analysis only, can create system proflems over time.

WARNING: Be very caraful when enabling logging, this is similar to
debugging, and can create a heavy load on the route processor and
potentially slow traffic.



Color Coding

Selecting the color you wish to associate with this rule. Default colors are green

for allow and red for deny.

- default -
Red

Blue

Green
Drange
Yellow
Purple
Brown

Rule Comments

[Rule Description)

|/ Update View Rules >»

A descriptive comment Is generally helpful when a number of rules are used.

The description can assist with quick editing of the rules table.

|

{Aule Descripdon)



Firewall Rule Listing

When you have completed the creation of your firewall rules, you can view these
rules by clicking on the *View Rules” button. This is also the default view prior to

adding new rules.

This page displays the current rule set added to the firewall by the administrator.

It does not show the default rules used for administrative access to the Edge appli-
ance, or the default ALLOW and DENY rules (see the Firewall Rule Creation section
for more Information on the default rules).

S b i B | 5P Firewal Rules |
Rules are applied |n order by Group, default rules allow any outbownd and drop any Inbownd

Select Group Inbound  Src Net Dst Mat Sarvice Action Log Commeants
= L AN ANV El X onop  OF
BiToment
T Abln-Log "3’ A b ANy ANY |_-] g ACCEPT  On L’;ﬂhbsm

DuS

" Aacunting T lan 10100308 7812812 B " aCCEPT O Payrl
WabBEL Berver
¢ DengAcounting S Ly Aby Aty ae A oorop o
Firewall Logging
All firewall logging s now located under the reporting tab. When logging is
enabled, all packets which match the firewall rule will be logged here. The output
here displays the actual header information captured from packets that match
the log rules (see the Firewall Rule Creation == Enable Logging section for more
information).
| Firewal| Logs |
Logs are listed |noonder by O me.
Search I 10 [Retumad Linee <500 Max=) [Criteria - src address, part, othary

Time Packet







