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ActiveDNS$Overview$

The$ActiveDNS$module$BPR$portion$of$Sthe $Edgehauplides$
a$host$of$handwidth$management$and$trad$chsitapisGbs
These$features$include:$$TraB$c$Shaping, SRizatHOPt
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How DNS Works

AnSinitial$request$.A0S$is$sentSfrom$aSwebikirmsecttservers6$$The$rootbserv-
ers$respond$.BO$with$the$authoritativeSDNE$enedrefuested$domain6$$The$
web$browser$sends$asrequest$.COStoSthesabdiBgdervers,swhich$responds$
.DO$with$theSwebSserver$address6$$TheSwehstiBorrsasdaswebSrequest$.E0Sto$
theSweb$servers$IP$address6

gt
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Dynamic DNS (Failover & Balancing)

The$ActiveDNS$module$works$by$Sdynamically$dramgitsfslomain$name$
system$responds$to$DNS$queries$directed$tobtngfiEdge6

Unlike$with$standard$DNS, $dynamic$DNS$canBiipisi$ponds$toSincoming$
DNSS$requests$on$the$ By6$STheSActive DNSSpdhsfiverdbySaddingSvarious$
metrics$to$determine$what$SinBuences$each$kbpoesabtive DNSStakes$intos
account$administrative$settings, $the$Scurrentbtemt$sWANSinterface, $and$ether$
any$other$rules$.such$as$Best$Path$RoutingEaindEsbplping$policies0$apply6
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Web Server

This$diagram$shows$asclient$opening$aswebibewsengbto$connect$to$the$server
located$behind$the$Edge$appliance6$$

The$entire$process$occurs$in$a$matter$of$dsiflisecon

DNS Auto-Failover

Whenever$a$WANSinterfaceShas$failed$the$ViegdrsthueSinforms$theSAc-
tiveDNS$module$that$theSinterface$Sisno$lolaipedbamai SthusSthe$ActiveDNS$
module$will$no$longer$provide$associated$addBiBsSEHesponses6
DNS$Load$Balancing

Whenever$a$WANSinterface$is$active, $the$ActdeSGfidprovide$those$as-
sociated$records$based$on$the$administratileg$eatdincing$metricsand$the$
current$load$associated$with$the$interface ii$st$iralancing$is$enabled06

(  How To Guide £ ActiveDNS



Components
Creating a Domain

The$$rst$step$in$conibguring$Active DNSeisdkiknresinSname6$$The$domain$
name$can$be$any$level$in$the$domain$hiefabbgddfebsales6abc6com,$zoneA6
sales6abc6com,$etc06

NetBalancing Selection: @& | ActiveDNS e

ActiveDNS Resolution: & |Domain Settings |

I (Enter A Domain Name, Example: abc.com)

Authoritative Domains: &
NOTE: The root servers must be redirected to the Edge router in order to enable the DNS functionality.

L EL D UG  Epable 7 Disable (Enable zones transfers for this domain.)

Domain Parameters I?,O— (TTL - The number of seconds that this zone may be cached, '0' means no cache)

I30 (Refresh - The number of seconds after which nameservers should check to see If this zone has changed)
Il (Serial - The incremental number assigned to this zone, used for zone transfers)

|85400 (Expire - If the Edge cannot be reached, all information is invalidated after 'expire’ seconds)

Reset | Add [ Update I List Domains | Restart DNS |

The$domain$could$also$be$asfully$qualilbeuiieBrasesitwhere$delegation$is$being$
used6$$Forsmore$information$on$delegationt$sed@ptBaikieson$SDNS$Delegation6

NOTE: The ActiveDNS module WILL ONLY respond teetllomains
con*gured in this section. Internal clients shalNOT point to the
Edge appliance to resolve external domains +i.hg@com, google.
com, etc/.

Domain Name

Enter$the$domain$for$which$you$want$the SEdgesbtofkaswere$$Make$sure$not$add$a:
"68$dotsat$thesbeginning$orsending$of$the$domain6

I (Enter A Domaln Name, Example: abc.com)
Authoritative Domains: &
NOTE: The root servers must be redirected to the Edge router in order to enable the DMS functionality.

NOTE: The root name server will need to be redieelcto Edge appli-
ance for proper domain resolution to occur. Seeh#hging Registrar
Records® section in this guide.

Zone Transfer

This$1$eldSdetermines$whether$external$DN8dssoketefi$and/or$transfersdomain$
information$from$the$Edge$appliance6$$GerssafitidtiBshouldShe$leftSoH6

tL e O O] ¢ Epable © Disable {Enable zones transfers for this domain.)
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Domain Parameters

These$parameters$determine$how$the$domain$aviltbbady $external$DNS$servers$
and$DNS$caches$when$they$proxy$requestssfmdsBersc

INFO: Some service providers setup DNS caehéng seinimize the amount of DNS traf-

I'c which originates from their networks. BytH@inthe provider essentially transfers the
responsibility for storing the DNS informatiothieandividual clients, to the DNS cache serv-
ers, located at the service providers facilities.
TheS$settings$below$assist$theSDNS$cache$detmamigingShowSlong$they$Swill$store$s
the$DNS$information$obtained$from$the$EdgeSeffaidblcowsoften$that$the$informa-
tion$should$be$updated$in$order$to$stay$current6

Domain Parameters: & |30 (TTL - The number of seconds that this zone may be cached, '0" means no cache)
I30 (Refresh - The number of seconds after which nameservers should check to see If this zone has changed)

Il (Serial - The incremental number assigned to this zone, used for zone transfers)

|85400 (Expire - If the Edge cannot be reached, all information |s invalidated after 'expire’ seconds)

The$default$numbers,$seen$above,$are$the$recddrakmdSiorsany$given$domain6$$
However$some$customers$may$prefer$toslowettoeseisalues$depending$on$theirs
internal$environment6

Creating Records

Once$a$domain$has$beenscreated, Sthe$nexihstgnixsgihesdomains$3zone$
records®$or$thesindividual$references$to$actus|$smtS$Active DNSSsupports$
various$record$types,$including:$A, SNS, $MASERIARNZS

NetBalancing Selection: | ActiveDNS =

ActiveDNS Resolution: | Host Records  ~|

Authoritative Domain: -select- j (Domain name associated with the host)

Host Name: I IWANl j (Enter host name [example: www] and bound to an Interface)

Host Address / URL: I (Enter an Ip address or a cname, TXT, or SRV record, see '?" help for more)

OR Click for dynamic WAN addressing I_

Internal Address: I (Enter the LAN IP address for this record, 'A' records only)
RRTCY (A <] (ost Type)
Time-To-Live: I30 (TTL determines how long this record is cached by DNS clients)
Load Balancing: Il (Used for load balancing server records, lower numbers are provided first more often [1 - 9999])

* Disabled " Enabled (Enables SMART Load Balancing for this DNS entry, only enable for ‘A’ records)

IACTIVE | (Host Status)
Reset | Add | Update I View Hosts >> I
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Select a Domain

The$$rst$step$whensadding$a$host$recorestiefiddsmin$to$which$the$record$will$bes
bound6$$SelectStheSappropriateSdomain$from$thmatopenu6

Host Name

The$next$step$is$tosenter$the$actual$hostsbiskEfsvaentStoStheSserverSname$or$
the$$rst$partSof$theSURLESSE xample: $ForBibaBtibindyouswouldsenterstheSwww$
as$the$Shost$nameSinsthis$15eld6

NOTE: To create a global record which responds whe other record
is matched, leave the host name blank.

Host Address

An$IP$address$should$only$be$entered$forbRBreed$dR, Swhen$entering$ MX8%and$ ™ N:
records,$leaving$this$ibeldsblank6$$AS CNIAM BBHastBbeScreated$by$entering$thed
alias$name$in$this$1seld, Showeversmake$sak stk Send6$$Finally, SinsteadSofSent:
ing$an$IP$address,$yousmaysclick$the$dynamicherteckBwould$automatically$use$
the$actual$WANS$address$forsthis$record6

Internal Address

This$$eld$is$used$to$assist$in$resolvirpfibiookidps6$$When$a$DNS$request$is$mad
from$the$SLANSnetwork,$theSEdge$appliance$saisipistaddress$instead$of$the$exter-
nal$WANS$address6$$This$ensures$proper$cdariinteritgbbclients6

Record Type

This$is$selection$Ibeld$determines$the$ty peduisibethgscreated6$$The$options$are$ At
"NS8,$"MX8,$"PTR8%and$are$usedsto$deteiphidgdiapflibece$responds$to$queries6$$
The$ NS8%and$ MX8$records$are$general$tghbalfdredassthes A8$and$ PTR8S$records
point$to$asspecilbcsaddress$and/orserveré
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Time-To-Live

This$setting$is$used$tosdetermineShowSlongakBnBSbaldSthisSinformation$prior$to$
refreshingS$its$information6$$The$defaultfelddie$dBSseconds6

Load Balancing

This$setting$is$usedstosdetermine$ShowS$the Sreemiddidswhen$multiple$HostsName$
of$the$same$nameSare$created$.when$thereSredsangdeecords0, Sorswhen$an$ MX8$
record$is$created6$

When$the$SMARTS$load$balancing$is$enabledriifvistdbesincluded$when$weight$
changes$are$automatically$updated$based$ongimstaBicutilization

NOTE: The higher the number, the less often tleisard is provided.

Active 2 Inactive

Determines$whether$the$record$is$ACTIVES$osnRindeku

Listing Records

The$VIEW$HOSTS$button$actually$shows$adlisthoiihtbedrds/domains6

[ 1

1 How To Guide + ActiveDNS



#

ActiveDNS Verilcation

When$creating$and$changing$the$DNS$recorgeithisbiabensureSthatSthe$
DNS$has$heen$setup$properly6$$$If$the SDNSHisSpetysithe$domain$infor-
mation$willsnot$beS$providedSbysthe$Active DNSE$nodule

Verify Records

The$easiest$method$to$determine$the$statusBiEsthi=BmMationSis$to$click$the$ Verify8$
button6$$DoingS$this$willsproduce$aSresponspghibedvéllSbesSeither:$2XRoads$Edge$
DNS$Verilsed°$or$2A$problem.s0$has$beenSednelpldonbguration°6$$If$theSlater$
message$appears$then$thereSisSa$problem$witbNdStecords$Shave$been$conisg-
ured6

[ ]

Potential Problems

When$a$problem$is$found$with$the$DNS$recanehatitredplaces$to$check$and$con-
Brm$thatStheS$information$provided$is$correct:

Host$addresses$are$generally$the$primary$aSpsetfenic s
If$an$address$is$enteredS$incorrectly, SitSrabesedfected6

Name$server$records,$or$ NS8$records, SamBeditoditiin Igured$incorrectly6$
Name$record$host$address$ibelds$should$besblank6

Mail$server$records,$or$ MX8$records, $argbrest$ochdbnIgured$incorrectly6$
Mail$record$host$address$i$elds$should$besblank6

CNAMES8s$are$sometimes$usedsincorrectly, SwiekefEseb@s$SnotSend$with$a$period6

Sub-domains$are$sometimes$used$incorrectly, pegeftheySareSnot$terminated$
properly$with$a$period6
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Testing Your DNS Records

Once$yous$have$created$thesdomains$and$re coedidfraiRibat$theSDNS$is$
setup$correctly, sthe$next$stepSisStoStestsarekpBiSHHperformingSDNS$queries$
directly$to$the$ActiveDNS$moduleb

NOTE: This testing should ALWAYS be done fromWW#eN side of the
Edge appliance, as internal based requests willpesd di3erently
depending on the addressing provided during the sap process.

NSLOOKUP

One$of$theseasiest$toolsSto$use$toScon $mthedipiovided$by$theActive DNS$
module$is$called$NSLOOKUP6$$ItSisSassoftedvadipasissinstalledsby$defaultSon$most$
Windows$and$UNIX$systems6

It$works$by$generating$a$DNS$query$to$a$di@seaa s BHS
The$commands$are$as$follows:

nslookup$.starts$the$application0

server$xxxbxxx6xxx6xxx$.directs$the$requedi dtrdve$of$theSEdge$appliance$
should$be$entered$here0

set$type$=$.thistcan$be$set$tos$ any8, &rsBEbendPall$respond$accordingly0

URL$.enter$the$server/hostsname$youswish$to$lookup,$
or$the$IP$address$in$the$case$of$a$PTRSrecord0
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HereS$is$an$example$using$the$XROADSNETWORKSBGOM$Sdom
which$runs$through$an$Edge$appliance$at$XRoadksENetw
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Changing Registrar Records

Determining$whether$it$is$easierstoSmoveSthefmmitarcondary$DNS$servers$
forsyour$domain$tosthe SEdgeSapplianceSoverndgiktieebBNS$fromPyour$existing$
zone$$les$depends$on$many$variables, $tooisibaeysidsoSitSis$reallySupSto$
each$administrator$to$determine$which$isSthesthesdtfinuse6

NOTE: In general, if you have a smaller domaith wnly a handful of
servers, it is usually easier to perform a registtaange, then having to
submit delegation change requests to your DNS zom&intainer.

Who Is A Registrar?

AS$registrar$is$an$organization$which$submitsgagetfier@$domain$information$to$and$
for$theS$internet$root$servers6$$TheSROO EShteedmibeary$serversscontactedsby$alls
workstations$on$the$internet$when$a$DNS$loekopPieBp$SSTheSroot$servers$respond$
with$the$primary$and$secondary$namesserveesiihtitBatative$forsthesdomain$ing
question6

Network$Solution,$among$many$others, Sistabodgikiranindnames6

How to Make That Change?

The$process$issdiSberentdfromSregistrarstnStegBittdgeneral $itsrequires$Sthat$the$owner:
of$the$domain$contact$and/or$submitba$changefiaGtiestdomain$in$question6

The$change$request$says,$change$my$primarydaadderne$serverstoSthe$following$
IP$addresses:

PRIMARY$SERVER$=3$xxx6xxx6xxx6xxx$. WANafipfbtheSEdge$
SECONDARY$SERVER$=3$yyy6yyy6yyy6yyy$. WASEHoistceHEdg

etc
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Example NS Record Creation

The$following$is$astwo$step$procedureSforberdb@RyBcord6$$Keep$ingmind$
that$theSNS$record$actually$requiresStwodreestiiE@enerally$an$NS$record$iss
required$forSWAN $and$WANY%;, $so$at$leastiodsh2iOineed$toSbeScreated6

NOTE: If the WAN ports are active at the time GMNDAIN con*guration,
the NS records will be generated automatically byet Edge appliance.

Example:

This$$rst$screen$shows$Show$to$create$thedsisSrecord

This$screen$shows$howstoScreate$the$A$re coposptoekNS$record6
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Example MX Record Creation

When$creating$an$MX$record, $twoSActiveDNS seSeatdsiaSrequired6$$These$
records$include$the$MX$record$and$a$matchindBA$reco

NOTE: If the WAN ports are active at the time GMNDAIN con*guration,
the NS records will be generated automatically byet Edge appliance.

Example:

This$$rst$screensshows$how$to$create$the$bbdfrrcimgibcan$be$ $or$ 36

This$screen$shows$howstoScreate$the$A$re coposftoekiM X $record
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Example PTR Record Creation

The$purpose$of$a$PTRSrecord,$orsasrevessideesutiFhe$IP$addressSintoas
name6$$Generally$thisSis$only$used$if$y puoSatarted $made$youdrespon-
sible$for$yourSown$IP$space6$$In$mostSocmesFRRISapplycs

Example:

The$$rst$stepSisstoscrelteSTIR . ARP/ABSdomain$name,$then$enter$the$Scorrespond-
ing$record$information6

NOTE: It is also possible to create a RTRT&gxards for an entire subnet at ahce, instea
of on a per IP basis. This is done by eatbimplike4%o- "&6 "&6 '%6in6addr6arpa6$or$
%2/ "&6 "&6 '%6in6addrée plad domain name instead &GuU&6 'Y6in6addréarpab

The$screen$shot$below$demonstratesShowStostivedtadhr TRSrecords6$$Notice$that$
both$the$name$and$the$address$are$enteredfishmeddeeen, Sno$secondary$ A8$
records$are$required$for$PTR$records$toswiyE$phdplee$sure$that$yousplace$a$ 68$at$
end$of$the$Host$Address$line6
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Example TXT/SPF/SRV Record Creation

The$purpose$of$a$TXT/SPFrecord, $or$a$SerdemiRatidiiecord, $isStodassistd
providing$a$method$for$verifying$emailbservibrsitbasip ciated$domains6$$SRVS
records,$or$Service$Records, $areSused$Sbyfidiknoddiidmain$Scontrollers$and$
by$the$EdgeXOS$forsmore$granular$DNS$loadbbaidarndtg

>$It$shouldSbe$noted$thatSthe$SEdge XOS$appliafiotfisésfewsto$fullySsupport$
TXT/SPF$and$SRV$records6
Example TXT2SPF Record:

In$this$case$wePare$using$astandard$ T X TESArEBowdi$email$
providers$also$uisespf $mx$-&ll°

NOTEThere$is$also$a$newsSPF$iecord$known$asbSeds6gtdars
security$with$this$formapBo63/mfrom,pra$a$mx$ %462#6"16&'$-all°

DNS Load Balancing w2SRV Records:

In$this$example$wedwish$to$load$balancing$liebesSiBEPBXs$so$wes
create$three$SRV$records,$notice$the $B888HeRRIBEH IS These$num-
bers$equal$ 33$which$means$that$ server apwitl8dsig=$ofStheStime6

_sip._tcp.abc.com. 45677 IN SRV 87 97 ;757 sealmr8om.
_sip._tcp.abc.com. 45677 IN SRV 87 <7 ;757 sealmr<om.
_sip._tcp.abc.com. 45677 IN SRV 87 87 ;757 senmrzom.

More$questions$about$ActiveDNS, $please$visitSunvadsGopm
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