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EdgeXOS Deployment Scenario: Standard NAT 

This document is designed to provide an example as to how the EdgeXOS appliance is 

configured based on a predefined scenario.  The scenario is typical of many customers and 

is outlined below.  If you have any questions about this document or how this scenario 

might differ from your actual deployment, please feel free to contract our support center.  

Support URL:  http://www.myxroads.com 

Additional documentation is available on our website via our Support link, select the 

Documentation option.  We also have a number of how-to videos online here: 

Video (Step-by-Step Support) URL:  http://videos.xroadsnetworks.com 

Scenario Details: 

The following outline provides some predefine requirements for this scenario.  Most of 

these requirements are taken from previous customer installs and real-world deployments. 

- Must be able to load balance outbound end-user traffic across all three WAN links and 

provide automated failover in the event of an outage on any of the links. 

- Must be able to assign a preference to WAN1 for most outbound traffic as it is a faster 

link than WAN2 or WAN3. 

- Must be able to load balancing incoming web traffic to a dedicated onsite web server. 

- Must be able to pass-through IPSec VPN tunnel to gateway firewall appliance. 

- Must be able to pass-through inbound SMTP email connection to internal mail server 

and failover in the event of an outage on the primary WAN link. 

- Must be able to maintain session persistence for critical CRM application. 

- Must be able to offload non-critical web traffic over our WAN2 link. 

- The customer has 120 end-users sitting behind an existing firewall. 

- The customer has an existing Class C publicly routed network from WAN1. 

- The customer has two additional links which each have 5 static addresses. 

Deployment Method Selection 

By utilizing the QuickStart Guide the method selected for this deployment is the Direct 

Network Address Translation (NAT Mode)., which is the primary recommended method for 

installation as it provides the most flexibility and capabilities. 



 

This is the default diagram provided by the QuickStart Guide: 
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This diagram show the configuration BEFORE the EdgeXOS appliance is put in place: 

 



 

Here is the diagram based on our requirements AFTER the EdgeXOS appliance is in place: 
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Steps To Configure   

(This is a step-by-step implementation guide for the scenario detailed above) 

The first step when installing the appliance once the method has been determined is 

to gain access to the web configuration interface.   Given that you have already 

attempted to access the unit and gotten used to the web-GUI while the unit was 

offline, this document will show the actual installation procedure. 

NOTE:  It is also assumed that these steps will be taken during a schedule maintenance 

period or during a time when a short outage period has been approved. 

Step 1) Physically place the EdgeXOS appliance between the firewall and the WAN1 

router.    Connect the WAN1 Ethernet cable from the WAN1 router to the WAN1 

interface of the appliance (note this may require a cross-over cable).  Plug in the 

appliance and turn it on, the appliance takes approx 60 seconds to boot. 

Step 2) Use a laptop or a PC to connect to the LAN interface of the appliance.   Make 

sure to configure the laptop/PC’s IP address to something in the 192.168.168.x/24 

range.  The screen shot below shows the settings we generally recommend. 



 

Connect to the LAN interface from the NIC of the laptop/PC (note a cross-over cable 

may be required to do this).  Make sure that you see a green light on the EdgeXOS 

appliance’s LAN interface when it is plugged in.  If a green light does not appear the 

cable may not be working correctly or the interface on the laptop/PC may not be 

enabled.   

Step 3) Once connected first perform a PING operation to make sure that your computer is 

able to access the appliance over the network.  This operation can be conducted on a 

Windows system via the Start menu.  The image below shows how to run this test: 

 

You should get back a reply response from the ping test.  If you do not, then your 

computer is not setup on the correct network, or the appliance is not properly connected 

to the network. 

Once you are able to ping the appliance the next step is to open a web browser and enter 

the URL http://192.168.168.254:8088.  This is the default IP address of the LAN interface 

for the EdgeXOS appliance.  The 8088 is the default administrator web port. 

 

You must include the http:// portion any time you use a direct IP address in your URL or the 

connection will not work. 



Next you will be prompted for a login and password.  The default login username is 

‘admin’, the default login password is ‘password’.  Enter these in the popup window in 

order to log in to the appliance.  This will grant you access to the Home page of the device 

 

Step 4) Now that you have logged in to the appliance you should see the Home page.  

The first task is to configure the LAN and WAN interfaces.  Click on the Interfaces tab 

and enter the LAN address information. 

 

The LAN address is 192.168.20.1, the subnet is 255.255.255.0 (see diagram). 

The DNS information is set to 4.2.2.2 and 4.2.2.2 (this can be changed to whatever DNS 

servers  are provided by your ISPs). 

The set the rate limit, which in this case is 10000, equal to a 10Mb connection. 

Finally click the Apply button at the bottom of the page. 

 

Step 5) The next step is to configure the WAN1 interface.  Select the ‘WAN Interface 

One’ menu option.  Then enter the following information. 



Set the Interface to ‘Active’, ‘NAT’, ‘Static’ with proxy mode disabled. 

The WAN1 address is 65.10.10.3, the subnet is 255.255.255.0 (see diagram). 

The WAN1 gateway is 65.10.10.1 (see diagram).   

Leave the probe address blank as it will automatically fill in once the link is turned up.   

The set the rate limit, which in this case is 1544, equal to a T1 connection. 

Finally click the Apply button at the bottom of the page. 

 

Step 6) The next step is to configure the WAN2 interface.  Select the ‘WAN Interface 

Two’ menu option.  Then enter the following information. 

Set the Interface to ‘Active’, ‘NAT’, ‘Static’. 

The WAN2 address is 24.20.20.2, the subnet is 255.255.255.252 (see diagram). 

The WAN2 gateway is 24.20.20.1 (see diagram).   

Leave the probe address blank as it will automatically fill in once the link is turned up.   

The set the rate limit, which in this case is 3000, equal to a 3Mb connection. 

Finally click the Apply button at the bottom of the page. 



 

Step 7) The next step is to configure the WAN3 interface.  Select the ‘WAN Interface 

Three’ menu option.  Then enter the following information. 

Set the Interface to ‘Active’, ‘NAT’, ‘Static’. 

The WAN3 address is 217.30.30.130, the subnet is 255.255.255.128 (see diagram). 

The WAN3 gateway is 217.30.30.129 (see diagram).   

Leave the probe address blank as it will automatically fill in once the link is turned up.   

The set the rate limit, which in this case is 768, equal to a 768K connection. 

Finally click the Apply button at the bottom of the page. 

 

 



 

Step 8) The next step is to Commit all of the applied interface information.  This is 

done by clicking the Commit button and the Commit To Interfaces button.  

Once committed the interfaces on the EdgeXOS appliance will automatically be 

updated with the LAN and WAN interfaces changing to the new state. 

NOTE:  At this point you will lose access to the web-GUI. 

You now need to change the IP address of the laptop to be equal to the new subnet.  

In this case the laptop/PC needs to be changed to something like 192.16820.100 with 

a 255.255.255.0 subnet and a gateway of 192.168.20.1. 

Once the address has been changes you should be able to reconnect using the new 

URL: 

 

Step 9) Once you have confirmed that you are able to reconnect, take a look at the 

interface status on the Home page.  It may take up to 30 seconds for the WAN links to 

become active.  You may see that some interfaces are active but not all.  It may take up 

to a minute or two for all of the interfaces to initially become active. 

 

Once the links are all active attempt to perform a ping from the appliance out to the 

Internet via the Tools tab, under the Ping menu. 

 

You should get a positive result. 

 

If this is the case, the next step is to perform a test from your laptop/PC.  Assuming 

that you correctly configured the gateway on the laptop/PC. 



 

You should also get a positive response. 

Step 10) The next step is to make the required changes to the rest of the external 

network.  

a) Change the firewall’s external WAN address to 192.168.20.2/24 with its gateway 

pointing to 192.168.20.1. 

b) Change the email servers NAT mapping on the firewall to use 192.168.20.10. 

c) Change the two web servers to use 192.168.20.5 and 192.168.20.6 with their 

default gateway pointing to 192.168.20.1. 

Step 11) Once these changes have been made to the local network, the next step is to 

plug the EdgeXOS appliance into the WAN switch.   Once connected the firewall and 

all of the ends behind the firewall should be able to access the Internet without any 

problems. 

Test to make sure that the firewall and all end-users have access out to the Internet. 

Next test to make sure that both servers connected to the WAN switch are able to 

access the Internet.  

Step 12) With outbound access confirmed, it is time to configure inbound 

connectivity.  There are three items which need to be configured. 

a) Inbound IPSec connection to the firewall via 65.10.10.2. 

b) Inbound email server connectivity via 65.10.10.10 port 25. 

c) Inbound web server access via 65.10.10.5 and 65.10.10.6. 

A. We begin with setting up the inbound rule for the IPSec connection to the firewall.  

This is setup by using a One-to-One NAT rule with a Vector Map automatically 

created.  This diagram shows what is being configured. 

 



To enable this functionality we simply create a one-to-one NAT rule by going to 

the NetBalancing tab and selecting the One-To-One NAT menu. 

We enter a name for this rule ‘IPSec_Rule’, select to create a reverse Vector Map 

(which is required to ensure bi-directional connectivity) and enter the external 

address 65.10.10.2 and the internal (internal to the EdgeXOS appliance) of 

192.168.20.2.  We also select the WAN1 interface which is the interface which the 

IPSec tunnel is coming in on. 

 

B. To enable this functionality we create a VirtualNAT rule using IP address 

65.10.10.10, 24.20.20.2, and 217.30.30.131.  This diagram shows what is being 

configured. 

 

Using this method we are able to provide both load balancing and failover for the 

email server automatically.    To enable this functionality we use a single VirtualNAT 

rule and use each of the above defined addresses. 

Create a VritualNAT rule by going to the NetBalancing tab, then select the 

VirtualNAT menu.   We enter a name for this rule ‘Email_Server’, select the service 

which will be VNAT’d, then enter the internal address (the address which is internal 

from the EdgeXOS point of view), then enter each of the external or WAN 

addresses which will be forwarded to the internal address. 



 

You must now update your DNS information and add a secondary MX record for 

the WAN2 and WAN3 connections.  The MX records should be set to 10, 20, and 30.  

The details of how to modify DNS records is beyond the scope of this document. 

If you wish to utilize the EdgeXOS appliance to handle your MX records then you 

will need to delegate the MX records and utilize the ActiveDNS model.  For details 

on delegation and ActiveDNS, please reference the HowToGuide for ActiveDNS 

and the Platform Notes on Delegation. 

C. Finally we will configure inbound link and server load balancing for two servers.  

Unlike server load balancers which can only balance traffic based on the server, the 

EdgeXOS appliance is able to perform both server and link balancing at the same 

time.  This diagram shows what is being configured. 

 

Using this method we are able to provide both load balancing and failover for the 

email server automatically.    To enable this functionality we use two O2O NAT 

rules and ActiveDNS to perform the URL balancing. 



The process used to create the four one-to-one NAT mappings is similar to section 

A, however in this case we specify multiple internal servers.    

We enter a name for this rule ‘Web_Server1’, etc., select to create a reverse Vector 

Map (which is required to ensure bi-directional connectivity) and enter the external 

address and the internal (internal to the EdgeXOS appliance) addresses.  We also 

select the WAN interface which the traffic is coming in on. 

 First Rule: 

 

 Second Rule: 

 

 Third Rule: 

 

 Forth Rule: 



 

These four rules create a fully load balanced solution for inbound web 

connectivity.  To complete this configuration, you must also configure ActiveDNS 

and delegate the web server URL to the EdgeXOS appliance. 

Step 13) With inbound connectivity setup, you must now make sure that DNS works 

correctly.  Since the IPSec tunnel uses a direct IP address, nothing needs to be done 

there.  As we are simply adding to MX records to the existing zone record for inbound 

email redundancy, ActiveDNS is not required in that case either.  However in the case 

of the web server load balancing, we do need to delegate the web servers DNS records 

to the EdgeXOS appliance and setup ActiveDNS for those records. 

To understand how to setup delegation, please review the Platform Notes on 

Delegation.  This must be done on your existing DNS server before DNS requests will 

be forwarded to the EdgeXOS. 

Next we’ll go through configuring the ActiveDNS service for load balancing the web 

server connections. 

To configure the DNS services on the EdgeXOS appliance first go to the NetBalancing 

tab and select the ActiveDNS menu option.  From there select the ‘Domain Settings’ 

option and create a new domain record.  Since we are using delegation, the domain 

will be the full URL name, instead of simply the domain name. 

 

As you can see in the example above, we create the fully qualified domain name, i.e. 

‘www.abc.com’.  Once the domain is created we create the individual host records in 

order to direct the inbound connections.  When new DNS requests are made, they are 

forwarded to the EdgeXOS appliance via delegation and then the EdgeXOS appliance 

will respond based on the load balancing algorithm and the status of each WAN link. 



This screen shot demonstrates how a record can be created for this web service. 

 

The Host Name and Internal Address are left blank when adding a delegation record. 

We will add a record for each IP address for which we created a one-to-one NAT rule. 

The following shows what the final listing of DNS records looks like. 

 

You can see that we have added weights to each of the DNS rules, with 217.30.30.136 

being the least likely address to be provided and 65.10.10.5 being the most likely 

address to be provided.  As the administrator you are free to make any IP address more 

or less preferred based on your own requirements. 

Step 14) Enforcing session persistence is important for anyone using web-based CRM 

systems.  To that end in this scenario the customer is using a CRM system which 

requires a single sign-on multi-server connection. 

In order to this to consistently work we add a Best Path Routing rule for the remote 

site.  We might also want to add a BPR rule for critical FTP sites as well in order to 

ensure large file downloads utilize the same connection over long periods of time. 



The process for setting up a BRP rule is simple, first enter the name of the rule, then 

enter the URL used when accessing the CRM portal (this is only an example, not real-

world), then enter a high threshold level for latency, packet loss, and jitter.   

Finally select the default interface to be used for outbound connections, and finally 

select the method to be used when performing the BPR testing.  The default is to use 

‘When Threshold Exceeded’ so that the only time the route is changed is if the high 

threshold you set is met. 

 

 This will ensure that all CRM traffic for this site will go through WAN1 unless the 

threshold is exceeded.  It will also generate SLA reporting to this site so that each route 

path via each WAN link can be monitored.  Below is an example of the reporting 

created: 

 

It is also possible to setup email alerts when these thresholds are met so that you 

know when a link is not performing.  These alerts are setup under the Tools tab.  



Step 15) The final requirement for this deployment is to offload traffic from WAN1 by 

using forced application redirection on low priority web and email traffic.  This is 

accomplished by setting up an application route.  This diagram shows how this works: 
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To create an application route go to the NetBalancing tab and select the Application 

Routing menu.  From here select the application to be directed, and the port this 

application should be direct out (optionally enter the source address to be forced, or 

leave blank to specify all). 

 

Deployment Summary 

By reviewing this document and the example scenario provided, it should make 

deploying an EdgeXOS appliance in your environment easier.  Please make sure to 

review the QuickStart Guide first to determine which installation method to use.  Then 

make sure to review each of the HowToGuides and our online support videos for 

assistance. 

If you need installation assistance, feel free to contract support.  The support team is 

there to help.  If you require an installation support call, please make sure to fill out the 

Live Configurator form first by using the QuickStart document as a guide. 

Feedback: http://www.xroadsnetworks.com/ubm/products/survey.xrn 

 

 


